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CHAPTER ONE
INTRODUCTION (U)

On October 4, 2001, three weeks after the terrorist attacks of
September 11, 2001, the President issued a Top Secret Presidential
Authorization to the Secretary of Defense directing that the signals
intelligence capabilities of the National Security Agency (NSA) be used to
detect and prevent further attacks in the United States. The Presidential
Authorization stated that an extraordinary emergency existed permitting the
use of electronic surveillance within the United States for counterterrorisim
purposes, without a court order, under certain circumstances. For over 6
years, this Presidential Authorization was renewed at approximately 30 to
45 day intervals to authorize the highly classified NSA surveillance program,

which was given the cover term “Stellar Wind.”! {FS/STEW/HSHFOE

Under these Presidential Authorizations and subsequently obtained
Foreign Intelligence Surveillance Court (FISA Court) orders, the NSA
intercepted the content of international telephone and e-mail
communications of both U.S. and non-U.S. persons when certain criteria
were met. In addition, the NSA collected vast amounts of telephony and
¢-mail meta data — that is, communications signaling information showing
contacts between and amorng telephone numbers and e-mail addresses, bt
not including the contents of the communications. B .

Within the Department of Justice (Department or Justice Department)
and the Intelligence Community, the different types of information collected
under the NSA program came to be referred to as three different “baskets” of
informatior. The collection of the content of telephone and e-mail

1 This program is also known as the President’s Surveillance Program (PSP). In
Title III of the Foreign Intelligence Surveillance Act Amendments Act of 2008 (FISA
Amendments Act), the President’s Surveillance Program is defined as

the intelligence activity involving communications that was authorized by the
President during the period beginning on September 11, 2001, and ending
on January 17, 2007, including the program referred to by the President in a
radio address on December 17, 2005 (commonly known as the Terrorist
Surveillance Program).

FISA Amendments Act, Title III, Sec. 301(a)(3). (U)




communications was referred to as basket 1. The collection of telephone
meta data— including information on the date, time, and duration of the
telephone call, the telephone number of the caller, and the number receiving
the call —was referred to as basket 2. The collection of g=mail meta data -
including the “to,” “from,” “ce,” “bee,” and “sent” lines of an e-mail, but not
the “subject” line or content of the e-mail — was referred to as basket 3.

' The content and meta data information was used by the N8A,
with other meémbers of the Intelligence Community, to gene in

By March 2006, overg | individual U.8. telephone numbers
1 le-mail addresses had been “tipped” to the FBI as leads, the vast
majority of which were disseminated to FBI field offices for investigation or
other-action. Sorne Stellar Wind-derived iriformation also was disseminated
to the larger Intelligence Community through traditional intelligence

reporting channels.3 -

In addition to the FBI’s receipt of information from the program, the
Justice Department was involved in the program in other ways. Most
significantly, the Department’s Office of Legal Counsel (OLC) provided advice
to the White House and the Attorney General on the overall legality of the
Stellar Wind program. In addition, the Department’s Office of Intelligence
Policy and Review (now called the Office of Intelligence in the Department’s
National Security Division) worked with the FBI and NSA to justify the
inclusion of Stellar Wind-derived information in applications seeking orders
under the Foreign Intelligence Surveillance Act (FISA), and when unable to
do s, to exclude such information from the applications. The Department’s
National Security Division (NSD) also submitted classified ex parte legal
filings in federal courts to address any Stellar Wind reporting concerning
defendants during discovery in international terrorism prosecutions.

TS/ STEW /ST O/ N

Beginning in December 2005, aspects of the Stellar Wind program
were publicly disclosed in media reports, originally in a series of articles by
The New York Times. After these articles disclosed the telephone and e-mail
content collection (basket 1), the President, Attorney General Alberto
Gonzales, and other Administration officials publicly confirmed the

3 The larger Intelligence Community also includes components within other
Departments, such as the Departments of Homeland Security, Treasury, Défense; and
State: (U)




existence of this part_offthe program. However, the other aspects of the
program - the collection of"tE'lephone. and e-mail meta data - have not been

publicly confirmed, FSAHSTLW//SH/OC/NE—

~ The President and other Administration officials labeled the NSA
collection of information that was publicly disclosed as “the Terrorist
Surveillance Program,” although this name was sometimes used within the
Intelligence Community to refer to the entire Stellar Wind program. The
program was also referred to by other names, such as the “Warrantless
Wiretapping Program” or the “NSA Surveillance Program.” As discussed
above, the technical name for the program, and the term we generally use
throughout this report, is the Stellar Wind program.* {8//¥#—

This report describes the Office of the Inspector General’s (OIG) review
of the Department’s role in the Stellar Wind program. Our review discusses
the evolution of the Stellar Wind program, including the changes ini the
Department’s legal analyses of the program, the operational changes to the
program, and the eventual transition of the program from presidential
authority to statutory authority under FISA, The report also assesses. the
FBI’s use of information derived from the Stellar Wind program, including
the impact of the information in FBI counterterrorism investigations.

1. Methodology of OIG Review (U)

During the course of this review, the OIG conducted approximately 80
interviews. Among the individuals we interviewed were former White House
Counsel and Attorney General Gonzales; former Deputy Attorney General
James Comey; former NSA Director Michael Hayden; FBI Director Robert
Mueller, I1I; former Counsel for Intelligence Policy James Baker; former
Assistant Attorneys General for OLC Jay Bybee and Jack Goldsmith; former
Principal Deputy and Acting Assistant Attorney General for OLC Steven
Bradbury: former Deputy Assistant Attorney General for OLC and Associate
Deputy Attorney General Patrick Philbin; and former Assistant Attorneys
General for the NSD Kenneth Wainstein and Patrick Rowan. We also
interviewed senior FBI Counterterrorism Division officials, the FBI General
Counsel and other FBI attorneys, FBI special agents and intelligence
analysts, and senior officials in the Department’s Criminal and National
Security Divisions.® (U)

4+ Stellar Wind is classified as a Top Secret/Sensitive Compartmented Information
program. ~{S//MH-
5 Although the FBI is a compenent of the Department of Justice, references in this

report to Department officials generally mean non-FBI Department officials, This
(Cont’d.)




We attempted to interview former Attorney General John Ashcroft, but
he declined our request for an interview. (U)

In addition, we attempted to interview former Deputy Assistant
Attorney General for OLC John Yoo, who drafted the early legal memoranda
supporting the legality of the Stellar Wind program. Yoo, through his
counsel, declirnied our request for an interview. —@%SH%N-F}—

We also attempted to interview White House officials regarding the
program, including Andrew Card, former Chief of Staff to President George
W. Bush. We made our request for an interview of Card both directly to
Card and through the Office of the Counsel to the President (White House
Counsel’s Office). Card did not grant our request for an interview.
Similarly, we attempted to interview David Addington, former Counsel to
Vice President Richard B. Cheney. We contacted the Office of the Vice
President, but that office did not respond to our request for an interview of
Addington. (U)

We believe that we were able to obtain a full picture of the evolution of
the program and the theories supporting its legality. However, the refusal
by White House officials, former Attorney General Ashcroft, and former
Deputy Assistant Attoriney General Yoo to be interviewed hampered our
ahility to fully investigate the process by which the White House and the
Justice Department arrived at the initial legal rationale to support the
program. In addition, becatise of our inability to interview Ashcroft, we
could not fully determine what efforts the Department took to press the
White House for additional Department attorneys to be read into Stellar
Wind to work on the legal analysis of the program during its first two years

of operation. ~FS/SHNE}—

In our review, we also examined theusands of electronic and hard
copy documents, including the Presidential Authorizations and threat
assessments, OLC legal memoranda supporting the program,
contemporaneous notes and e-mails of various senior Department and FBI
officials, and FISA Court pleadings and orders. We also reviewed NSA
materials, including NSA OIG reports on the Stellar Wind program and
correspondence between the NSA Office of General Counsel and the

Department, {FS/SHAHY—

Inn addition, we received from the FBI an electronic database of its
collection of Electronic Communications (EC) that were used to disseminate

distinction is especially relevant to our discussion of the number of Department personnel
read into the Stellar Wind program, as distinguished from the number of FBI personnel

read into the program. (U//EQYSY




Stellar Wind-derived leads to FBI field offices. This database contained
approximately ECs, including leads to the FBI’s 56 field offices, and
fre‘sponses‘ from thosc.ﬁeldofﬁces-, among other documents. The OIG used
this database to confirm information it obtained through interviews and to
assist in our analysis of FBL irivestigations that were based on Stellar Wind
information. — STLWH SO

II. Organization of this Report (U)

Chapter Two of this report provides &n overview of the primary legal
authorities that are relevant to the Stellar Wind program. This chapter-also
discusses the Presidential Authorizations that were issued to approve the

program. (U//ESUYS)

Chapter Three describes the inception and early implementation of
the Stellar Wind program from September 2001 through April 2003. This
chagter includes a description of the early OLC legal memoranda on the
legality of Stellar Wind, how the program was technically implemented, the
FBI’s early participation in the program, and the FISA Court’s first
awareness of the programi. ATS/HSHFNF—

Chapter Four covers the peried from May 2003 through May 2004
when the legal rationale for the program was substantially reconsidered by
the Justice Department. This chapter details in particular the events of
March 2004 when the White House decided to continue the program
without the Department’s certification of a Presidential Authorization.
During this time, Attorney General Asheroft was hospitalized and Deputy
Attorriey General Comey temnporarily exercised the powers of the Attorney
General in his capacity as Deputy Attorney General. Comey declined to
recertify the Presidential Authorization approving the program based on
legal advice he received from OLC Assistant Attorney General Jack
Goldsmith, who questioned the adequacy of the Jegal support for aspects of
the program. Comey’s decision prompted a significant dispute between the
White House and the Justice Department, which resulted in White House
Counsel Gonzales and White House Chief of Staff Card visiting Ashcroft in
his hospital room in an unsuccessful attempt to have Ashcroft recertify the
program. This chapter also describes the background to the dispute, the
events related to the hospital visit, the threat by Department officials to
resign over the dispute, and the eventual resolution of the dispute.

PSS —

Chapter Five discusses the transition, in stages, from a program
based on Presidential Authorizations to collection activities authorized
under the FISA statute. This transition took place in stages between July
2004 and January 2007. This chapter also summarizes legislation in 2007




and 2008 designed to modernize certain provisions of FISA.

Chapter Six discusses the use of Stellar Wmd 1nformat1on by the FBI.
1t describes the process by which the FBI disse llar Wind-derived
leads to FBI field offices under a program calledf as well as the
impact and effectiveness of the Stellar Wmd plogram to-t ‘
counterterrorism efforts. 7 -

Chapter Seven examines the Department’s handling of discovery
issues related to Stellar Wind-derived information in inter national terrorism

prosecutions. {FS/ASTEW//SH/OC/NE)

Chapter Eight analyzes testimony and public statements about
aspects of the Stellar Wind program by Attorney General Gornizales. We
assess whether the Attorney General’s statements, particularly his
testimony to the Senate Judiciary Committee in February 2006 and July
2007, were false, inaccurate, or misleading; SN —

Chapter Nine contains our conclusions and recommendations, (U)




CHAPTER TWO
LEGAL AUTHORITIES (U)

This chapter summarizes the primary legal authorities referred to
throughout this report concerning the Stellar Wind program.: These
authorities include Article II, Section 2 of the Constitution; the Fourth
Amendment to the Constitution; the Foreign Intelligence Surveillance Act;
the Authorization for Use of Military Force Joint Resolution (AUMF) passed
by Congress after the terrorist attacks of September 11, 2001; Executive
Order 12333; and the Presidential Authorizations specifically authorizing
the Stellar Wind program. Other authorities, including relevant criminal
statutes and judicial opinions, are discussed throughout the report.

I, Constitutional, Statutory, and Executive Order Authorities (U)
A. Atrticle II, Section 2 of the Constitution (U)

Article II, Section 2 of the Constitution, which was one of the primary
authorities cited in the Presidential Authorizations in support of the legality
of the Stellar Wind program, provides in relevant part:

The President shall be Commander in Chief of the Army and
Navy of the United States, and of the. Militia of the several
States, when called into the actual Service of the United States;
he may require the Opinion, in writing, of the priricipal Officer
in each of the executive Departments, upon any Subject relating
to the Duties of their reéspective Offices . . . . L

B. The Fourth Amendment (U)

The Fourth Amendment to the Constitution, which also was raised as
an important factor in the analysis of the legality of the Stellar Wind
program, provides:

The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and
seizures, shall not be violated, and no Warrants shall issue, but
upon probable cause, supported by Qath or affirmation, and
particularly describing the place to be searched, and the person

or things to be seized. -{FS//8H-P5-




C. The Foreign Intelligence Surveillance Act (FISA)S (U)

The Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et
seq., was-enacted in 1978 to “provide legislative authorization and
regulation for all electronic surveﬂlance conducted within the United States
for foreign intelligence purposes.” ‘S. Rep. No. 95-701, at 9 (1978), reprinted
in 1978 U.8.C.C.A.N. 3973, 3977. Three major FISA issues are covered in
this report. First, as discussed in Chapter Four, FISA was central to a
controversy that arose. in late 2003 and early 2004 when officials iri the
Office of Legal Counsel (OLC) and others viewed FISA as potentially in
conflict with the legal ratiohale for at least one aspect of the Stellar Wind
program. OLC officials reasoned that if courts viewed FISA in isolation, they
might conclude that Congress irnitended to regulate the President’s power to
conduict electronic surveillance during wartime, thereby raising questions
about the legality of aspects of the program.

Second, after the FISA Court was informed about the Stellar Wind
program in January 2002, it required the government to carefully scrutinize
each FISA apphcatlon to ensme that no Stellar Wind-derived information
was relied upon ini support of a’ FISA application without the Court’s
knowledge, and later without its consent. This process, known as
“scrubbmg,” is dlscussed in Chapters Three and Six.

Third, begmnmg in July 2004, the Stellar Wind program was brought
under FISA authority in stages, with the entire program brought under FISA
authority by Janu 2007. In August 2007 and again in July 2008, FISA

ntial authority to FI SA authorﬂ:y, as well as leglslatmn
su_bscq_uently enacted to modernize FISA, is discussed in Chapter Five.

In the following sections, we summarize relevant provisions of FISA as
they related to the Stellar Wind program. {FS//SHANE—

1. Overview of FISA (U)

FISA authorizes the federal government to engage in electronic
surveillance and physical searches, to use pen register and trap and trace

6 Unless otherwise indicated, all references to FISA are to the statute as it existed
prior to the Protect America Act of 2007 and the FISA Amendments Act of 2008. (U)




devices, and to obtain business records to acquire inside the United States
foreign intelligence information by, in some instances, targeting foreign
powers and agents of foreign powers.” FISA also permits the targeting of
foreign powers and their agents who are located outside the United States.
As a general rule, the FISA Court must first approve an application by the
governmerit before the government initiates electronic surveillance. FISA
applications must identify or describe the “target” of the surveillance, and
must establish probable cause to believe that the target is a “foreign power”
or “agent of a foreign power” and that “each of the facilitiés or places at
which the electronic surveillance is directed is being used, or is about to be
used, by a foreign power or an agent of a foreign power.”8 50 U.S.C.

§ 1804(a)(4)(A) & (B). {TS/7/SHFHNF—

FISA provides four exceptions to the requirement of obtaining judicial
approval prior to conducting electronic surveillance: (1) for electronic
surveillance directed at certain facilities where the Attorney General certifies
that the electronic surveillance is solely directed at communications
transrnitted by means used exclusively between or among foreign powers or
from property under the open and exclusive control of a foreign power, 50
U.S.C. § 1802; (2) where the Attorney General determines an emergency
exists and authorizes emergency surveillance until the information sought is
obtained, the after-filed application for an order is denied, or the expiration
of 72 Hours from the time of Attorney General authoerization, 50 U,S.C.

§ 1805(f); (8) for training and testing purposes, 50 U.S.C. § 1805(g); and (4)
for 15 days following a congressional declaration of war, 50 U.S.C.§1811.9
(V) -

The 15-day war declaration exception to FISA’s warrant requirement
was particularly relevant to the events of 2004, when OLC reassessed its
prior opinions concerning the legality of the Stellar Wind program.

7 This report is primarily concerned with the provisions of FISA that authorize
electronic surveillance, pen register and trap and trace devices, and access to certain
business records.

8 The terms “foreign power” and “agent of a foreign power” are defined in FISA at 50
U.S.C.'§ 1801(a) & (b). “Foreign power” is defined, inter alia, as “a group engaged in
international terrorism or activities in preparation therefor; . .. ." 50 U.S.C. § 1801(a)(4).
Ari “agent of a foreign power” may be a U.S, person, defined at 50 U.S.C. § 1801(i) to mean,
inter alia, a United States citizen or permanent resident alien. The term “facilities” is not
defined in FISA. (U)

9 The Attorney General’s emergency surveillance authority under 50 U.S.C,
§ 1805(f) was extended to 7 days under Section 105(a) of the FISA Amendments Act of
2008. (U)




Another FISA provision prohibits persons from intentionally engaging
in electronic surveillance “under color of law except as authorized by
statute[.]” 50 U.S.C. § 1809(a)(1). As discussed in Chapter Eight, in 2006
the Justice Department asserted in a publicly released legal analysis that
this provision did not preclude certain warrantless electronic surveillance
activities because such surveillance was “authorized by” subsequent

legislative enactments — principally the AUMF. The Department also

asserted tflj.'a,t the AUMF “confirms and supplements the President’s
constitutional authority” to conduct warrantless electronic surveillance
against the enemy during wartime, (U)

2.  FISA Applications and Orders (U)

FISA applications were presented to the FISA Court by the
Department’s Office of Intelligence Policy and Review (OIPR).10 Department
and FBI officials familiar with the preparation and presentation of FISA
applications described this process as extremiely time-consuming and labor
intensive. (U)

Each application must be approved and signed by the Attorney
General (or Acting Attorney General) or Deputy Attorney General and must
include the certification of a federal officer identifying or describing the
target of the electronic surveillance; a “statement of the facts and
circumstances relied upon by the applicant to justify his belief” that the
target is a foreign power or agent of a foreign power and that the electronic
surveillance is directed at the facilities or places used or to be used by the
target; a statement of proposed minimization procedures; and a detailed
description of the nature of the information sought and the type of
communication or activities to be subjected to the surveillance. 50 U.S.C.
§ 1804(a)(1)-(6).1! The application must also include the certification of a

10 The Office of Intelligence Policy and Review became a part of the Department’s
National Security Division, which was created in September 2006. As.of April 2008, the
Office of Intelligence Policy and Review was renamed the Office of Intelligence. This
organizational change did not affect the FISA application process. (U)

11 FISA defines minimization procedures as

[s]pecific procedures, which shall be adopted by the Attorney General, that
are reasonably designed in light of the purpose and technique of the
(Cont'd.)




high-ranking executive branch official or officials designated by the.
President from among those executive officers employed in the area of
national security or defense that the information soughtis deemed to be
foreign intelligence information, that such information “cannot reasonably
be obtained by normal investigative techniques,” and that a “significant
purpose” of the surveillance is to obtain foreign intelligence information.1?
1d. at § 1804(2)(7). (U)

FISA orders authorize electronic surveillance of U.S. persons for 90.
days. FISA orders may be renewed upon the same basis as the underlying
order. 50 U.S.C. § 1805(e). As noted, FISA also provides for the emergency
use of electronic surveillance. When the Attorney General reasonably
determines that an emergency situation exists, the use of electronic
surveillance may be approved for a period of up to 72 hours (and under the
FISA Amendments Act of 2008, up to 7 days) without a FISA order. 50
U.S.C. § 1805(f). (U)

3. FISA Court (U)

The FISA statute established the FISA Court to review applications
and issue orders. The FISA Court initially was composed of seven U.S.
District Court judges designated by the Chief Justice of the U.S. Supreme.
Court to serve staggered, non-renewable 7-year terms.13 50 U.S.C.

particular siirveillance, to minimize the acquisition and: retention, and
prohibit the dissemination, of nonpublicly available information concerning
uncorisenting United States persons consistent with the need of the United
States to obtain, produce, and disseminate {oreigri iritelligence

information . . . .

50 U.S.C. § 1801(h)(1). (U)

12 As.initially enacted, FISA required officials to certify that “the purpose” of the
surveillance was to-obtain “foreign intelligence: information.” However, the Uniting and
Strengthening Ameérica by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act (the USA PATRIOT Act) was ¢nacted in October 2001 and amended this
language in FISA to require only that officials certify that “a significant purpose” of the
surveillance was to obtain foreign intelligence information. 50 U.S.C. § 1804(a)(7)(B). This
amendment, along with post-September 11 changes to Attorney General guidelines on
intelligence sharing procedures and a ruling by the FISA Court of Review, removed the
so-called “wall” that had existed between intelligence-gathering activities and criminal
investigations. See Memorandum from the Attorney General to Director of the FBI, et al.,
entitled “Intelligence Sharing Procedures for Foreign Intelligence and Foreign
Counterintelligence Investigations Conducted by the FBI” (March 6, 2002); In re Sealed
Case, 310 F.3d 717, 727 (For. Int. Surv. Ct. Rev. 2002)(FISA did not “preclude or limit the
government’s use.-or proposed use of foreign intelligence information, which included
evidence of certain kinds of criminal activity, in a criminal prosecution.”). (U)

12 To achieve staggered terms, the initial appointments ranged from one to seven
years. 50 U.S.C. § 1803(d). (V) '




§ 1803(a) & (d). The number of judges serving on the FISA Court was
increased to 11 by the USA PATRIOT Act of 2001. (U)

D. Authorization for Use of Military Force (U)

On September 18, 2001, in response to the terrorist attacks of
September 11, Congress approved an Authorization for Use of Military Force
Joint Resolutiont (AUMF). In conjunction with the President’s
Commander-in-Chief authority under Article 11 of the Constitution, this
legislation has been cited in support of the President’s authority to conduct
electronic surveillance without judicial - approval. See, e.g., Legal Authorities
Supporting the Activities of the National Security Agency Described by the
President, January 19, 2006 (Justice Department White Paper), at 6-17.
The AUMF states, in pertinent part:

To authorize the use of the United States Armed Forces against
those responsible for the recent attacks launched against the
United States. '

Whereas, on September 11, 2001, acts of treacherous violence
were committed against the United States and its citizens; and
Wheteas, such acts render it both necessary and appropriate
that the United States exercise its rights to self-defense and to
protect United States citizens both at home and abroad; and

Whereas, in light of the threat to the national security and
foreign policy of the United States posed by these grave acts of
violence; and

Whereas, such acts continue to pose an unusual and
extraordinary threat to the national security and foreign policy
of the Umnited States; and

Whereas, the President has authoerity under the Constitution to
take action to deter and prevent acts of international terrorism
against the United States: Now, therefore, be it

Resolved by the Senate and House of Representatives of the
United States of America in Congress assembled,

SEC. 2. AUTHORIZATION FOR USE OF UNITED STATES
ARMED FORCES

(a) IN GENERAL - That the President is authorized to use all
necessary and appropriate force against those nations,
organizations, or persons he determines planned, authorized,
committed, or aided the terrorist attacks that occurred on
September 11, 2001, or harbored such organizations or




persons, in order to prevent any future acts:-of international
terrorism against the United States by such nations,
organizations or persons. (U)

Pursuant to this authority, the President ordered the U.S. armed
forces to invade Afghanistan to combat al Qaeda terrorists and overthrow
the Taliban government that had given them refuge. (U)

In 2004, OLC took the position that the AUMF was “expressly
designed to authorize whatever military actions the Executive deems
appropriate to safeguard the United States[,]” including the use of electronic
surveillance to detect and prevent further attacks. See Office of Legal
Counsel Memorandum, May 6, 2004, at 31, citing 50 U.8.C.'§ 1811. In
addition, the Justice Department asserted in the 2006 White Paper that in
enacting FISA Congress contemplated that a later legislative enactment
could authorize electronic surveillance outside the procedures set forth in
FISA itself, and cited the AUMF as such a legislative enactment. See Justice
Department White Paper at 20-28, citing 50 U.S.C. § 1809(a)(1).

E. Executive Order 12333 (U)

On December 4, 1981, President Reagan signed Executive Order
12333 as part of a series of legal reforms that followed abuses of
intelligence-gathering authority documented by the Church Commission in
the 1970s.14 Executive Order 12333 placed restrictions on intelligence
collection activities engaged in by Executive Branch agencies, including the
NSA, while also seeking to foster “full and free exchange of information”
among these agencies.!5 Executive Order 12333 at 1.1. (U)

Executive Order 12338 provides that the Attorney General is:
authorized “to approve the use for intelligence purposes, within the United
States or against a United States person abroad, of any technique for which
a warrant would be required if undertaken for law enforcement purposes,
provided that such techniques shall not be undertaken unless the Attorney
General has determined in each case that there is probable cause to believe
that the technique is directed against a foreign power or an agent of a
foreign power.” 1d. at 2.5. Executive Order 12333 also provides that

14 See http://www.aarclibrary.org/ publib/church/reports/contents.htm. Volumes
5 and 6 of the Church Commission report address abuses of intelligence-gathering
authority by the NSA and the FBI. (U)

15 Executive Order 12333 was amended on July 30, 2008, by Executive Order
183470, This report refers to Executive Order 12333 as it existed prier to that amendment.
(U)




electronic surveillance, as defined under FISA, must be conducted in
accordance with FISA.16 (U)

Executive Order 12333 prohibits the collection of foreign intelligence
information by “authorized [agencies] of the Intelligence Community . . . for
the purpose of acquiring information concerning the domestic activities of
United States persons.” Id. at 2.3(b). (U)

However, in authorizing the Stellar Wind program,

previously; the legal rationale advanced for this ‘exemption was-that the
Authorization for Use of Military Feree and the President’s
Commander-in-Chief powers gave the President the authority to collect such
information, notwithstanding the FISA statute. {£5#; SPLWHASTH O CHNE

II. Presidential Authorizations (U)

The Stellar Wind program was first authorized by the President on
October 4, 2001, and periodically reauthorized by the President through a
series of documents issued to the Secretary of Defense érititled “Presidential
Authorization for Specified Electronic Surveillance Activities Duringa
Limited Period to Detect and Prevent Acts of Terrorism Within the United
States” (Presidential Authorization or Authorization). A total of 43
Presidential Authorizations, not including modifications and related
presidential memoranda, were issued over the duration of the program from
October 2001 through February 2007.17 Each Authorization directed the

16 Prior to September 11, 2001, Executive Order 12333 and FISA were generally
viewed #s the principal governing authorities for coriductinig electrotic surveillance. For
example, in 2000 the NSA reported to Congress that

(U) The applicable legal standards for the collection, retention, or
dissemination of information concerning U.S. persons reflect a careful
balancing between the needs of the government for such intelligence and the
protection of the rights of U.S. persons, consistent with the reasonableness
standard of the Fourth Amendment, as determined by factual
circumstances,

(U) In the Foreign Intelligence Surveillance Act (FISA) and Executive Order
(E.0.) 12333, Congress and the Executive have codified this balancing.
(Citations omitted.)

NSA Report to Congress, Legal Standards for the Intelligence Community in Conducting
Electronic Surveillance (2000). (U)

17 The Presidential Autharizations were issued on the following dates: October 4,
2001; November 2, 2001; November 30, 2001; January 9, 2002; March 14, 2002; April 18,
5002; May 22, 2002; June 24, 2002; July 30, 2002; September 10, 2002; October 15,
2002; November 18, 2002; January 8, 2003; February 7, 2003; March 17, 2003; April 22,

(Cont'd.)




Secretary of Defense to “use the capabilities of the Department of Deferise,
including but not limited to the signals intelligence capabilities of the-
Nationial Security Agency, to collect foreign intelligence by electronic
surveillance,” provided the surveillance met certair criteria. The specific
criteria are described in detail in Chapters Three and Four of this report.

A. ‘Types of Collection Authorized 1STHNF—

The scope of collection permitted under the Presidential
Authorizations varied over time, but generally involved intercepting the
content of certain telephone calls and e-mails, and the collection of bulk
telephone and e-mail meta data. The term “meta data” has beery described
as “information about information.” As used in the Stellar ‘Wihnd program,
for telephone calls, meta data generally refers to “dialing-type information”
(the originating and terminating telephone numbers, and the date, time, and
duration of the call), but not the content of the call. For e-mails, meta data
generally refers to the “to,” “from,” “cc,” “bec,” and “s_en.t"’ lines of an e-mail,

e

but not the “subject” line or content. ¢ AL N

The information collected through the Stellar Wind program fell into
three categories, often referred to as “baskets™
o Basket 1 (content of telephone and e-mail communications);

s Basket 2 (telephony meta data); and

FOF

2003; June 11, 2003; July 14, 2003; September 10, 2003; October 15, 2003; December 9,
2003: January 14, 2004; March 11, 2004; May 5, 2004; June 23, 2004; August 9, 2004;
September 17, 2004; November 17, 2004; January 11, 2005; March 1, 2005; April 19,
2005; June 14, 2005; July 26, 2005; September 10, 2005; October 26, 2005; December 13,
2005; January 27, 2006; March 21, 2006; May 16, 2006; July 6, 2006; September 6, 2006;
October 24, 2006; aind December 8, 2006. The last Presidential Authorization expired
February 1, 2007. There were also two modifications of a Presidential Autherization and
one Presidential memorandum to the Secretary of Defense issued in connection with the
Stellar Wind program. (IS7/STLW//SH1O6/NE




ST ST ST/ TORCON/NOFORN

B. Findingsand Primary Authogities {U)

| In this section, we describe certain features common to all the
Presidential Authorizations. Each of the Presidential Authorizations
included a finding to the effect that terrorist groups of global reach
possessed the intent and capability to attack the United States, that an
extraordinary emergency continued to exist, and that these circumstances.
“constitute an urgent and compelling governmental interest permitting
electionic surveillance within the United States for countérterrorism
putposes; without a court order.” @SHSTEWSHOE7NF)

The primary authoritigs ¢ited for the legality of these electronic
surveillance and related activities were Article II of the Constitution and the
Authorization for Use of Military Force Joint Resolution. The Authorizations
further provided that any limitation in Executive Order 12333 or any other
Presidential directive inconsistent with the Presidential Authorizations shall
not apply; to the extent of the inconsistency, to the electronic surveillance

authorized under the Stellar Wind program. (FS/HSTLWHHSH-OCH NPT

Each Authorization also included the President’s determination that
to-assist in preserving the secrecy necessary to “detect and prevent acts of
tetroristh against the United States,” the Secretary of Defense was to defer
notification of the Authorizations outside of the Executive Branch and the
activities carried out pursuant to them. The President also noted his
intention to inform appropriate members of the Senate and the House of
Representatives of the program “as soon as I judge that it can be done
consistently with national defense needs.” Some Presidential Authorizations
described briefings given to members of Congress and FISA Court judges.

C. The Reauthorization Process (U)

The Presidential Authorizations were issued at intervals of
approximately 30 to 45 days. Department officials told the OIG that the
intervals were designed to be somewhat flexible to assure the availability of
the principals that had to sign the Authorizations and to reassess the
reasonableness of the collection.1® Steven Bradbury, former Principal
Deputy and Acting Assistant Attorney General for the Office of Legal
Counsel (OLC), said that the main reason for periodically reauthorizing the
program was to ensure that the Presidential Authorizations were. reviewed
frequently to assess the continued need for the program and the program’s

18 The officials who signed the Authorizations included the Attorney General, the
President, and the Becretary of Defense {or other high-ranking Department of Defense
official). (U//ESHO)




.

value. As the period for each Presidential Authorization drew to-a close, the.

Director of Central Intelligence (DCI), and as of June 3, 2005, the Director of
National Intelligence (DNI) prepared a threat assessment memorandum for
the President ‘des_cribiﬂggpotential terrorist threats to the United States and
outlining intelligence gathered through the Stellar Wind program and other
rmeans during the previous Authorizatiori period. The DCI (and later the
DNI) and the Secretary of Defense reviewed. these memoranda and signed a
recommendation that the program be reauthorized.

Each recommendation was then reviewed by the OLC to assess
whether, based on the threat assessment and information gathered from
other sources, there was “a sufficient factual basis demonstrating a threat of
terrorist attacks in the United States for it to continue to be reasonable
under the standards of the Fourth Amendment for the President to
[conitinue] to authorize the warrantless searches involved” in the program.
The OLC then advised the Attorney General whether the constitutional
staridard of reasonableness had been met and whether thé Presidential
Authorization could be certified “as to form and legality.”

Lt .

D. Approval “as to form and legality” (U)

As noted above, the Presidential Authorizations were “[aJpproved as to
forrn and legality” by the Attorney General or other senior Départmc_nt'
official, typically after the review and conecurrence of the OLC. The lone
exception to this practice was the March 11, 2004, Authorization which we

discuss in Chapter Four. {FS+8H/ 3 —

However, there was no legal requirement that the Authorizations be.
certified by the Attorney General or other Department official. Former
senior Department official Patrick Philbin told us he thiought one purpose
for the certification was to give thg 0 se »f legiti y that i
not “look like a rogue operation

Bradbury told us that the Justice Department certifications.
served as official confirmation that the Department had determined that the
activities carried out under the program were lawful.

Former Attorney General Gonzales told us that certification of the
prograrn as to form and legality was not required as a matter of law, but he
believed that it “added value” to the Authorization for three reasons. First,







| . CHAPTER THREE o
INCEPTION AND EARLY OPERATION OF STELLAR WIND
(SEPTEMBER 2001 THROUGH APRIL 2003) SHNF}—

This chapter describes the early operation of the Stellar Wind
prpgram. The five sections of the chapter cover the time period from
September 2001 to April 2003. S ‘

In Section I, we provide a brief overview of the National Security
Agency (NSA) and the inception of the Stellar Wind program, including a
description of the legal authorities relied upon to support the: program.and
the scope of collection authorized under the Presidential Authorizations. Tn
Section II, we describe key aspects of the NSA’s implementation of the
Presidential Authorizationsi 2l 2l =

.- - -k e technical
operation of the program, and the initial process for analyzing and
disseminating the information collected. In Sections I and 1V, we describe
the FBI’s and the Office of Intelligence Policy and Review’s early knowledge
of and involvement in Stellar Wind. In Section V, we describe medsures the
FBI implemented to improve its management of information derived from
the program that the FBI disseminated to its field offices.

L. Inception of the Steliar Wind Program (U/ /FOT0O)
A. The National Security Agency (U)

The NSA was established on October 24, 1952, by President Truman
as a separate agency within the Department of Defense under the direction,
authority, and control of the Secretary of Defense. See Presidential
Memorandum to the Secretary of State and the Secretary of Defense,
October 24, 1952. By Executive Order 12333 (December 4, 1981), the NSA
was given responsibility within the U.S. Intelligence Community for all
signals intelligence, including the “collection of signals intelligence for
national foreign intelligence purposes” and the processing and
dissemination of such intelligence for counterintelligence purposes.!? (U)

19 Signals intelligence is defined as:

1. A category of intelligence comprising either individually or in combination
all communications intelligence, electronic intelligence, and foreign
instrumentation signals intelligence, however transmitted. (U)

3. Intelligence derived from communications, electronic, and foreign
instrumentation signals. (U)
{Cont'd.)




The NSA’s two primary missions. are to protect U.S. government
information systems. and to collect, Pprocess, and disseminate foreign signals
intelligence information. This twofold mission is reflected in the NSA’s
organizational structure, which consists of two operational directorates:
The Information Assurance D1rectorate, which conducts-defensive
information operations to protect information infrastructures critical to the
United States’ national security interests, and the Signals Intelligence
Directorate (SID), which controls foreign intelligence collection and
processing activities for the United ‘States. L)

The SID is divided into three major components, two of which -
Analysis and Productlon- and Data Acquisition_- are relevant to the
Stellar Wind program. The work of these components with respect to the
Stellar Wind program is discussed in more detail in Section II. below.

SR

B. Impleméntation of the Program
(September 2001 through November 2001) {S//NF}—

George Tenet, the Director of Central Intelligence at the time,
mentioned the modification of these NSA collection activities during a
meeting with Vice President Cheney shortly after the September 11 attacks
to discuss the intelligence community’s response. According to Hayden,
who did not attend the meeting but was told about it by Tenet, Cheney
asked Tenet to inquire from the NSA whether there were additional steps
that could be taken with respect to enhancing signals intelligence
capabilities. Tenet related this message to Hayden, who responded that
there was nothing further the NSA could do without additional authority.
According to Hayden, Tenet asked him a short time later what the NSA
could do if additional authority was provided. {ES//SH/NF—

Department of Defense Dictionary of Military and Associated Terms, Joint Publication 1-02,
484, (U)




Hayden consulted with experts from the N SA’s SID and attorneys from
the NSA's Office of General Counsel about how the N SA could.enhaince its
collection capabilities consistent with considerations of operational
usefulness, technical feasibility, and legality. Hayden said he then attended
a meeting at the White House to discuss how NSA signals intelligence
collection capabilities could be modified to respond to the September 11

attacks, {FSHSHPH

Hayden told us he highlighted two issues at this meeting. First,
Hayden stated at the meeting that the FISA sta

lite’s applicability to evolving

telecommunications technology ha
abilitv to intercept communications

Accordinig to Hayc

n intelligence collection activities] ;
: without having to first obtain FISA Court
-authorization.

The second issue Hayden highlighted at the meeting concerned the

meta data associated with telephonic and e-mail communications. Hayden
said that obtaining access to the meta data of communications to and from

20 The FISA statute defines “wire communication” as “any communication while it is
being carried by a wire, cable, or other like cotmection furaished or operated by any person
engaged as-a common carrier in providing or operating such facilities for the transmisgsion
ofiinterstate or foreign communications,” 50 U.S.C. § 1801(}). By its terms, FISA governs

the acquisition of wire - communications to or from persons-in the United States if such
acauisition oécurs in the United States. Bee 50 U.S.C: §1801(#)(2). B




the United States, as well as communications within the United States
would s1gn1flcant1y enhance the NSA’s analytical capabilities. {(FS/SH-MH)—

Hayden said he attended two additional meetings with Vice President
Cheney to discuss further how NSA collection capabilities could be
expanded along the lines described at the White House meeting. Vice
President Cheney directed Hayden to meet with the Counsel to the Vice
President, David Addingtori; to continue the discussion, which Hayden said
he did. According to Hayden, Addmgton drafted the first Presidential
Agthor,lz‘eguon for the Stellar Wind program based on these meetings.?2

The Stellar Wind program officially came irito existence on October 4,
2001, when President Bush signed the Presidential Authorization drafted by
Addington. The Authorization directed the Secretary of Defense to employ
the signals intelligence capabilities of the NSA to collect certain foreign
intelligence by electronic surveillance in order to preverit acts of terrorism
within the United States.2® The Presidential Authorization stated that an
extraordinary emergency existed because of the September 11 attacks,
consﬁtutmg an urgent and compelling governmental interest permitting
electronic surveillance within the United States for counterterrorism
purposes without judicial warrants or court orders.

Access to the Stellar Wind program was very tightly restricted.
Former White House Counsel and Attorney General Alberto Gonzales told
the OIG that it was the President’s decision to keep the program a “close
hold.” Gonzales stated that the President made the decision on all requests
to read in non-operational persons, incliding Justice Department officials,
and that as far as he was aware this decision-making authority had not
been delegated either within the White House or to other agencies
concerning read-in decisions for operational personnel, such as NSA and

22 Hayden told us he could not recall the Justice Department having any
involvement in or presence at meetings he attended to discuss enhancing NSA collection
capabilities. Hayden said this mildly surprised him but that he assumed someone was
keeping the Department briefed on these discussions. Gongzales, who was the White House
Counsel at the time, also told the OIG that he would be “shocked” if the Department was
not represented at the White House mectings, and further stated that in the immediate
aftermath of September 11, he met often with lawyers from the NSA, CIA, DOD, and the
Justice Department with the objective of “coordinating the legal thinking” concerning the
United States’ response to the attacks, Because we were unable to interview Addington,
former Attorney General Ashcroft, and John Yoo, we do not kriow what role if any the
Department played in drafting or reviewing the first Presidential Authorization.

23 The program was given the cover term - ot

which time the cover term was changed to “Stellar Wmd y -(-S{—,LNF-)—




FBI employees.2* However, as indicated in the NSA Office of the Inspector
General’s report on the President’s Surveillance Program (NSA OIG Report),
decisions to read in NSA, CIA, and FBI operational personnel were made by
the NSA. According to the NSA OIG Report, NSA Director Hayden needed
White House approval to read in members of Congress, FISA Court judges,
the NSA Inspector General, and others. See NSA OIG Report at V. {8/}

1.  Pre-Stellar Wind Office of Legal Counsel Legal
Memoranda (U)

In this section, we summarize the initial legal memoranda from the
Justice Department supporting the legal basis for the Stellar Wind program,
and we describe the key aspects of the first Presidential Authorization for
the program. TS/ FSHHEE€

a. Hiring of John Yoo {0)

OLC Deputy Assistant Attorney General John Yoo was responsible for
drafting the first series of legal memoranda supporting the program.25 As
noted above, Yoo was the only OLC official “read into” the Stellar Wind
program from the program’s inception until he left the Department in May
2003.26 The only other non-FBI Department officials read into the program
until after Yoo’s departure were Attorney General Asheroft, who was read in
on October-4, 2001, and Counsel for Intelligence Policy James Baker, who

was read in on January 11, 200227 4FS//STEW/1SH1OENF}

24 Gonzales testified before the Senate Judiciary Committee on July 18, 2006, that
“[a]s with all decisions that are non-operational in terms of wha'has access to the program,
the: President-of the United States makes the decisions, because this:is such an important
program[.]” (U)

25 The Office of Legal Counsel typically drafts memoranda for the Attorney General
and the Counsel to the President, usually on matters invelving significant legal issues or
constitutional questions, and in response to legal questions raised by Executive Branch
agencies. In additien, all Executive Orders proposed to be issued by the President are
reviewed by the Office of Legal Counsel as to form and legality, as are other matters that
require the President’s formal approval. (U)

26 The process of being “read into” a compartmented program generally entails
being approved for access to particularly sensitive and restricted information about a
classified program, receiving a briefing about the program, and formally acknowledging the
briefing, usually by signing a nondisclosure agreement describing restrictions on the
handling and use of information concerning the program. (U)

27 Daniel Levin, who served as both Chief of Staff to FBI Director Robert Mueller
and briefly as Ashcroft’s national security counselor, also was read into the program along
with Mueller in late September 2001 at the FBL According to Levin, White House Counsel
Gonzales controlled who was read into the program, but Gonzales told him that the

President had to personally approve each request. P/ ETEW BSOS NF-




Jay Bybee, the Assistant Attorney General for the Office of. Legal
Counsel from November 2001 through March 2003, provided the OIG with
background information on how Yoo came to be mvolved in national

ecuuty issues on behalf of the OLC. Bybee’s nomination to be the OLC
Assistant Attorney General was announced by the White House in July
2001, Bybee was not confirmed by the Senate as the Assistant Attorney
General until late October 2001.28 For several weeks after the
September 11,2001, terrorist attacks, Bybee remained a law professor at
the University of Nevada-Las Vegas, and was sworn in as OLC Assistant
Attorney General in late November 2001, «{FS/+SH-/NE}-

Bybee told us that he traveled to Washington, D.C., sometime in July
2001 to interview applicants for Deputy Assistant A’Ltorney General slots in
OLC. In early July 2001, Kyle Sampson, at the time a Special Assistant to
the President and Associate Director for Presidential Personnel assigned to
handle presidential appointments to the Department of Justice, told Bybee
that John Yoo was already under consideration for one of the OLC Deputy
Assistant Attorney General slots. Bybee said Sampson asked him whether
he would agree to have Yoo be one of his deputies. Bybee said that he knew
Yoo orily by reputation but was “enthusiastic” about the prospect of having
Yoo as a Deputy. Bybee told the OIG that he regarded Yoo as a
“dlstlngulshed hire.” Bybee said that after speaking with Sampson he called
Yoo and asked him to work at OLC as a Deputy Assistant Attorney General.
(U)

In addition to speaking with Yoo, Bybee interviewed other prospective
OLC Depiities, and hired several individuals, including Patrick Philbin and
Ed Whelan, for those positions.?® The White House recommended, and
Bybee agreed, that Whelan be designated Principal Deputy. Bybee stated
that he krew Yoo would be disappointed because Yoo had wanted that
position, and Bybee said that Yoo “didn’t hide his disappointment.” Bybee
told us that Yoo asked him whether since he was not selected for the
Principal Deputy slot he could be guaranteed the “national security
portfolio.” Bybee agreed to Yoo’s request. Bybee told the OIG that this was
an easy decision because Yoo had more national security experience than
any of the other deputies. (U)

28 Bybee told us that Daniel Koffsky was the Acting Assistant Attorney General at
this time, (U)
29 Bybee told s that all Deputy candidates were also interviewed by the White

House. As described in Chapter Four of this report, Philbin played a central role in the
Department’s reassessment of the legal basis for the Stellar Wind program after John Yoo

left the Department in May 2003. ~F&//5H-NF—




Bybee said that Yoo began working in OLC in July 2001 and that all
of the Deputies'were in place before Bybee began serving as head of the OLC
that November:. (U)

Bybee told us he was never read into the Stellar Wind program and
could shed no further light on how Yoo came to draft the OLC opinions on
the program. However, he said that Yoo had responsibility for supervising
the drafting of opinions related to-national security issues by the time the
attacks of September 11° occurred.3® Bybee described Yoo as “articulate and
brilliant,” and also said he had a “golden resume” and was “very well
conriected” with officials in the White House. He said that from these
connections; in addition to Yoo’s scholarship in the area of executive
authority during wartime, it was not surprising that Yoo “became the White
House’s guy” on national security matters. (U)

b. Yoo’s Legal Analysis of a Warrantless Domestic
Electronic Surveillance Program FS/F8H-NF)

Before the start of the Stellar Wind program under the October 4,
2001, Presidential Authorization, Yoo drafted a memorandum evaluating the
legality of a “hypothetical” electronic surveillance program within the United
States to monitor communications of potential terrorists. His
mémorandum, dated September 17, 2001, was addressed to Timothy
Flanigan, Deputy White House Counsel, and was entitled “Constitutional
Standards on Random Electronic Surveillance for Countetr-Terrorism
Purposes.” {38 Ot

0 As noted above, Yoo, Ashcroft, Card, and Addington declined or did not respond
to.aur request for interviews, and we do not know how Yoo came to deal directly with the
White House on legal issues surrounding the Stellar Wind program. In his book “War by
Other Means,” Yoo wrote that “[a]s a deputy to the assistant attorney general in charge of
the office, I was a Bush Administration appointee who shared its general constitutional
philosophy. ... . I'had been hired specifically to supervise OLC’s work on [foreign affairs

and national security].” John Yoo, War by Other Means, (Atlantic Monthly Press, 2000),

19-20. 4ESHHSH-NE-




31 Ag discussed below, however, his description of how communications would be
collected and used under the program differed in key respects from the actual operation of
the Stellar Wind program. In fact, in a January 23, 2006, address to the National Press
Club, former NSA Director Hayden stated: {P3778H-HHE—

Let me talk for a few minutes also about what this program is not, Itis nota

drift net over Dearborn or Lackawanna or Freemont grabbing conversations
that we then sort out by these alleged keyword searches or data-mining tools




, , | |is an example of how the October 4 memorandum did not
veflect the: Stellar Wind program as it was actually devised and operated by the NSA, The
Stellar Wind program did not contemplate bulk collection of content communications. The
only information collected in bulk under the program involved telephony and e-mail meta
data. This meta data was collected in bulk so that it could then be queried based on
telephone numbers or e-mail addresses associated with communicants with known or
suspected links to international terrorism. These telephone numbers and e-mail addresses




Yoo's Septemnber 17 and October 4 memoranda were not addressed
specifically to the Stellar Wind program, but rather to a “hypothetical”
randomized or broadly scoped domestic warrantless: surveillance program..
As discussed below, the first Office of Legal Counsel opinion explicitly
addressing the legahty of the Stellar Wind program was not drafted until
after the program had been formally authorized by President Bush on

October 4, 2001. (TS//SH/BE N —

Gon?ales told the OIG that he did not believe these first two
memoranda fully addressed the White House's understanding of the Stellar
Wind program. Rather, as described above, these mermmoranda addressed the
legality of a “hypothetmal” domestic surveillance program rather than the
Stellar Wind program as authorized by the Pr esident and carried out by the
NSA:85 However, Gonzales also told us that he believed these first two
memoranda descrlbed as lawful activities that were broader than those
carried out under Stellar Wind, and that therefore these opinions “covered”

the Stellar Wind program. '(TS7‘7‘ST7‘7LNFj—

2.  Presidential Authorization of Octeober 4, 2001

On October 4, 2001, President Bush issued the first of 43 Presidential
Authorizations for the Stellar Wind program. The October 4 Authorization.
directed the Secretary of Defense to “use the capabilities of the Department
of Defense, including but not limited to the signals intelligence capabilities
of the Nahonal Security Agency, to collect foreign. intelligence by electronic
surveillance,” provided the surveillance was mLended to:

(&) acquire a communication (including but not liited to a wire
communication carried into or out of the United States b
cable) for: whwh there is probable cause to believe that

IE ®)E) L o party to such communication is a group
engaged n mternatlonal terrorismi, or activities in
preparation therefor, or an agent ol such a group; or

(b) acquire, with respect to a communication,
header/router/addressing-type information, including
telecommunications dialing-type data, but not the contents
of the communication, when (i) at least one party to such
communication is outside the United States or (ii) no party to
such communication is known to be a citizen of the United

States. (FS/STEW/SHAOCINA

35 Gonzales noted that Deputy White House Councsel Timothy Flanigan, the
recipient of the first Yoo memorandum, was not read into Stellar Wind. (U/RQUQ)




Ity shott, this first Authorization allowed NSA to intercept the cotitent of any
communication, including those to, from, or exclusively within the United
States, where probable cause emstecl to. believe one of the: commumcants

was engaged in interr ‘aonal terr OO :
' l The Authml?atlon also allowed

' the N SA to “acqulre” telepl y and c-mail meta data where onie end of the
'commmimatxon was forelgn or nexther communicant was known to be.a U.S,
citizen.’8 {F&H- o€

The Authorization stated that it relied primarily on Article II of the
Const1tut10n and on the recently passed Authorization for the Use of
Military Force (AUIVII“) to support the intelligence-gathering activities. The.
Authorization also stated that the President’s directive was based on threat
assessments indicating that terrorist groups remained determined toattack
in the United States, The Authorization stated that it was to terminate “not
later than 30 days” from the date of its execution.

As several Office of Legal Counsel and other Department and N SA
OfflCIals acknowledged, in addition to allowing the interception of the
content of communications into or out of the United States, the literal terms
of paragraph 4(a)(ii) of this first Authorization would have allowed NSA to
intercept the content of purely domestic.communications. NSA Director
Hayden told us he did not realize this until Addington spec1ﬁca11y raised the
subject during a meeting the two had to discuss renewing the first
Authorization, According to Hayden, he told Addington that he did not want
the NSA conducting such domestic interceptions and cited three reasons for
this. First, he said the NSA was a foreign intelligence agency. Second, the
NSA’s collection infrastritcture would not-support the: collection of pure:ly
domestic communications. Third, Hayden said he would require such a
high evidentiary standard to justify intercepting pur -ely domestic
fcommurucatlon that such cases might just as well go to the FISA Court.37

37 Hayden said Addington did not pressure him on the subject and simply modified
the next Anthorization to provide that the NSA may only intercept the coritent of
communications that originated or terminated in the United States. We discuss the
modifications to the Authorization in the next part of this chapter.

l’PQ/ IQ’[‘T At / t%g%




As a result, Hayden said the NSA did not exercise the apparent
authority in the first Authorization to intercept domestic-to-domestic:
communications. Goldsmith stated that Hayden’s position that the NSA not
involve itself in domestic spying related back to NSA’s “getting in a lot of
trouble” for its abuses during the 1970s. In addition, former Deputy
Attorney General Comey told us that Hayden had said he was willing to
“walk up to the line” but Would be careful “not to get chalk on [his] shoes.”

As discussed above, subsection (b) of paragraph 4 of the Authorization
covered the acquisition of both e-mail and teIephony meta data. The e- rna11
meta data inchaded the “to,” “from,” “ce,” “bee,” a

but not the “subiect” line or content of the e-
. e . : : =

‘ = Telephony meta data acqmsﬂ;xon
1nc1uded the dxahng mformatmn from telephone billing data, such as the
originating and terminating telephone number and the date, time, and
duration of the telephone calls, but not the content of telephone calls.
Under the Presidential Authorization, collection of both e-mail and
telephony meta data was limited to circumstances in which one party to the
communication was outside the United States or no party to the
communication was known to be a U.S. citizen. ¥ TE ”

Attorney General Ashcroft approved the first Presidential
Authorization as to “form and legality” on October 4, 2001. According to
NSA records, this was the same day that Asheroft was verbally read into the
Stellar Wind program. Daniel Levin, who in October 2001 was both a
national security counselor to Attorney General Ashcroft and FBI Director
Mueller’'s Chief of Staff, told us that, according to Ashcroft, the Presidential
Authorization was “pushed in front of” Ashcroft and he was told to sign it,38
Levin stated that he was not with Ashcroft when this occurred and therefore
he did not have an opportunity to advise Ashcroft about the Authorization

before Ashcroft signed it. ARS/ASTLW LS/ OC/NE})

James Baker, Counsel for Intelligence Policy, told us that Levin had
given him the same account of how Ashcroft came to approve the October 4,
2001, Presidential Authorization. According to Baker, Ashcroft was told
that the program was “critically important” and that it must be approved as
to form and legality. Baker said that Levin told him Ashcroft approved the

38 According to Hayden, Addington typed the Presidential Authorizations and
personally couriered them around for signatures. However, the OIG was unable to
determine whether Addington presented the first Authorization to Ashcroft for signature,
because both Ashcroft and Addington declined or did not respond to our requests to

interview them. ~{S/-H—




- Authorization on the spot. According to Baker, Levin alsa told Baker that
when he learned there was no memorandum from the Office of Legal
‘Counsel concerning the program, Levin told Yoo to draft one.

Levin's account to us of the instruction that Yoo draft 4 memorandum
concerning the legality of the program differed slightly from Baker’s account.

Levin told us that he said to Ashcroit that it “wasn’t fair” that Ashcroft was
the only Justice official read into the program, and that for Ashcroft’s |
protection Levin advised Ashcroft to have another Departmerit official read
into the program for the purpose of providing advice on the legality of the
program. Levin said he learned that Ashcroft was able to gét permission
from the White House to have one other person read into the program to
advise Asheroft; although Levin was not certain how Yoo came to be selected
as that person.3? As discussed below, Gonzales told us that it was the
President’s decision to read John Yoo into the programi.

C. Presidential Authorization is Revised and the Office of
Legal Counsel Issnes Legal Memoranda in Support of the
Program (November 2001 through January 2002)

i.  Presidential Authorization of November 2, 2001

On November 2, 2001, with the first Presidential Authorization set to
expire, President Bush signed a second Presidential Authorization. The
second Authorization relied upon the same authorities in support of the
President’s actions, chiefly the Article Il Commander-in-Chief powers and
the AUMF. The second Authorization cited the same findings in a threat
assessment as to the magnitude of the potential threats and the likelihood
of their occurrence in the future. However, the scope of authorized content
collection and meta data acquisition was redefined by adding the italicized
language below in paragraphs 4(a) and (b):

(a) acquire a communication (including but not limited to a wire
communication carried into or out of the United States by
cable) for which, based on the factual and practical
considerations of 4 [ TFE FELSOTIOL
to believe tha

39 By Qctober 4, 2001, Yoo had already drafted two legal analyses on a hypothetical
warrantless surveillance program and therefore already had done some wark related to the
program prior te October 4 when Ashcrpit was read in.




'4gmated ar ‘termmczted outside the Umtpd States anda party
o o is-a group: engaged in 111ternat10na]
terrorlsm or act1v1t1es in prepatation therefm' or any agent
of:such a group; or

(b) &equire, with respeet to a communication,

' Header/router/ addmssmg—type mformatlon, including
telecommunications dialing-type data, but not the contents:
of the communication, when- (i) at lgast one: party to such
commumcatlon ig outside the United States, (i) no party to
such cornmumnication is known to bea citizen of the United
States, .or (ili) bused on the factual ard practicdl
considerations. of everyday life on which-reasonable and
prudent persons act, there dre specific und articulable facts
giving redsoit to believe that such commmunication reldtes to
mtematmnal terronsm, ar activities: in preparation therefor.

The new language therefore changed in three key respects the seope.
of ¢ollection and acquisition authorized tinder the Stellar Witid prograt.
First, the “prohable cause to believe” standard for the collection of e<mail
and telephone content was: replaced with “for Whmh ‘based on the factual
and practlcal considerations of everyday life on which reasonable and
prident, persors act, there are reasonable grounds-to believe , .. .* Baker
told us this change was made by Addington because he beheved the terth
“probable cause” was “top freighted” with usage in judicial opinions. Baker
said he believed the change to more Lolloqwal language also was made
because the standard was to be applied. by non-lawyers at the NSA.

F1STEWS 181/ /OC/NT)

‘Second, the new standard applied to the reasonable belief that “such
comrmunication originated or ter minated outside the United States ... .”
The riew language therefore eliminated the authority that existed in the first.
Authorization to intercept the content of purely domestic communications.

Third, the second Authorization permitted the acquisition of a third
category of e-mail and telephony meta data when “based on the actual and
practical considerations of everyday life on which reasonable and prudent
persons act, there are specific and articulable facts giving reason to helieve
that such communication relates to international terrorisni, or activities.in
preparation therefore.” This language represented an expansion of meta
data. collection authority to include meta data pertaining to certain
communieations even when both parties are U.S. persons, as long as there
were facts giving reason to beheve thaL the c@mmumcahon was related to

international terrorism.




In addition, former OLC Principal Deputy and Acting Assistant

Attorney General Steven Bradbury desctibed this

2. Yoo Drafts Office of Legal Counsel Memoranduim

Addressing Legality of Stellar Wind

The Stellar Wind program was first authorized by President Bush and
certified as to form and legality by Atterney General Ashcroft on October 4,
3001, without the support of any formal legal opinion from the Office of
Legal Counsel expressly addressing Stellar Wind. {ES//+SH/NE)-

The first OLC opinion directly supporting the legality of the Stellar
Wind program was dated November 2, 2001, and was drafted by Yoo. His
opinion also analyzed the legality of the first Presidential Authorization and
a draft version of the second Authorization.*? S/ ST

Attorney General Ashcroft, Yoo

~ In his November 2 memorandu
sined that the Stellar Wind pro'gram e
As discussed in Chapter Four of this report,
vever, perceived deficiencies in Yoo’s memorandum later became critical
to the Office of Legal Counsel’s decision to reassess the Stellar Wind
program in 2003. We therefore describe Yoo’s legal analysis in his

November 2 memorandum. {F377/8H7/NF)

Yoo acknowledged at the outset of his November 2 memoranduim that
“[blecause of the highly sensitive nature of this subject and the time
pressures involved, this memorandum has not undergone the usual editing
and review process for opinions that issue from our Office [OLC].” The

40 The second Authorization was issued on November 2, 2001, In de‘veIopirig his
legal memorandum, Yoo analyzed a draft of the second Authorization dated October 31,
5001, The OIG was not provided the October 31 draft Presidential Authorization, but based
on Yoo's description in his November 2 memorandum, it appears that the draft that Yoo

analyzed tracked the language of the final November 2, 2001, Authorization signed by the
President. {FS/SHNF-




Yoo did acknowledge in his memorandum that the first Presidential
Authorization was “in tension with FISA.” Yoo stated that FISA “purports to
be the exclusive statutory means for conducting electronic surveillance for
foreign intelligence,” but Yoo then opined that “[sjuch a reading of FISA
would be an uncoenstitutional infringement on the President’s Article II
autharities,” Citing advice of the OLC and the position of the Department
as presented to Congress during passage of the USA PATRIOT Act several
weeks earlier, Yoo charactenzed FISA as merely providing a “safe harbor for
electronic. surveﬂlance 7 adding that it “cannot restrict the President’s ability
to. engage in Warrantless searches that protect the national security.”

41 As discussed in Chapter Four, Goldsmith criticized this statement as conclusory
and urisupported by any separation of powers analysis. (U//FEU0O})




Regarding whether the activities conducted under the Stellar Wind
program could - be conducted under FISA, Yoo wrote that it was pm"ltic
that FISA required an application to the FISA Court to describe the
or “facilities” to be used by the target of the surveillanice. Yoo also stated
 that it was unlikely that a FISA Court would grant a warrant to.C'ove_

BDOEGEEE T o< contemplated in the Presidential |
uthoriz Notirig that the Authorization could be viewed as-a violation
of FISA’s civil and criminal sancetions in 50 U.8.C. 88 1809-10, Yoo opined
that in this regard FISA represented an unconstitutional infringement on
the President’s Article II powers. According to Yoo, the ultimate test of
whether the government may engage in warrantless electronic surveillance
activities is whether such conduct is consistent with the Fourth
Amendment, not whether it meets the standards of FISA.

Citing cases applying the doctrine of constitutional avoidance, Yoo
reasoned that reading FISA to restrict the President’s inherent authority to
conduct foreign intelligence surveillance would raise grave constitutional
questions.4?2 Yoo wrote that “nless Congress made a clear statement in
FISA that it sought to restrict presidential authority to conduct warrantless
searches in the national security area — which it has not — then the statute
must be construed to avoid such a reading.”*3 ST ST O NT

42 Yoo’s memorandum cited the dogtrine of constitutional aveidance, which holds
that “where an otherwise acceptable construction of a statute would raise serious
constitutional problems, the Court will construe the statute to avoid. such problems unless
sizch constriiction is plainly contrary to the intent of Congress.” Edward J. DeBartolo Corp..
v, Florida Gulf Coast Building & Construction Trades Council, 485 U.S. 568, 575 (1988).. Yoo
cited cases supporting the application of this doctrine in a manner that preserves the
Presideént’s “inherent constitutional power; so as to avoid potential constitutional
problems.” ‘See, e.g., Public Citizen v, Department of Justice, 491 U.S. 440, 466 (1989).

43 On March 2, 2009, the Justice Department released nine opinions written by the
OLC from 2001 through 2003 regarding “the allocation of authorities between the President
and Congress in matters of war and national security” containing certain propositions that
no longer reflect the views of the OLC and “should not be treated as authoritative for any
purpose.” Steven G. Bradbury, Principal Deputy Assistant Attorney General, Office of Legal
Counsel, Department of Justice, Memorandum for the Files, “Re: Status of Certain OLC
Opinions Issued in the Aftermath of the Terrorist Attacks of September 11, 2001,”
January 15, 2009, 1, 11. Among these opinions was a February 2002 classified
memorandum written by Yoo which asserted that Congress had not included a clear
statement in FISA that it sought to restrict presidential authority to conduct warrantless
surveillance activities in the national security area and that the FISA statute therefore does
not apply to the president’s exercise of his Commarider-in-Chief authority. In a
January 15, 2009, memorandum (included among those released in March), Bradbury
stated that this proposition “is problematic and questionable, given FISA’s express
references to the President’s authority” and is “not supported by convincing reasoning.”




Yoo’s analysis of this point would later raise serious concerns for
othet officials in the Office of Legal Counsel and the Office of the Deputy
Attorney General (ODAG) in late 2003 and early 2004.44 Among other
concerns, Yoo did not address the 15-day warrant requirement exception in
FISA following a congressional declaration of war, See 50 U.S.C. § 1811,
Yoo's successors in the Office of Legal Counsel criticized this omission in

in F‘I‘SA,‘Congress arguably had d'e'monst’rated an intention to ‘?occupy the
:fi‘eld”‘x Ol_l:the matter of el_e(;tronic surveillance during wartime.45

concerns regarding the NSA surveillance program to the extent that the
Authorizations applied to non-U.S. persons outside the United States.

persons crossing the border and that interceptions of communications in or
out of the United States fell within the “border crossing exception.” Yoo
further opined that electronic surveillance in “direct Support of military
operations” did not trigger constitutional rights-against illegal searches and

seizures, in part because the Fourth Amendment is primarily aimed. at
curbing law enforcement abuses. {PS/+STEW/SL. O/ NE

Finally, Yoo wrote that the electronic surveillance described in the
Presideritial Authorizations was “reasonable® under the Fourth Amendment
and therefore did not require a warrant, In support of this position, Yoo.
cited Supreme Court opinions upholding warrantless searches in a variety
of contexts, such as drug testing of employees and sobriety checkpoints to
detect drunk drivers, and in other circumstances “when special needs,
beyond the normal need for law enforc‘:'ement, make the warrant and
probable cause requirement impracticable,” Veronia School Dist. 477 v.
Acton, 515 U.S. 464, 652 (1995) (as quoted in November 2, 2001,
Memorandum at 20). Yoo wrote that in these situations the government’s
interest was found to have outweighed the individual’s privacy interest, and

¥ One of these officials was Patrick Philbin, who following Yoo'’s departure was
“dual-hatted” as both an Associate Deputy Attorney General and & Deputy Assistant
Attorney General in the Office of Legal Counsel, (U)




to Yoo, the surveillance authorized by the Presidential Authorizations
advanced this ;gc)ve_rnmental security interest. :

Yoo also omitted from his November 2 memorandum — as well as from
his earlier Septémber 17 and October 4, 2001, memoranda — any discussion
of Youngstown Sheet & Tube Co. v. Sawyer, 343 U.8. 579 (1952), a leading
case on the distribution of government powers between the Executive and




Legislative branches.*” As discussed in Chapter Four, Justice J ackson's
analysis of President Truman's Article II Comimander-in-Chief authority
during warlime in‘the Youngstewn case was-ar unportant factor in the.
Office of Legal Counsel’s reevaluation in 2004 oi Yoo 's opinion on the
legality of the Stellar Wind program. SH-

3.  Additional Presidential Authorizations (U)

On November 30, 2001, the President signed a third Authorization
authorizing the Stellar Wmd program. The third Authorization was virtually
identjeal to the second Authonzatmn of November 2, 2001, in finding that
the threat of tefforist attacks in the United States cantmued to exist, the
legal authorities cited ior conﬁnumg the electronic surveillance, and the

scope: of collection. )

collectmn to prowdc.

(a) dcquire & communication (including but not limited to & wire
‘communication carried into or out of the United States by
cable) for which, based on the factual and praetical
considerations of everyday life on which reasonable and
prudent persons act, there are reasonable grounds to believe
such commmunication originated or terminated outside the
United States and a party to such communication is a group

7 In Youngstown, the Supreme Court held that President Truman’s Executive
Order directing the Secretary of Commerce to seize and operate steel plants during a labor
dispiite to prodiice steel needed for American (roops during the Korean War was an
uicoristitutionsl exercise of the President’s Article Il Commander-in-Chief authority. Ina
corcurring opinion, Justice Jackson listed three categories of Presidential actions against
which ta judge the Presidential powers, First, “[wjhen the President acts pursuant to an
express or implied authorization of Congress, his author ity is at its maximum[.]" Id. at
635. Second, Justice Jackson described a category of concurrent authority between the
President and Congress as a “zone of twilight” in which the distribution of power is
uneertain and dependant on “the imperatives of events and contemporary imponderables
rather than on abstract theories of law.” Td. at 637 (footnote omitted). Third, “[w]lien the
President takes measures incompatible with the express or implied will of Congress, his.
power is at its lowest ebb, for then he can rely only upon his own constitutional powers
minus any constitutional powers of Congress over the mattet.” Id, Justice Jackson
coricluded that President Truman’s actions fell within this third catégory, and thus “under
citeumstances which leave Presidential power most viilnerable to attack and in the least
favorable of possible canstitutional postures.” 1d. at 640. (U)




engaged i in international terrorism, or activities in
preparation therefor? or any agent of such a group; or

(b) acquire, with respect to a communication,
header/router/ addressing-type. information, including
telecommunications dialing-type data, but not the contents
of the communication, when (i) at least one party to- such
communication is outside the United States, (ii) no party to
such communication is known to be a citizen of the United
States, or (iii) based on the factual and pr dctical
considerations of everyday life on which reasonable and
prudent persons act, there are specific and articulable facts
giving reason to believe that such communication relates to

international terrorism, or activities in preparation therefor,

m January 20@9rema1ne ,
ent1a1 Authorlzatlons extenchng the Stellar Wmd Program until fhe

Chapter Fou1 (

4, Subsequent Yoo Opinions (U)

In a 2-page memorandum to Attorney General Asheroft dated
.Jartuary 9, 2002 Yoo Wrote that o (b)(3) o (0) . -

legeﬂijty of the Auth()mzsttlon,

Several identical Presidential Authorizations recertifying the Stellar
Wind program were signed in 2002. (U//FOHO;}

In October 2002, at Attorney General Ashcroft’s request, Yoo drafted
another opinion for Ashcroft concerning the Stellar Wind program. This
memorandum, dated October 11, 2002, reiterated the same basic analysis
in Yoo s November 2 2001, memorandum in support of the legality of the

a8 As in the November 2, 2001, memorandum, Yoo’s October 11, 2002,
memorandum included the followmg caveat: “Because of the highly sensitive nature of this
subject and its level of classification, this memorandum has not undergone the usual
editing. and review process for opinions that issue from our Office [OLC].”




5. Yoo’s Communications with the White House (U)

As the only Office of Legal Counsel official who had been read into the
S’-t;_ellar Wind program through early 2003, Yoo consulted directly with White
House officials about the program during this period. Because we were
unable to interview Yoo, we could not determine the exact nature and extent
of these consultations. We were also unable to determine whether Ashcroft
was fully aware of the advice Yoo was providing directly to the White House

about the program. {S/7/NF—

Gonzales told the OIG that Yoo was among those with whom the
White House consulted to develop advice for the President on the program,
but he asserted that Yoo was not sought out to provide approval of the
program for the Department. However, Gonzales told us that he did not
know how Yoo came to be the primary Justice Department official that the
White House consulted during this period about the program. -{57/7/NFj~

In fact, Jay Bybee, who served as the OLC Assistant Attorney General
for most of this period and was Yoo’s supervisor, was never read into the
Stellar Wind program. Bybee told the OIG that during his tenure as
Assistant Attorney General he did not know that Yoo was working alone on
a sensitive compartmented program and he had no knowledge of how Yoo




came to be selected for this responsibility. Bybee told us that he was
ssurprised” and “a little disappointed” to learn in media accounts that he
was not privy to Yoo’s work on what Bybee had later learned to be a
compartmented counterterrorism program involving warrantless electronic
surveillance. Bybee said that it would not be unusual for a Deputy
Assistant Attorney General such as Yoo to have direct contact with the
White House for the purpose of rendering legal advice, but that the OLC
Assistant Attorney General must be aware of all opinions that issue from
the OLC. Bybee said that the Assistant Attorney General has-an obligation
to “see the whole picture” and is the person in the office who knows the full
range of issues that are being addressed by the OLC and who can assure
that OLC opinions remain consistent. {FS/HSH-AE)—

6. Gonzales’s View of the Department’s Role in
Authorizing the Stellar Wind Program +{S//NF)

The OIG asked Gonzales about how he, as White House Counsel,
viewed the role of the Justice Department during the early phase of the
Stellar Wind program. Gonzales stated that he and others at the White
House tried to be very careful to understand what could be done legally, and
they wanted to have “constarit comraunications with the Department” in the
first few months following the September 11, 2001, terrorist attacks.
Gonzales also stated that it was the President, and not the Attorney Genéral
or the White House Counsel, who authorized the warrantless surveillance
activity under the Stellar Wind program. However, Gonzales acknowledged
that the President’s decision was based on advice from the Attorney General
and White House Counsel, among others. {E87//8H 7/ —

The OIG also asked whether Gonzales had a personal belief about the
justification for having a single attorney - Yoo - speak on behalf of the
Department regarding the legality of the program. Gonzales stated that it
was up to the Attorney General to make that determination or calculation.
Gonzales stated that he understood the Department’s position was that the
program was legal and that Yoo would sit down with Attorney General
‘Ashcroft to answer any legal questions when the Presidential Authorizations
were presented to Ashcroft for his signature. Gongzales said he understood
that the Yoo opinions represented the legal opinion of the Department.
However, as noted previously, for the first year and a half of the program the
Department read-ins included only Yoo, Ashcroft, and Baker. FS+/8H-NF—

Gonzales also stated that it was Ashcroft’s decision as to how to
satisfy his legal obligations as Attorney General. However, when the OIG
asked whether Gonzales was aware if Asheroft ever requested to have
additional people read into Stellar Wind, Gongzales stated that he recalled
Ashcroft wanted Deputy Attorney General Larry Thompson and his Chief of
Staff, David Ayres, read in. Gonzales acknowledged that neither official was




ever read into the program. Gonzales: said that Asheroft complained that it
was “inconvenient” not to have Thompson and Ayres read in, but Gonzales
also stated that he never got the sense from Ashcroft that it. affected the
quality of the legal advice the Department. pr0V1ded to the White House
Gongzales stated that other than Ashicroft’s request that Thompson and
Ayres be read in, he did not recall Ashecroft requesting to have additional
Department ofﬁc1als read in.49 {S/NFH-

T, NSA’s Implementation of the Stellar Wind 'Pro‘gram (U/ /FOU0O)

In this section, we describe the NSA’s initial implementation of the
Stellar Wind program. We first describe how the NSA acquired the
communications data authorized for collection under the program. We also
discuss the process the NSA used to analyze the information received from
the Stellar Wind prog1 am and how this information was provided to the FBIL.

u// FOUO}
A. Implementation of Stellar Wind (U//FOUO)}

Our description of the implementation of the Stellar Wind program is
based on NSA and Justice Department documents we obtained during our
review, as well as interviews of NSA and Department personnel W1th
knowledge of Stellar Wind'’s technical operat h 4 5 :
basw overv1ew of how the NSA obtamed ) ) (b)( 3)

“information is also 1mportant for later sections of thls rep01t that descnbe

significant modifications to the Authorizations regardlng the manner-and
scope of collection, the Department s re-assessment of the legal rationale
supporting the Stellar Wirid progratm during late 2003 ahd early . 2004 and

49 Gonzales stated that Ashcroft, as the Attorney General, would be well-positioned
to request the. President to allow additional attorneys to be read into the program. Drawing
on his own experience as Attorney General, Gonzales cited his request to the President in
2006 that the then head of the Office of Professional Responsibility (OPR) and several
attorneys within OPR be granted security clearances in ¢rder to conduct an inguiry inito the:
professional conduct of Department lawyers with respect to the Stellar Wind program.
Gonzales said he made his request both through White House Counsel Harriet Miers and
directly to the President. However, the President initially declined the request, and the
request was not granted until October 2007. (U/ /FeHE)




n1cat10ns* basket 2 referred to collectlon of meta data assoc1ated

51 We‘descnbe in Chapter Four changes made 71n March and .2004—
under Pres1dent1a] Authorlzatlon following a dispute between th i ‘
g the lepality of the Stellar Wind program

52 Title 18 of thc Umtcd States Code gener ale prohibits the interception and




under Stellar Wmd (baskets 2 and 3), as well a meta data AS

with. commumcauons targeted for content collectlon under the pro ram,
was placed into.an NSA database system called which according.
to NSA officials is‘a confisuration of databases and analytical tools.
databases are segregated into “realms” organized by the specific
. ity allowing the particular data to be collected.53 The content data
collected under the Stellar Wmd program was placed in a separate NSA
repository,5* WS

1. Basket 1 - Telephone and E-Mail Content C‘ollect“ion

a. Telephone Commiinications (U)

In this séction we describe briefly the technical means used by the
NSA to access the international telephone system to accomplish the
collectmn of mternatlonal calls under the Stellar Wind program.55

53 N_S.Aofﬁ'(:ial’.s said the realms also establish.a system of access control to ensure
that only authorized users access certain data. ~{S//Mg—

54 As discussed in Chapter Five of this report, the NSA created an additional realm
in July 2004 when the government obtained FISA authority to collect e-mail meta data, and
another realm in May 2006 when it obtained authority under FISA to colléct telephony
meta.data. These realms were separate from the realms that contained information

collected under Stellar Wind. #S#S?LW%%@G%W}—

5 The NSA’s interception of international telephone communications under Stellar
Wind h1ghl1ghted the dramatic change in telecommumnications technology that had been
takmg place for nearly 20 years. In 1978, when FISA was enacted, telephone calls placed
by and to individuals within the United States {domestic calls) were carried mostly on
copper wires, while telephone calls placed to or from individuals outside the United States.
(international calls) generally were transmitted by satellites, PFISA reflected the state of
technology then by clefmmg the term “electronic surveillance” to be the acquisitipn of the
contents of certain wire and radio (satellité) communications. FISA stated that as to radio

(Cont’d.)




commiinic Hons specifically, and thus as to most international communications, the
intercéption of calls constituted “electronic surveillance” only if the acquisition intentionally
targeted a particular kriown U.S. person in the United States, or if all participants to the
communication were located in the United States. See 50 U.S.C. §§ 1801(f)(1) and (3).
rdingly, government surveillance that targeted foreign persons outside the United

; ly was not considered electronic surveillance under FISA, and the

enit was not required to obtain a FISA Court order authorizing the surveillance

i
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was authori

-mails origi g or terminating






o _Tmm’éﬁé_dﬁ@fais*@ai’ﬁcm"*
Trol information that includes the driginating and terminating telephone
number of each-call, and the date; time, and duration of each call. The call
detail records. do not include the substantive content of any communication
or the name, address, or financial information of a subscriber ot customer.

at is, call detail records

; ‘to communications where at least one party was outside the
United States, where no party was known to be a United States citizen, or
whete there was reasonable articulable suspicion to believe the
unication related to iriternational terrorism. As noted in Chapter One,




the inforfnat‘ion under the V‘vSteliarTWmd program. The data was archived
into an NSA analytical database that contained exclusively Stellar Wind
information and that was accessible only by spemally authorized NSA

personn

authorized only w1th respect to telephone communlcatlons that satisfied the
Presidential Authorlzatxons “acquisition” standard. In fact, the NSA
reported that by the end of 2006, .001% of the data collected had actually

been retrieved from its database for analysis. {FS//8TEW/1SHAOS/NF-

3 We describe these techniques in part B of this section. (U)




The meta datathe NSA obtained from e-mail commumca’uons
»1mcluded the information that appeared on the “to,” “from,” “cc,” “bee,” and
«“sent” lines of a standard e-mail. Thus, the NSA collected the e -mail
ddress of the sender, the e-mail addresses of any recipients, and the
mformatlon concermng the date and time when the e-mail was sent.

¥

lines of the e-mails or the body of the e-mails.=*

from the * subJect” or “re




B, NSA Process for Analyzing Information Collected Under

Stellar Wind 1S/7NF—

‘The NSA conducted two functionally distinct types of review of the
massive amount of data it collected under the Stellar Wind program. Fitrst,
the NSA conducted procedures intended to-ensure that it only reviewed or
“acquired” the information that was within the scope of the Presidential
Authorizations. Second, the NSA conducted substantive analysis of the
acquired information to determine whether it had intelligence value that
should be disseminated to customer agencies such as the FBI and the CIA.

‘The NSA procedures to ensure that the acquisition and dissemination
standards were satisfied became more formahzed over time. We describe
below how the NSA handled the enormous volume of data it was collecting

with the Stellar Wind program. {FS/+SHNF}-

1. Basket 1: Content taskmg, Analysxs, and
Dnssemmatmn - s

Stellar Wind’s “basket 17 content databasé contains telephone and
e-mail communications of individuals. The NSA refers to the telephone
numbers-and e-mail addresses tasked for interception as “selectors.” To
task a selector under the Presidential Authorizations, the NSA was required
to establish probable cause to believe the intercepted communications
originated or terminated outside the United States and probable cause to
believe a party to the communications was a group engaged in international
terrorism, or activities in preparation therefor, or any agent of such a

group.65 {T—SHS%Wﬁ/—SI-,l%@G-,LNE)—

The NSA had two processes for tasking selectors under Stellar Wind.
One process applied to tasking foreign selectors, or selectors believed to be




used by non-U.S, persons outside the United States. The other process.
applied to tasking domestic selectors, or selectors believed to be used by
persons inside the United States or by U.S. persons abroad. A foreign
selector could be tasked for collection under Stellar Wind baséd upon an
NSA analyst’s determination, following some amount of documented
research and analysis about the selector, that the terms of the
Authorizations were satisfied. The NSA did not require any additional levels
of approval before a foreign selector could be tasked.66

A domestic selector could be tasked only after the NSA analyst
obtained specific approvals. The rigor of the process to task a domestie
selector evolved over time, but essentially it required an analyst to draft a
formal tasking package that demonstrated, through analysis and
documentation, that the selector satisfied the terms of the Authorizations.
This package was reviewed by a designated senior official who could approve
or reject the package, or request that additional information be provided.

could cominence content

f of identifying a number or address

ial Authorizations. In other cases,
for urgent or priority taskings

In emergency situations,
interception on a selector withi
that satisfied the criteria in the Presiden
interception commenced withir
and within a week for routine taskings. (T34

The NSA conducted 15-, 30-, and 90-day reviews of tasked foreign
and domestic selectors to assess whether the interception should continue.
The NSA stated that the selectors were “de-tasked” if the user was arrested,
if probable cause could no longer be established, or if other targets took
pl’iQI'ity, QP ~ ; A

The content intercepted under taskings was sent to the NSA and

placed in a database accessible by NSA analysts cleared into the Stellar
am. The analysts were respornsible for reviewing the




2. Baskets 2 and 8; Teélephony and E-Mail Meta Data
Quenes, Analysns, and Dlssemmatlon

The NSA received a massive amount of telephony and -
e-mail meta data (basket 2 and 3 information) that was stored in a realm.
"S1b1e only by NSA analysts asmgned to the Stellar Wmd pr ogram The

. among partlcular telephone numbers and e—mall addresses b
| 'hlsttcated analytlcal techmques called “contact chammg’fi

As described by the NSA in declarations filed with the FISA Court,
contact chaining is. used to determine. the contacts made by a partleular
telephone number or e-mail address (tier one contacts), as well as contacts
made by subsequent contacts (tier two and tier three contacts). The NSA
uses computer algorithms to identify the first two tiers of contacts ari e-mail
address makes and the first three tiers of contacts a: telephone number
makes. According to the NSA, multi-tiered contact analysis is particularly
useful with telephony meta data because a telephone does not lend itself to




As previously noted, the NSA interpreted the Presidential
Authorizations to permit it to collect telephony and e-mail meta data in
bulk.67 The NSA “queried” the databases that held this data to identify meta
data for communications to or from a particular telephone or e-mail address
(the “selector,” also known as the “seed number” or “seed account’). NSA
analysts queried the database using a selector for which there was a
reasonable articulable s’uspiciOn: to believe that the number or account had
been used for commiunications related to.international terrorism.68

As with proposals to task selectors, an NSA shift coordinator typically
reviewed for approval proposals to query either the e-mail or telephony meta
data bulk databases using particular selectors. If the shift coordinator
agreed that the reasonable articulable suspicion standard was met, the
selector was approved and the analyst was authorized to query the meta
data bulk database to identify all of the other telephone numbers or e-mail
addresses that had been in contact with the seed account. Each contact
along the chain of contacts that originated with the selector was referred to
asa “hop;” meaning that a telephone call from the seed account to
telephone number A was considered “one hop out,” and a call from
telephorne number A to telephone number B was considered “two hops out”
(relative to the seed account), and so on. NSA analysts used specialized
software to chain and analyze the contacts identified by each query. The




NSA told us that Stellar Wind analysts were: perm1ttecl to chaln ‘che results
of queries up to three haps out from the selector. (T 1

The restilts of each query were analy’zed to determine whether any of
the contacts should be reported, or “tipped,” to Stellar Wind customers—
prlmarﬂy the FBI, CIA, and the National Counterterrorism Center. In the
first months of the Stellar Wind program, the NSA reported to the FBI most
contacts identified between a U.S. telephone number or e-mail address.and
the selector used to query the meta data realm, as well as domestic contacts.
that were two and three hops out from a selector. As discussed in Chapter
Six of this report, over time the NSA and FBI worked to improve the
reporting process and the quallw of the 1ntelllgence being disseminated
under Stellar Wind. - .

The domestic contacts from specified numbers or e-mail addresses,
called “tlppe1 s,” were provided to the FBI by the NSA. These tippers were
included in reports that contained two séctions separated by a dashed line,
comronly referred to as a “tearline,” made to appear as a perforation:
extending across the width of a page. The purpose of the tearline was to
separate the compartmented information above the tearline, which could
identify the specific: sources and methods used to Qb,tal_n the information,
from the non-compartmented information that the FBI could further
disseminate to its field offices. Only FBI personnel read into the Stellar
Wind program could have access to the full Stellar Wind reports from NSA.,

The information that appeared above the tearline typically was
classified Top Secret/SCI and identified Stellar Wind as the source of the
mtelhcrcnce The 1nformat10n 1ncluded 5 emﬂc detailsf ,

@S WELLAS any pertnent comiments by NSA mteligence analysts.

The information that appeared below the tearline of a report generally
was classified Secret or Confidential and did not identify Stellar Wind as the
source of the intelligence. The text typically included some version of the
following statement:




As examples, the following Stellar Wind reports were among those
disseminated to the FBI in November 2001. We have excerpted only the

information below the tearline, which is often referred to simply as “tearline
1nformat10n 7 In addition, we did not provide the actual telephone numbers

provided by the NSA to the FBI. {PS/HSHNF—




1II. FBYs Eaily Participation in the Stellar Wind Program -{S7/NF)—

Stellar Wind was. not an FBI program; nor was the FBI involved in the
program’ ‘s creation. However, as the lead agency for counterterrorism in the
United States, the FBI received much intelligence produced under Stellar
Wlnd In the followmg sections, we describe how the FBI became involved in
the Stellar Wind program, the personnel resources allocated to handle
Stellar Wind information, and the initial procedures the FBI established to
receive, control, and disseminate the program information.

69 In addition to the queries the NSA conducted on a case-by-case basis, the NSA
also maintained a list of foreign and domestic telephone numbers and e-mail addresses for
which, based on NSA analysts’ assessments, there was a reasonable basis to believe were
associated with international terrorism. These selectors, called “alerts,” were queried
against the incoming meta data automatically on a daily basts, and any contacts with a
demestic telephone number or e-mail address were directed to NSA analysts for review and
possﬂ:le reporting to the FBI. The NSA regularly updated the alert list by addmg or
removing selectors, depending on the available intelligence. As we discuss in Chapter Five
in connection with the transition of Stellar Wind’s bulk meta data collection from
‘presidential authority to FISA authority, the FISA Court found that the NSA’s use of the
alert list to query mcommg telephone meta data did not comply with terms of the Court’s
Order. S S 2

bi,
b3,
b7E



4.  FBI Director First Informed of Stellar Wind Program
(U] [FEeUeYy

Director Mueller told us that his carliest recollection of the Stellar
Wind program was a meeting he attended at the White House with Attorney
General Asheroft, which occurred either after theé decision had been made to:
‘move forward with the presidentially authorized program or shortly after the
October 4, 2001, Authorization was issued. ‘Mugeller told us the meeting was
“moré than a formal read-in” and that Director Hayden may have attended.
Mueller said that at or around this time he also briefly reviewed the
October 4, 2001, Presidenti 1l Authorization, swhich he characterized as

“relatively complex.” ALS{fSHHOC MR-

Director Mueller said his impression at the time was that the terms of
the Presidential Authorization might allow for collecting purely domestic
telephone and e-mail communications. Mueller said he discussed the
matter with Ashcroft and asked whether OLC had issued an opinion on the
program. Mueller said that he recalled being told that OLC might have
opined orally on the program and Mueller said he suggested to Ashcroft that
OLC issuea formal written opinion. Mueller told us that he did ot think
thc-;NSfA ever exercised authority under the Authorization to collect purely
domestic communications. {FS/+STEW/#8H 134F)

Mueller stated that based on the meeting he attended at the White
House and his brief review of the October 4, 2001, Presidential
Auithorization; he understood the FBDs role in the Stellar Wind program was.
to be a “recipient” of intelligence generated by the NSA, and to provide any
technical support to the NSA as necessary to support the program.




bl, b3, b7E

.Ord,er 12333 authorizes the FRI +







Attorncy General formally directing the FBI to support the: NSA program
Mueller said that he also 1equested the order because he wanted a record
as to our participation.” —{F$ '

~ In response, on October 20, 2001, Attorney General Ashcro ft sent a
memorandum to Director Mueller stating:

As part of the Nation’s self defense activities, the National
Security Agency (NSA) is éngaged in certain additional collection
activities, the details of which you are aware. Those activities
are legal and have been appropriately authorized, and the
Federal Biireau of Investigation should cooperate with NSA as
necessary for it to conduct those activities. ~(FS7/-SH-HNE-

According to Mueller, the combination of this memorandum from the
Attorney General and the November 2, 2001, memorandum prepared. by the
Departmen ffice of Legal Counsel regarding the legahty of Stellar Wind
g . fort gt that tithe with the FBI's partn:lpatlon iti the program;

Bowman also told us that the White House officials primarily
responsible for Stellar Wind, who he identified as the Vice President and
Addington, were “amateurs” when it came to intelligence work. Bowman
stated that one of the potential consequences of severely limiting the
number of individuals read into a program is that uncleared personnel who




occupy positions placing them in close proximity to program-related
activities inight construe certain actions as que stioriable or illegal and
report that activity, thereby potentially comprormising the activities.
Bowman said that thisis what occurred with Stellar Wind. For this reason
and others, Bowman did not agree with the decision to so severely limit
access to the program. (FS{SFEW7 HAOCHN

In the immediate aftermath of the September 11 terrorist attacks, the
FBI had created a task force of agents and analysts to analyze the flood of
telephone numbers it received from multiple sources, including agencies
within the U,S. Intelligence Community, foreign intelligence services, and
concerned citizens. The task force, called the 'Telephone‘Analysis'Unit
(TAU), was located at FBI Headquarters and consisted of approximately 50
FBI employees. working on shift rotations 24 hours per day, 6 days per
week. The operation was supervised by FBI supervisors working out of the
FBI’s Strategic Information and Operations Center. As described below,
‘personnel.a_s‘sigined to this task force were. ameng,tlf_Le first at the FBI to
handle Stellar Wind-derived informatio o/ e NEr { LST ) I QCH NE

1. FBI Initiates [SHRF) b1, b3, b7E

In October or November 2001, several TA analysts were assigned to
what came to be called th B which was the FBI's effort
to manage the Stellar Wind-derived nformation being received from the
NSA. The information, referred to as Stellar Wind “tippers,” consisted of
telephone numbers and e-mail accounts derived from NSA meta data
analysis, and sometimes content intercepted from particular tele hone and
e-mail communications. The essential purpose of th
was to receive Stellar Wind tippers from the N SA and disseminate the
information to FBI field offices for investigation in a manner that did not
reveal the source of the information or the methods by which it was

collected. {ES/HSTLWFSH-OES/NF}

Working alternating shifts in the FBI’s Strategic Information and
Operations Center, two FBI analysts were primarily responsible for
managing Stellar Wind tippers in the initial months of the program. These
analysts told the OIG that until December 2001, the Stellar Wind tippers

b1, b3,
b7E




consisted nearly exclusively of telephone niumbers. According to the

analysts, the process for handling Stellar Wind tippers began when the NSA
liaison co-located at FBI Headquarters provided one of the analysts the
information below the tearline from & Stellar Wirid report contairiing orie or

more tippers. The analyst then queried FBI databases for any information

about each tipper h as whether the tipper appeared in any pending or

closed FBI investi s, The analyst also quieried the tipper against the

FBl's | database, which is the FBI’s central repository b1, b3,
for telephone subscriber data acquired during the course of investigations.  b7E
In addition, the analyst checked each tipper against public source

databases for relevant information, such as the identity of a telephone

number subscriber: ST SHO ST

After completing these database checks, the analyst drafted an
Electronic Communication, or EC, from FBI Headquarters to the
appropriate FBI field office. The EC described the tearline information
about the tipper contained in the Stellar Wind report together with any
additional information the analyst was able to locate,

ECs disseminated to: field offices included

several features concerning the nature of the information and how it could bl b3,
be used. First, the ECs advised the field offices that the information being b7E
provided was “derived from an established and reliable source” and that it

was “being addressed by the TAU as th P72 (S//NE)

Second, the ECs included a caveat about the tise-of the information
being provided, stating that the information “is for lead purposes only and is
intended solely for the background information of recipients in developing
their own collateral leads. It cannot be used in affidavits; court proceedings,

subpoenas, or for other legal or judicial purposes.” The FBI said this
language was included in each EC to protect the source of the information
and thé methods by which it was collected. +4S//NE)

Third, the ECs provided an explanation about the qualitative rankings
assigned to the tippers. As described previously, the SA assigned each
tipper afi i =

b1, b3, b7D,
b7E

{Cont'd.)




Fourth, the ECs instructed the field offices how the tippers should be
addressed. These instructions were provided as “leads,” for which the FBIL
had three categories: Action, Discretionary, and For Inform‘aﬁon._.An Action
lead instructed a fiéld office to take a particular action in response. to the
EC. An Action lead was «covered” when the field office took the specified
action or conducted appropriate investigation to address the information in
the EC, A Discretionary lead allowed the field office to take whatever action
it deemed appropriate. A field office that receives a “For Information” lead
was not expected t6 take any specific action in response to the EC other
than possibl‘y route the communication to the office personnel whose
investigations or duties the information concerned. S/

After the FBI analyst completed this process and drafted the EC, an
FBI Supervisory Special Agent read into the Stellar Wind program reviewed
the EC, in part to ensure that it did not reveal the source of the information
or the method by which the information was obtained. Once approved, the
analyst entered the EC into the FBI’s Automated Case Management System
and the receiving field offices were notified electronically to review the
communication. 4ES/f ’

‘ b1, b3,
Eac EC typically contained muiltiple tippers and b7E

therefore was distributed to multiple field offices. The receiving field offices

were responsible for handling the leads that concerned tippers falling in

their respective geographic jurisdictions. SN '

Most of the eads that disseminated Stellar Wind
tippers were desighated Action leads. As noted, during this period the b1 b3
tippers were almost exclusively telephone numbers, Accordingly, the typical b7:E ’
lead instructed the field office tof - -

e . . . IThe lead also imstructed the field '
office. to report the investigative results to the Telephone Analysis Unit.
The two analysts told us that the focus of their
work in the first months after the September 11 attacks was to detect what bl b3,
many believed was an imminent second attack. During this period, nearly b7E
all of the Stellar Wind tippers the FBI received were disseminated to a field
office for investigation as quickly as possible. A4S /LN

In addition to tippers containing the content of intercepted telephone
and e-mail communications (content tippers), in approximately December




2001 the NSA began providing the FBI tippers « derived from the NSA’s e-mail
meta data. analyms {e-mail tippers). THese e-mail tlppers 1n1t1511y were
routed to the same two analysts who were managing the telephone tippers.
The analysts told us that the e-mail tippers were processed and
disseminated in the same manner as the telephone tippers. Content
tippers, which according to the analysts-were received very infrequently -
during this- early period, generally were also disseminated by EC to the
-appropnate field offices, but little if any research regarding the information
was conduicted. The analysts said they considered the content tippers
parttcularly time-sensitive and for that reason occasionally transmitted the
ECs directly to the appropriate field offices or called the offices to advise that
the information was being loaded into the FBI’s Automated Case
Management System. In 2002 responsibility for e-mail tippers was

reasmgned to the Electronic Communications Analysis Unit.
(TQ‘ I IQ"N'm' / “_‘T/’/uu/ l‘JI‘)

February 2002, one: of the tiwo FBI analysts left th .
after being selected for a management pos1t10n in a different

analytlcal section within the FBI's Countérterrorism Division, The b1, b3, b7E
remaining analyst became: solely re ible for managing the Stellar Wind

tippers under thej situation that continued for

approximately the next 12 months. The analyst told us that while her work

hours during this period were “ridiculous,” she did rot feel there was any

pressure to add analysts to the project b hecausc “the process was working

In early 2002, FBI management instructed the long
analyst to conduct some of her work while physically located in the

NSA Headquarters at Fort Meade, Maryland. This created an unusual b1, b3,
arrangement for the analyst. The analyst contintied to receive the NSA’s b7E
daily Stellar Wind reports at FBI Headquarters, and she would then drive to

the NSA with the reports to draft the ECs (the analyst had remote access to

FBI databases from an NSA workstation). The analyst told us that

interaction with NSA counterparts during these daily visits was minimal.

After the ECs were drafted, the analyst returned to FBI Headquarters to

obtain approval to disseminate the communications to the FB[’s field offices.

The analyst’s impression was that FBI management created this unusual
arrangement “for show” and that its purpose was to establish an FBI

“presence” at the NSA in connection with Stellar Wind.

The analyst continued working on Stellar Wind matters until
approximately February 2003, when a small team of FBI personnel were




assigned permanently to the NSA to manage the FBI's participation in. the
Stellar Winid program.” (S NE—

2.  FBI Ficld Offices’ Response
Leads {S//NE)}—

According tothe two FBI
Wisid information under th
October 2001 to February 200!
frustrated with the information

bl, b3, b7E

alysts responsible for managing Stellar
from approximately
some agents in FBI field offices grew b1, b3, b7E
ey were recéiving under the program.
Because th Cs that disserninated the tippers to the:
field offices assigned most of them as Action leads, this required that the
leads be covered expeditiously. (877N}

Under ordinary operating procedures, investigative leads for |
international terrorism matters.are set by FBI Headquarters’ International.
Terrorism Operations Section. In addition, the ECs assigning international
terrorism Jeads typically identified a Supervisory Special Agent within ITOS
as the point-of-contact for any questions field offices might have. Because bl, b3,
the Stellar Wirid program was so-ti htly compartmented, the leads sént b7E
during this early period by the were not coordinated
with ITOS, and the FBI Headquarters point-of a6t identified in the ECs
for any questions generally was one of the tw analysts..

| : '

information is discussed in Chapter Six of this report.




Whether thele Was sufflclent predlcatlon to open an mvestlgatlon on the
telephone number or to issue a national security letter for subscriber

information. <{FS//SLA/NE)

The analyst stated that in response to these calls he could only
reiterate to the agents that the information was provided by a reliable,
sensitive source. The analyst said this situation plOduCCd a “dichotomy”
with the tippers. On the one hand, there was a demand in the International
Terrorism Operations Section and fleld ffices for the telephone numbers:
because of their prlorﬁ:y atus and the prevailing concern
that there would be a second terrorist attack; o the other hand, the limited
and vague information contained in. ECs caused
somie confusmn and frustration among agents irivestigating the lead.

FBI from past or pcndmg 1nvest1gat10ns and that th -
ECs were frov1dmg “cm:ular reportmg 76 However, acc

that an agent n the fleld asswned to cover a lead ona telephone number
did not know the NSA was the source of the intelligence. Consequently,
when-the agent. dlSCOVel ed that the number was 1dent1ca1 to a number the

at th su:nply had 1dent1f1ed a prckusly known
number, conducted sorne additional research that the field office likely had
already done, and disseminated the information back to the field as new
reporting. Because the analysts could n urce of the
intelligence, the agent did not realize the | | reporting in
fact reﬂected a new fore1gn connection to the telephone nuimber.

Another frustration veiced by agents to the
analysts was that leads disseminated under the project that were
demgnated “Action leads” frequently did not yield significant investigative

76. For example, circular reporting might have occurred when the FBI passed a
Stéllar Wind-derived telephone number or e-mail address to another agency within the U.S.
Intelhgence Community, that agency in turn requested the NSA to analyze the information,
and the NSA subsequently disseminated the results back to the FBI in a Stellar Wind

bl, b3,
b7E

b1, b3,
b7E

bl, b3,
b7E



The NSA responded to this frustration by implementing ‘th'e-
rankings described earlier to provide the agents some
guidance on prioritizing the tippers. In addition, the FBI analysts.told us
- that they became more adept at telep one analvsis and “got better at their
game” by eliminating low value tippers . = === [from being
disserninated to field offices. According to FBI documents, the FBLals
sought additional information from the NSA about tippers ranked[]
before the FBI disseminated these tippers to the field for investigat

3. FBI’S Efforts to Track Ste‘llar‘ Wind Ti
Executive Management on Status of b1, b3,

Leads {S//NF}- b7E

Typically, FBI ECs-originate from a specific investigative or
administrative case file number. A file number is also required for an EC to
be loaded into the FBI's Automated Case Management System and to enable

he sending office to-assign a lead to the receiving office. Howeyer, FBI

| ters did not initially open an investigative file for the[lTHZ b
Cs.that disseminated Stellar Wind tippers to field offices. One of b3,
the original analysts assigned to the project told the OIG that he was b7E

| farniliar with a telephone analysis project in the FBI's drug program and

| ‘ that as a result he decided to issue the first Stellar Wind-related EC from

| that drug investigative file. This confused some field offices receiving the
earliest ECs because counterterrorism leads were being disseminated under
a drug investigation file number. PN e

In mid-October 2001, the FBI created a subfile under the FBI’s b1
investigation of the September 11 terrorist attacks to disseminate Stellar b3,
Wind information. The FBI used this subfile, referred to as th .

» ‘ 7E
ntil September 2002, when a more for b
disseminating Stellar Wind information, called was created.””
{ES/HSTLWHSHOCSNF—

The. |analysts also told us that they created a bl, b3,
database to attempt to track the status of leads disseminated to the field b7E

offices. The database identified each tipper by field office and the status of
the lead that was assigned. One analyst stated that the response rate from

77 We describe this more formal program in Chapter Six of this report. L8]]




field offices was uneven durmcr these carly months and:their SUPETViSOrs. b1, b3,
instructéd the analysts at one j : the head of each fleld ofﬁce b7E
to determine the status of the

responsible, A4S/ NEy

nalysts used the database they created to

produce status reports for senior FBI ofﬁmals who were read into the Stellar b1, b3,
Wlnd program. These reports provided statistics. regarding the quantity’ and b7E
inated tippers, as well as brief synopses of the status of

| leads. The Stellar Wind program was viewed as an

emerb Yy rEs onse to the Septernber 11 attacks and these status reports.

were intended to provide FBI executives information about how the program

was contributing to the FBI’s counterterrorism efforts. {F8//SH/ )

IV. Justice Department Office of Intelligence Policy and Review’s
(OIPR) and FISA Court’s Early Role in Stellar Wind

When the President signed the first Authorization for the program on
October 4, 2001, only two Department officials outside the FBI were read
into the Stellar Wmd program: Attorney General John Ashcroft, who
cert1f1ed the Authorization as to form and legality; and John Yoo, the Deputy
Assistant Attor ney General in the Office of Legal Counsel respon31b1e for
advising the Attorney General on the matter and for drafting the
Department’s first memorandum on the legality of the program.’® The
Department’s Office of Intelligence Policy and Review (OIPR), despite its:
expertise in FISA matters, was not asked to consider how FISA might affect
the program’s legality or implementation, nor was OIPR asked to consider

how the program might affect the Department’s FISA operations.
"(V’PQII 1/ C;T / /T\TE‘\

In this section, we provide an overview of OIFR, how James Baker, the
head of OIPR, inadvertently came to learn about Stellar Wind soon after it
was initiated, and the subsequent role that OIPR played in the program’s
operation. We also describe the circumstances surrounding the decision to
have the FISA Court Presiding Judge and his successor read into the Stellar

Wind program, and the Court’s response to the program.
(TS//STLW L/ SI//OC/NE)

78 Levin told us that he did not believe Yoo was read into Stellar Wind before the
October 4, 2001, Presidential Authorization was signed, and we were not able to determine
precisely when Yoo s read-in occurred. However, Yoo's Nevember 2, 2001, memorandum
ahalyzes the legality of the October 4, 2001, Authorization and the draft of the November 2,
2001, Authorization. Thus, it appears that Yoo was read into the program not Tater than

November 2, 2001. -&Sﬁﬁ?bW#SW@GfN-F—}-




" A. Overview of OIPR (U)

At the time of the implementation of the Stellar Wind program, OIPR
was responsible for advising the Attorney General on matters relating to the
national security activities of the United States.”® Created shortly after
enactment of the Foreigr Intelligence Surveillance Act of 1978, OIPR
re_vic_wed executive orders, directives, and procedures relating to the
intelligence community, and approved certain intelligence-gathering
activities, OIPR also provided formal and 'inf'c‘)r-malvlegal advice to the
Attorney General and U.8. intelligence agencies regarding questions of law
and procedure relating to U.S. intelligence activities. In addition, OIPR
-advised the Attorney General and agencies such as the CIA, FBI, and
Defense and State Departments concerning questions of law relating to U.S.
national security activities and the legality of domestic and overseas
intelligence operations. (U//FEU6)

OIPR also represented the United States before the FISA Court. OIPR
was responsible for preparing and presenting applications to the FISA Court
for orders authorizing electronic surveillance and physical searches by U.S.
intelligence agencies for foreign intelligence purposes in investigations
involving espionage and international terrorism. When evidence obtained
under FISA was proposed to be used in criminal proceedings, OIPR sought
the necessary authorization from the Attorney General_, and in-coordination
with the Criminal Division and U.S. Attorney’s Office prepared the motions
arid briefs required by the federal court whenever surveillance under FISA
was challenged. (U) -

The head of OIPR was referred to as the Counsel for Intelligence Policy
and was supported by two Deputy Counsel and a staff of attorneys,
paralegals, and administrative professionals. James Baker served as the
Counsel for OIPR from May 2001 to January 2007.80 (U)

B. OIPR Counsel Learns of Stellar Wind Program (U/ FreEe)

Balker told us that while standing outside the Department one evening
several weeks after the September 11 attacks, he was approached by an FBI
colleague who said, “There is something spooky going on,” that it appeared

79 In September 2006, the Justice Department moved OIPR into the newly created
National Security Division (NSD). In April 2008, NSD modified OIPR’s structure and name.
The niew organization is called the Office of Intelligence and includes operations, oversight,
and litigation sections. For purposes of this report we use the term OIPR to reflect the time
period our review encompasses. (U)

80 Baker served as Acting Counsel for OIPR from May 2001 to January 2002, and
as Counsel from February 2002 until January 2007. Baker officially resigned from the
Justice Department in October 2007. (0




foreign-to-domestic collection was being conducted without a FISA order,
and that some FBI personnel “were getting nervous.” The FBI colleague
asked Baker whether he knew anything about the activity, and Baker

responded that he did not. {FSH-STEW/SHFSSNF

Baker said that while reviewing a FISA application several weeks after
this conversation, a par ticular passage regarding international
communications “leapt out at” him. According to Baker, the passage
contained “strange, unattributed language” and information that was “not
attributed in the usual way.” Baker told the OIG that the information
concerned coninections between telephone numbers, but he:could not recall
if the information simply identified a link between individuals or also
iricluded the content of communications. FSAASEHNE-

Baker asked the OIPR attorney responsible for the application about
the information in the passage, and the attorney responded that nobedy at
the FBI would disclose where the information had come from, only that it
was patt of a “special collection.” Baker therefore contacted the FBI about
the application, Unable to obtain any answers to his questions, Baker
informed the FBI that he would not allow the application to be filed with the
FISA Court. Baker said that, to the best of his recollection, he did not.
believe the application was filed with the Court. -(?Sf—f—SH%NF—)——

Soon thereafter, Baker spoke with Daniel Levin, who. at that time was
serving as both Counselor to the Attorney General and Chief of Staff to the
FBI Director. Levin told Baker that approval from the White House was
needed before he could tell Baker about the special collection. Levin told us
that he successfully pressed the White House for Baker to be read into
Stellar Wind, Baker stated that David Addington, counselor to Vice
President Cheney, was the individual who approved his clearance into the

program. -{FSSTEW/H S/ OC/NF—

According to NSA records, Baker was read into Stellar Wind in
January 2002.81 He said his read in essentially consisted of Levin providing
him a short briefing and a copy of Yoo’s November 2, 2001, memorandum
regarding the legality of the program. Baker told us that his initial reaction
was that the program, and Yoo’s memorandum, were flawed legally. Baker
said he did not consider himself a constitutional law scholar, but was

8! Baker told us that he initially was read into the program in December 2001 by
Levin. Baker said he later received a more formal briefing on the program at the NSA,
where he was allowed to read the Presidential Authorizations and discuss the program with
NSA attorneys. This formal briefing appears to be the event that the NSA considers Baker’s
official read-in, which according to NSA records occurred on January 11, 2002. We used
this date for purposes of calculating the number of Justice Department emiployees read into
the program. (U//FOE0O)




nevertheless surprised that while Stellar Wind was in. his view “overriding a
criminal statute” on the basis of the President’s power as Commander in
‘Chief, Yoo’s memorandum did not even cite an important U.S..Supreme
Court opinion on presidential authority during wartime, Youngstown Sheet
& Tube Co. Ba}kef said he believed that it is important to exercise-some
“hurmility” when dealing with national security matters because of the
complexity and importance of the issues, and he ’thcrefo_re- reserved final
judgment on the memorandum until he researched the legal issues further.
Yet, Baker said his initial opinion that the memorandum was flawed legally
did not change over time. : STEWASH -

We asked Baker whether at the time he thought the collection '
authorized under Stellar Wind could have been accomplished under FISA.
Balker said that his thinking on this issue has evolved over time, but that he
staunchly believed that “FISA works in wartime.” He stated that although it
is.difficult to do, FISA can be made to work under the circumstances that
existed. following the September 11 attacks, but that it also was easy 1o
“make FISA not work” under these circumstances.

Baker cited a lack of resources as the primary impediment to using
the FISA process;, rather than Stellar Wind, to collect foreign intelligence
following the September 11 attacks. Baker said that he did not believe
OIPR, as staffed in October 2001, had sufficient resources to process the
volume of telephone numbers the NSA was tasking for content collection
under Stellar Wind at that time. However, Baker explained that in his view
FISA is “scalable” and that to some degree the statute’s utility is limited by
the resources allocated to OIPR:82 F o LOCHN

Baker also observed that to bring Stellar Wind’s content and meta
data collections fully under FISA authority would have required a different
approach to the statute. Baker said that developing such an approach
wouild have been possible only by convening a working group to examine
constitutional and practical issues. Baker, one of only three people inn the
Justice Department read into Stellar Wind as of January 2002, said he did
not have the ability or the authority to do this himself.83 Baker stated that
his belief in this approach was informed by his own experience with and
participation in a small, informal group composed of U.S. Intelligence
Community officials that had worked periodically since shortly before the

82 Baker also observed that OIPR could have been staffed with detailees from the
Department of Defense and other components within the Justice Department. (U)

93 Baker also said that he did not have the legal resources within OIPR to
“challenge” Yoo's November 2, 2001, legal analysis of the Stellar Wind program, although
he believed it was flawed. -




September 11 terrorist attacks to develop solutions to various foreign
intelligence collection iesues 8¢ {LSLSTLW/ /ST LOCHN

C. FISA Court is Informed of Stellar Wind 4

. Baker told the OIG that sometime in the December 2001 to January
2002 time period he concluded, based on his awareness that information
derived from Stellar Wind had been used to support at least one request for
a FISA application, that the FISA Court also needed to be made aware of the
Stellar Wind program. Baker said that the Department’s counterterrorism
efforts rely on good relations with the FISA Court and that candor and
transparency are critical components of that relationship. According to
Balker, OIPR had a policy of full disclosure with the Court that he said
served the Department well when problematic issues arose. Baker also
attributed the Department’s record of success with FISA applications and
the.‘jilﬂpriove’d coordination between intelligence agents and prosecutors to
the strong relationship that the Department had built with the Court.
Baker believed it would be detrimental to this relationship if the Court
learned later that information from Stellar Wind was included in FISA
applications without notice to the Court. ST Aatar

Baker said he raised the issue of the FISA Court not being informed
about Stellar Wind with Levin, who first responded by suggesting that the
Attorney General order Baker not to disclose the program to the Court while
theissuie was being considered. Baker initially agreed to this approach and
drafted a memorandum {rom Ashcroft to Baker to this effect. He said that
Levin edited the document and presented it to Ashcroft, who signed it. The
memorandum, dated January 17, 2002, stated that Asheroft understood
FISA Court applications would include information obtained or derived from
Stellar Wind, and that these applications would seek authorizations to
conduiet surveillance of targets already subject to surveillance under Stellar
Winid. Ashcroft’s memorandum also stated that he was considering Baker’s
recommendation that the Department brief the FISA Court on the prograiil.
The memorandum stated further:

In the interim, I am directing you to file applications with the
Foreign Intelligence Surveillance Court without informing the
court of the existence of the Stellar Wind program or any aspect
thereof. I am also directing you not to brief any other

84 This type of collaborative effort ultimately developed the legal theories used to
transition. Stellar Wind's collection activities to FISA authority. However, as we discuss in
Chapter Five, while the transition was successful with respect to bulk meta data collectior,
the:legal theory to transition Stellar Wind’s content collection, while initially approved by
one FISA Court judge, subsequently was rejected by a second judge.

_(LTI‘S‘I/ / Snl‘}./‘vivf/ /l SI/’ /: UC/‘ E‘; l“)




individuals in the Department of Justice, including the FBI,.
regarding Stellar Wind without my prior authorization,

 Levin told us that he, as well as Ashcroft, soon came to agree with
Baker that the FISA Court should be made aware of the program. Levin
said he told Ashcroft during this: time that Baker had done a “remarkable
job” building a relationship with thé FISA Court that greatly benefited the
Depattment’s counterintelligerice and counterterrorism efforts. Levin said
he advised Ashcroft, “We should do what Baker thinks is right” According

to Levin, Ashcroft agreed, +F

Levin said that he informed Gonzales and Addington at some point of
Baker’s position that the FISA Court should be made aware of Stellar Wind,
but said they initially rejected the idea of reading any judges.into the
program. Levin stated that he continued to press the issue without success.

However, the issue came to a head on a weekend in. January 2002
when Baker reviewed a second FISA application that contained the “strange,
unattributed language” Baker understooed to indicate that.the information
referenced was obtained from the Stellar Wind program. This second FISA

application souight emergency ap sroval from the FISA Courtto conduct
v;lectronic.'surveﬂlane-'o . ' . .

i === Becausethiswould
be the first application s g FISA authority to-monitor this particular
subject’s telephone communications, Baker recognized that the NSA had
already engaged in some level of electronic surveillance in the United States
of a domestic telephone number without a FISA order.

Although Baker viewed the memorandum from Ashcroft directing him
not to inform the FISA Court about Stellar Wind as “cover” for him not to
inform the FISA Court about Stellar Wind, he remained uncomfortable
about filing an application that contained Stellar Wind information without
informing the FISA Court. Baker therefore approached the Chief of the
Justice Department’s Professional Responsibility Advisory Office (PRAO) to
discuss his ethical responsibilities to the FISA Court under circumstances
where a FISA application contains certain information that is material to the
Court’s decision, but Baker was not authgrized to disclose the source of the




information.85 Baker stated that the PRAO Chief told him that he had an
affirmative duty of candor to the Court, and that this duty of candor was
heightened due to the ex parte nature of the FISA proceedings:#° Baker
concurred with this guidance, which Baker felt also was compelled by his
position as a federal officer and officer of the Court. Baker said he ‘therefore
concluded, and informed Levin, that he would not sign the pending
application or present to it to the FISA Court, nor would he allow any OIPR
attorney do so. According to Baker, Levin spoke to David Addington about
the situation, but Addington nevertheless declared that the Court would not
be read into the program. 5 ‘ '

According to Baker, the White House, the Attorney General, and Levin
then decided that Levin, rather than Baker, would sign the FISA application
and present it to Judge Claude M. Hilton, the FISA Court judge responsible
for hearing FISA matters that weekend .87 Baker told us that he notified
Judge Hilton in advance that the application was being handled in this
manner. Levin said he brought the application to J udge Hilton’s residence
and explained that he, instead of the OIPR Counsel, was presenting the case
because it involved a “special classified program.” Levin told us that Judge
Hilton approved the application without asking any questions. According to
Levin, when he later told Addington how the matter was resalved, and that
he agreed with Baker’s position that the Court should be briefed into the
program, Addington responded that Baker should be fired for
insubordination for not signing the application. {F8/5 :

According to Baker, a CONSensus formed after this episode among the
Attorney General, the FBI, and the White House that future FISA matters
could not be handled in the same fashion, particularly in view of the
anticipated increase in FISA applications resulting from the intelligence
collected and disseminated under Stellar Wind.B® Baker said that the

85 The Professional Responsibility Advisory Office provides advice to Department
attorneys with respect to professional responsibility issues. (U)

86 Baker cited Rule 3.3 of the American Bar Association’s Model Rules of
Professional Conduct as the specific rule implicated by the situation. That rule provides, in
relevant part, that “in an ex parte proceeding, a lawyer shall inform the tribunal of all
material facts known to the lawyer which will enable the tribunal to make an informed
decision, whether or not the facts are adverse.” Baker stated that he also consulted with
two officials from the Office of the Deputy Attorney General on the matter and that they
provided the same advice as PRAO. (U)

87 Director Mueller and Attorney General Ashceroft already had signed the
application. (U)

38 ‘We asked Baker whether he thought the FBI’s restrictions on the use of Stellar
Wind-derived leads disseminated to field offices, as described above, were sufficient to

guard against including Stellar Wind information in FISA applications. Baker stated that

his experience with FBI record-keeping practices did not give him a high degree of
(Cont'd.)




decision was therefore made to brief the FISA Court’s Presiding Judge,
Royce Latriberth.89 {FS/f< [SLA

Judge Lamberth was read into Stellar Wind on January 31, 2002.
The briefing was conducted in the Attorney General’s office at the
Department, and was attended by Asheroft, Hayden, Mueller, Levin, Yoo,
and Baker. According to a memorandum of talking points prepared for the
briefing, Ashcroft provided Judge Lamberth a brief summary of the
program’s creation, explaining that the President had authorized a sensitive
collection technique in response to the September 11 attacks in order to
obtain foreign intelligence information necessary to protect the United
States from future attacks and acts of international terrorism. Ashcroft said
the NSA, at the instruction of the Secretary of Defense, implemented the

collection, which was code named Stellar Wind. (PSS HSTEWSH-OE/NFY

According to the talking points, Ashcroft also discussed the factors
the President considered in determining that an “extraordinary emergency
exists” to support electronic surveillance without a warrant, The factors.
cited to Judge Lamberth paralleled those contained in the Presidential
Authorizations, includihg “the magnitude and probability of death from
terrorist attacks, the need to detect and prevent such attacks with secrecy,
the possible intrusion into the privacy of American citizens, the absence of a
more harrowly-tailored means to obtain the information, and. the
reasonableness of such intrusion in light of the magnitude of the potential
threat of such terrorist acts and the probability of their occurrence.”

According to the talking points, Ashcroft stated that he determined,
based upon the advice of the Office of Legal Counsel, that the President’s
actions were lawful under the Constitution. Levin told us that Ashcroft
emphasized to Judge Lamberth that the FISA Court was not being asked to
approve the program. AFS AT SHOS/ R

Following Ashcroft’s summary, the briefing continued in three parts.
First, Hayden described how the program worked operationally. Second,
Yoo discussed legal aspects of the program. Third, Baker discussed a

confidence that such separation could be consistently maintained. In addition, Baker
believed that the nature of FBI international terrorism investigations would make it difficult
to track Stellar Wind-derived information. According the F Bl OGC, Baker did not share
with the FBI his concerns about whether its record-keeping practices would keep Stellar
Wind information from being used in FISA applications. RS STEWAAS OO AN

89 The Presiding Judge for the FISA Court is appointed to a 7-year term by the Chief
Justice of the Supreme Court of the United States. Judge Lamberth was appointed as
Presiding Judge in 1995, (U)




proposal for ha_ndhng FISA apphcauons that contained program-derived
information.

Levin told us that when the briefing concluded, Lamberth
acknowledged he was not being asked to approve the program and
expressed his appreciation for being read in. According to Baker, Lamberth
also remiarked, “Well, it all depends on whether you can get five votes on the
Supreme Court, but I’'m comfortable with it.” For the next 4 months, until
the end of his term in May 2002, Judge Lamba th Was the only FISA Court
judge read into Stellar Wind. —{F¢ _

D. OIPR Implements “Scrubbing” Procedures for Stellar Wind
Informatmn in Internatmnal Terrorism FISA Applications

Following Judge Lamberth’s read-in to the Stellar Wind program,
Baker implemented procedures in OIPR to address two scenarios in which
Stellar Wind could affect international terrorism FISA applications.90 First,
information obtained or derived from Stellar Wind might be included in a
FISA apphcatlon to establish probable cause that the target of the
apphcatwn is-a foreign power or an agent of a foreign power and that the
target is using or is about to use a particular “facility” (a term used in FISA
generally to refer to a spec,lﬁc telephone number or e-mail address) at which
the electronic surveillance is directed. Second, a FISA application might
target facilities that were also targeted by Stellar Wind, a situation referred
to as “dual coverage” because the targeted communications were collected
under two seéparate authorities. Baker’s procedures, referred to as
“scriibbing” procedures, applied to initial FISA applications as well as to
renewal applications seeking to continue existing coverage of targets
(electromc surveillance under FISA generally is authorized for 90-day

periods). (FS/HSPEW/SHAOESHNR-

Judge Lamberth required that all applications that contained NSA
information derived from Stellar Wind or that would produce dual coverage
of a facility be filed with him only. Baker told the OIG that the scrubbing
process was his idea, with Judge Lamberth’s full concurrence, and that it
had as its core principle OIPR’s obligation to inform the Court of all material
facts contained in a FISA application. According to Baker, the scrubbing

9% The procedurces implemented by Baker only applied to international terrorism
FISA applications, not to counterintelligence FISA applications. As Baker later explained in
a letter to Judge Lamberth’s successor as FISA Presiding Judge, this limitation was based
on the understanding that the Stellar Wind program targeted only certain international
terrorist communications “and there is no reason to believe that the fruits of Stellar Wind
collection would appear in a counterintelligence FISA application.”




procedures were a means of implementing his ethical duty of candor to the
Court without disclosing the existence of the Stellar Wind program to
uncleared attorneys and judges. Baker-also said that Judge Lamiberth
wanted to be informed of applications that contained Stellar Wind
information.and of dual coverage situations, and that Judge: Lamberth
believed that the procedures devised by Baker were an appropriate and
acceptable means of accomplishing this: According to Baker, the scrubbing
process made him and Judge Lamberth «“comfortable the Court was being
told what it needed to be told.”! W ELo i o i MAVASL AT OV S T

We describe below the initial two scrubbing procedures implemented
by Baker as well as the difficulties they created for the FISA application
process. {RSH-STEW/SHHOSNE-

1. Initial Scrubbing Procedures {T8//SH-NF)

Each international terrorism FISA application was “scrubbed” for
Stellar Wind information and dual coverage before it was filed. However,
Baler, as the only person in OIPR read into Stellar Wind, was unable to
explain to his staff why the scrubbing was being conducted. With the NSA’s

cooperation, Baker initially scrubbed the applications without any

assistance from OIPR staff, Baker said the time-and effort he expended on
this practice was not sustainable, and within weeks of beginning the
scrubbing procedures Baker enlisted the assistance of OIPR’s Acting Deputy
Counsel for Intelligence Operations, Peggy Skelly-Nolen. Skelly-Nolen stated
to the OIG that Baker told her at that time that he “needed to tell me
something that he couldn't tell me,” but was:.able to convey that he needed
her and the office’s assistance to process international terrorism FISA
applications because the supporting declarations contained information that
required special handling. IS/ N

The scrubbing process, or “the program check” as it came to be
known within OIPR, had two purposes. The first purpose was to identify
draft applications that contained Stellar Wind-derived information in
support of probable cause to believe that the target of the application was a
foreign power or an agent of a foreign power and was using or was about to
use a particular facility. The second purpose was to identify applications
that targeted facilities that were already actively targeted under the Stellar
Wind program. :

91 The FBI OGC told us that Baker never disclosed to it that the FISA Court was
concerned about risks presented by the inclusion of Stellar Wind information i FISA
applications, nor did Baker inform the FBI that OIPR implemented procedures to address
these concerns. ' ;




To accomplish the first purpose, OIPR attorneys were required to
identify any information in applications attributed to the NSA, even if there
was 1o suggestion the information was derived from a special program. The
OIPR attorneys provided by e-mail the relevant excerpts from the
applications to a designated OIPR legal assistant, who in turn compiled the
information and transmitted it to the NSA by secure e-mail or facsimile.
Upon receipt, the NSA conducted a check of the identified information
against the Stellar Wind reports database, among others, to determine
whether the information was derived or obtained from the program (as
distinguished from being obtained by some other NSA signals collection
activity). The NSA provided OIPR the results of its search by return e-mail
or facsimile, writing next to each excerpt either “yes” or “no” to indicate
whether the information was Stellar Wind-derived. Judge Lamberth did not
fequire that Stellar Wind-derived information be removed frem FISA
applications, only that any such applications be filed with him exclusively
and the Stellar Wind information identified to him orally.92

The second purpose of the scrub —~ to identify dual collection
applications — followed similar steps. On approximately a weekly basis, an
OIPR legal assistant requested. that OIPR attorneys transmit to him all
facilities. targeted for electronic surveillance in applications scheduiled to be
filed with the FISA Court that week. The legal assistant created a single list
of all'targeted telephone numbers and e-mail aceounts and e-mailed or
faxed the information to the NSA. The NSA in turn checked the Stellar Wind
database to determine whether any of the listed facilities were tasked for
content collection under the program. The NSA provided OIPR the resulfs of
this check by return e-mail or facsimile, writing next to each facility either
“yes” or “no” to indicate whether the facility was tasked under Stellar Wind.

92 Baker said that only- international terrorism FISA applications
presented to Judge Lamberth included Stellar Wind information to support the application.

Cont’d.)




. Beginning in carly 2002, any FISA ap slications that inclu
descriptive phrase (IS S v

were fo be

presented to Judge Lambetth, £

- . éISO would inform 'J‘u‘d‘ge ‘EMB‘é_~r{h?~dire¢1y: that it -WS a
“Lamberth only” case to indicate it was connected to Stellar Wind.
(TS /STIW/ /SLH/OC NE)-

Skelly-Nolen told us thatno ene in OIPR, including her at that time,
was aware that the checks Baker was requirinig the office to make concerned
a specific compartmented program. However, the scrubbing procedures
generated questions from OIPR atforneys and FBI agents, particularly when
Skelly-Nolen instructed an OIPR attorriey to add to an application the
descriptivephrasc Rl ' .
Skelly-Nolen told us that she was not able to pre ,
to the questions because she did not have the answers.

2. Complications with Scrubbing Procedures.

atistactory response

‘Skelly-Nolen also stated that it was stressful to comply with the
procedures, due in large part to the fact that the attorneys-and agents
responsible for the contents of the international terrorism applications were
asked to follow certain procedures for filings but were not being provided an
explanation for these measures. She said this stress was compounded by
the concurrent anthrax scare and the prevailing belief that there would be
another terrorist attack. Skelly-Nolen stated that OIPR staff was acting
based on Baker’s representations alone, and while Baker sought to assuage
any concerns the OIPR attorneys had over these new procedures by




explaining to the office that he had spoken to the Attorney General and the
FISA Court on the issue, some OIPR attorneys simply were not comfortable
unider these circumstances and Skelly-Nolen had to reassign the
international terrorism cases these attorneys were handling. Baker stated
that he regularly told attorneys that they did not have to sign applications
that they were not comfortable with, (PS4 |

The process for filing international terrorism FISA applications was
further complicated by the fact that of the two J ustice Department officials
authorized to approve such applications — the Attorney General and the
Deputy Attorney General — only Attorney General Ashecroft was read into
Stellar Wind.94 As mentioned previously, Larry Thompson, who served as
Deputy Attorney General from May 2001 to August 2003, was never read
into the Stellar Wind program. Alberto Gonzales, who served as White
House Counsel from January 2000 to February 2005, Stated to the OIG that

7 . .

mconvenient” not having these two

The situation with Thompson caused Associate Deputy A‘_‘ttor‘ney
General David Kris, who oversaw national security matters in the Office of
the Deputy Attorney General during Thompson’s tenure, to draft a
memorandum on January 11, 2002, advising Baker that he should not send
Kris any FISA applications that included information obtained or derived
from the Stellar Wind program, and that Kris intended to advise Thompson
not to review or approve any such applications.9% The memorandum stated
that Kris was aware of the existenice of a “highly classified
information-collection program that has the unclassified code name ‘Stellar
Wind’,” but that he was “wholly unaware of the nature and scope of the

94 Each FISA application must be approved by the Attorney General, defined under
§ 1801(g) to include the Deputy Attorney General or Acting Attorney General, based on the
Attorney General’s finding that the application “satisfies the criteria and requirements of
such application as set forth in [subchapter I concerning electronic surveillance].” 50
U.8.C. § 1804(a). (U}

9 As noted above, Gonzales also told the OIG that he never got the sense from
Ashcroft that the situation affected the quality of the legal advice the Department provided

% Baker told the OIG that he had informed Kris about the existence of 4 classified
program that he could not discuss further, and that it impacted FISA applications, Baker

) TROn £ [ oS )
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- program.” Kris also stated in the memorandum that his request for a
briefing on the program had been denied and that he was aware Deputy
Attorney General Thompson also had not been briefed on the program.®?

E. Judge Kollar-Kotelly Succeeds Judge Lamberth as FISA
Court Presiding Judge (U)

Judge Lamberth’s 7-year term on-the FISA Court ended in May 2002,

On May 19, 2002, Judge Colleen Kollar-Kotelly was appointed to the Court

to replace Lamberth as the Presiding Judge. In connection with this
appointment, Judge Kollar-Kotelly was read into the Stellar Wind program
and provided an opportunity to-examine the Department’s analysis of the
program’s legality. Judge Kollar-Kotelly also spoke with Baker on numerous
occasions about the scrubbing procedures he implemented to account for
Stellar Wind information in international terrorism FISA applications and to
identify applications that would result in dual coverage.

Procedures {F5//SH-/NF)—

Judge Kollar-Kotelly received her first briefing on the Stellar Wind
program in the Attorney General’s office on May 17, 2002, 2 days prior to
being formally appointed Presiding Judge for the FISA Court. Baker, who
attended the briefing, told us that the presentation was sirnilar to the
briefing initially provided to Judge Lamberth. Judge Kollar-Kotelly had
several questions concerning the scope of the President’s authority to
conduct warrantless surveillance, and the Department responded that same
day with a letter signed by OLC Deputy Assistant Attorney General Yoo that
outlined the legal basis for the activity. The letter essentially replicated
Yoo’s November 2, 2001, memorandum regarding the legality of Stellar
Wind, ~{FS+H-SFE '- :

1.  Judge Kollar-Kotelly Modifies OIPR Scrubbing

According to Baker, Judge Kollar-Kotelly met at the White House with
Addington, Gonzales, and Yoo to read Yoo’s letter, but she was not
permitted to retain a copy or take any notes. Judge Kollar-Kotelly later
wrote in a letter to Baker that Yoo's letter “set out a broad overview of the
legal authority for conducting [Stellar Wind], but did not analyze the
specifics of the [Stellar Wind] program.” {FB/SHNF—




Judge Kollar-Kotelly also requested an opportunity to review the
Presidential Authorization initiating Stellar Wmd On August 12, 2002, she
reviewed the October 4, 2001, Authorization. 51

Baker said that he met with Judge Kollar-Kotelly on several occasions
after her initial Stellar Wind briefing to discuss how OIPR had been
handling Stellar Wind’s impact on FISA apphcatlons Balter described for
her the existing procedures to account for NSA information containied in
FISA applications derived from Stellar Wind, and to identify applications
that if. approved Would produce dual coverage of a facility.

Judge Kollar-Kotelly also was iiiterested in identifying whether a
facility targeted in a FISA application had been tipped to the FBI as
Stellar-Wind derived information. Baker told the QIG that at this time he
did not believe the FBI .and NSA had the ability to track Stellar Wind tips on
a tlmely basis. Baker said he mistakenly believed that as tips passed from
the NSA to FBI Headquarters, and from there to FBI field offices for
investigation, it would be exceedmgly difficult to trace the specific source of

. the information in a sufficiently timely mariner for inclusion in a FISA

apphcatlon. Baker provided his understanding to Judge Kollar—Kotelly,
llkenmg the Stellar Wind information in tips to:the FBI as “salt in soup” that
is impossible to extract once added. Based on Baker’s tepresentations,

Judge Kollar-Kotelly did not require- the Depattment to identify whether a

facility targeted in a FISA apphcat1on was ever provided to the FBI under
Stellar Wind.98

Judge Kollar-Kotelly decided that the scrubbing procedures
1mplemented under Judge Lamberth should contmue but she directed

|las 2 means of

; TIOULYINg Ner that tacmnes targeted by the’ apphcat1ons were also targeted

under Stellar Wind. Baker said that while Judge Kollar-Kotelly understood
that instances of dual coverage would occur, she did not want to appear to
judicially sanction Stellar Wind coverage. Baker told us his impression was
that Judge Kollar-Kotelly “did not want to rule on the legality of the
program” by appearing to “authorize” the NSA’s technique for collecting the
same information the government was seeking to collect under FISA .99

98 Baler eventually learned that the FBI and the NSA in fact did have some ability
to. track Stellar Wind information. As discussed in Chapter Six, in March 2004 Judge
Kollar-Kotelly added to the scrubbing process a check performed by the FBI to determine
whether any telephone numbers or e-mail addresses contained in a FISA application had

ever been provided to the FBI in a Stellar Wind report. {FS7/STEW/SH1OSNE}

9 Judge Kollar-Kotelly later wrote about thevdual coverage issue, in a January 12,
2005, letter to Baker that discussed the “Stellar Wind Program and Practice Beforé the
(Cont’d.)




Baker said he believes Judge Kollar-Kotelly was trying to protect the FISA

‘Céu-r{t and did not want the 1eg"a?li’cy of the Court’s orders called irito

question.—F

Judge Kollar-Kotelly also directed OIPR to excise from FISA

‘applications any information obtained or derived from Stellar Wind. Baker

told Judge Kollar-Kotelly that OIPR could implement this réquirement using

the scrubbing procedures already in place, and that where the FBI included

NSA information in an application dctermined to be Stellar Wind-derived,
OIPR would excise it. JSTIWLLSTH OGN

Judge Kollar-Kotelly also instructed Baker to alert her of any
instances where an application’s basis for the requisite probable cause
showing under FISA was weakened by excising the Stellar Wind
information. In such cases, Judge Kollar-Kotelly would then decide whether
to.approve the application with the knowledge that additional relevant

information had been excised. -

~ Even though Judge Kollar-Kotelly’s scrubbing process was intended to
eliminate all Stellar Wind information from international terrorism FISA
applications, she still required that scrubbed applications be filed with her

only. In time, Judge Kollar-Kotelly relaxed this requirement and permitted
other judges on the Court to handle these applications, although only after

first being filed with her, L0—{ES/-STLW- ST OC/NE}-

2. OIPR implements Judge Kollar-Kotelly’s Scrubbing
Procedure {TS{/SH-NF—

According to Baker and Skelly-Nolen, the mechanics within OIPR for
determining whether an application contained Stellar Wind information or
targeted a facility also targeted under Stellar Wind remained essentially
unchanged after the transition from Judge Lamberth to Judge
Kollar-Kotelly. However, the scrubbing process became more complex. For

FISC.” The letter memorialized the information Judge Kollar-Kotelly received from the
government about the program and how she requested the government to proceed in
preparing and presenting applications. On the subject of dual coverage, Judge
Kollar-Kotelly wrote, “Without opining on [Stellar Wind]-related legal issues, 1 have sought
to protect the proper functioning of the FISA process, under which separate court -
authorities are granted to conduct foreign intelligence collection against a set of targers that
overlaps the set of [Stellar Wind] targets.” We discuss this letter in Chapter Four of this




example, because only the Attorney General could sign the applications and
Judge Kollar-Kotelly required that only she receive the applications (even
after being scrubbed), Skelly-Nolen had to regularly visit the Attorney
General's and Presiding Judge’s residences with stacks of what Skelly-Nolen:
came to refer to as “AG-KK only” FISA applications.

The situation was further complicated when Ashcroft was on overseas
travel and his signature was needed for a serubbed apphcatlon ready to be
filed. When this occurred, the classification of the application’s signature
page was’ “dewngraded” and then sent to Ashcroft by secure fax. The actual
application was not faxed; instead, Skelly-Nolen typically included a
statement from her or Baker with the signature page indicating that the
application was proper and comphed with the réquirements of the FISA
statute. Skelly-Nolen observed that in these cases Ashcroft essentially
relied on her and Baker’s asséssments of the applications — even though
Skelly-Nolen was not read into Stellar Wind at this time. Scrubbed
applications were handled similarly when Ashcroft was traveling
domestically, although in those instances the apphcatlons could be pI‘OVlded.
along with the signature page if requested.10! :

Judge Kollar-Kotelly also required that heanngs for the “AG-KK only”
FISA apphcatlons and renewals be scheduled for late in the day or on the
weekend, either in her courtreom chambers at the District Court for the
District of Columbia or at her residence, According to Skelly-Nolen, Judge
Kollar-Kotelly insisted on this practice so that the “AG-KK only” docket did
not interfere with her regular court docket. From Skelly-Nolen’s perspective,
this practice proved to be an “enormous burden,” particularly in cases:
involving applications to continue FISA coverage on targets of emergency
suthorizations.192 Skelly-Nolen explained that these authorizations were,
for “no good operations reason” that she was aware of, routinely approved
by the Attorney General on Fridays, meaning that a FISA application had to
be filed with the Court within 72 hours — by Monday ~ to continue the
ernergency surveillanice coverage. However, because Judge Kollar-Kotelly
had a regular court docket on Mondays, she required that any scrubbed
FISA application seeking authority to continue surveillance initiated under

101 Baker and Skelly-Nolen told the OIG that in their experience it was not unusual
for an Attorney General or Depuly Attorney General to rely on OIPR’s representations that
the FISA. apphcatmns presented for signature satisfied the statute’s requirements, instead
of reviewing the full contents of each application. (U//FEH6T

W2 As previously described, under FISA during this time period, when the Attorney
General reasonably determines that an emergency situation exists prior to obtaining a FISA
order, the Attorney General may approve the use of electronic surveillanice for a period of
up to 72 hours without an order. (U)




emergency authorization be scheduled with her for ‘Sunday. Skelly-Nolen
stated that these cases would be in addition to the renewal applications that
also had to be heard on Sundays so the authority for the surveillance in
those cases did not expire and the coverage lapse.

 ‘Baker identified another issue that stemmed from J udge

Kollar-Kotelly’s requirement that only she receive dual coverage
applications. The problem arose when Judge Kollar-Kotelly was out of town
and unavailable to hear a dual coverage .application, Baker’s solution was
either to fly the application to the place Judge Kollar-Kotelly was located, or
to contact the NSA and request that it “de-task” the facilities that the FISA
application was targeting. In this way, the application could be presented to
an alternative FISA Court judge because it no longer targeted facilities that

were also targeted under Stellar Wind. TS/ /STLWHSHAOC, NF—

For example, Baker described a situation where the FBI was urgeritly
interested in a particular individual whose telephone was currently tasked
by the NSA under Stellar Wind. In this case, Baker instructed the NSA to
de-task the telephone number so the FBI’s FISA application could be
presented to a judge other than Judge Kollar-Kotelly. To prevent any gap in
coverage between the time the NSA detasked the telephone number and the
Court approved the FBI’s application, surveillance was initiated under
FISA’s emergency authorization provision and then presented to a FISA
Court judge within the requisite 72 hours. According to Baker, proceeding
in this fashion “made everyone comfortable,” including the NSA. Baker told
us that this situation occurred a couple of times each year.

According to Baker and Skelly-Nolen, these examples illustrate how
having only the Attorney General and a single judge on the FISA Court read
into Stellar Wind complicated the FISA process. Baker said that “fairly early
on” after being read into the program, Judge Kollar-Kotelly made several
requests for other FISA Court judges to be read into the program. Baker
told the OIG that these requests were generally made through him, orally
and in writing, but was aware that on at least one occasion Judge
Kollar-Kotelly made the request directly to Attorney General Ashcroft.
Baker said that sometime prior to March 2004 he personally advised
Ashcroft of Judge Kollar-Kotelly’s concerns, and that Ashcroft responded
with words to the effect that the White House would not allow more judges

to be read into Stellar Wind. {FS/HSTEN/FSHOC/ N~

In a January 12, 2005, letter to Baker, Judge Kollar-Kotelly
summarized the situation, stating, “I have repeatedly asked that the other
members of the FISC be given access to the same information that I have
received regarding the [Stellar Wind] program. To date, the executive




As & consequence of only Judge Kollar-Kotelly being read into Stellar
Wind and her insistence that she alone handle applications scrubbed of
Stellar Wmd mformatmn or that mvolved taskmcr telephone numbfns or

Novembe1 2004 she was handlmg applommatel perccnt of’ all FISA
applications. Judge Kollar-Kotelly also tended to heatr successive:
appllcauons regarding the same targeted facilities. She discontinued this
practice in November 2004 and permitted other judges to hear scrubbed
apphcahons Judge Kollar-Kotelly later wrote that her decision was “based
on the operational systems” OIPR had in place to scrub applications and
that she assured her colleagues “that they could properly decide [the cases]
based on the information in each application, without the additional
information on which I have been briefed, but which, to date, the other

judges have not received.” —(?SH—S‘H:W;‘—;‘SH—;L@%—N{H—

V. FBI Initiates Measures to Improve the Management of Stellar

Wind Information {S//NF}-

Following the terrorist attacks of September 11, the FBI had
reallocated personnel and resources to counterterrorism operations, and
established the Telephone Analysis Unit (TAU) to exploit telephotie
communications data. We described above how a small team of agents and bi, b3,
analysts from this unit was reassigned to the i b7E
was responsible for handling the Stellar Wind reports provided by the NSA,

In approximately May 2002, the TAU was renamed the
Comimmunications Analysis Unit (CAU) and became one of the units within
the newly ereated Communications. Exploltatlon Section (CXS). According to
the first Acting CAU Unit Chlef the FBI s vision for the un1tw 5 that i

program was one source for obtaining thisf

In this section, we describe changes the FBI implemented in late 2002
and early 2003 to manage the intelligence it received under Stellar Wind.
These changes included attempts to improve coordination with the NSA,
implement a more formal program to receive intelligence from the NSA and
disseminate it to FBI field offices, educate the FBI field offices about the
value of the intelligence and FBI Headquarters’ expectations concerning its
use, and assign a small team of FBI personnel to work full-time at the NSA

on Stellar Wind. +SA+NF—




AL CAU Acting Unit Chief Evaluates FBI Response to Stellar
Wind ~{S/H¥F—

‘When the first CAU Unit Chief arrived at FBI Headquarters in
September 2002, CXS was newly establishied and most of the Section’s
15-20 staff was there on temporary duty assignments. The CAU was staffed
similarly at this time, but also contained some professional support
employees from other divisions at FBI Headquarters. SN

The CAU Unit Chief said that the CAU’s mission was to support FBI
international terrorism investigations — al Qaeda investigations in particular
— by analyzing telephone calling activity and e-mail communications. He
explamed that prior to September 11, 2001, the FBI analyzed telephone
numbers receive : her sources by querying the numbers
against the FBI's , |database, the FBI's central bl, b3,
repos1tory for telep scriber data. However, he said the FBI's b7E
database at that time was relatively small and had limited analytical
capability. In the wake of the September 11 attacks, the FBI gained access
to additional tools and began te utilize more soph1st1cated analytical
techmques Stellar Wind was one of those new tools.

The CAU Unit Chief said that after he was read into Stellar Wind in
late September 2002, it was clear to him based on conversations with the
CXS Acting Section Ch1ef that the FBI wanted to increase its participation in
the Stellar Wind program. Asa counterterrorism agent in the FBI’s Chicago
field office, the Unit Chief had some exposure to Stellar Wind in the form of
leads. He told us that he had recalled thinking the
leads were “stupid” and “not sensible,” He also said that he had been
critical of the leads because they dlcl not provide any context to the bl,
information, such as he stated that the leads did not b3,
adequately explain thef . rankings associated with the b7E
telephone numbers, and the leads were not suff1c1ently specific as to what
action the field offlce as e e. In his view, the intelligence
disseminated by the ECs was not “actionable.” The Unit
Chief told us that he could not figure out why FBI Headquarters was
“pushing this stuff out” after September 11, and that other agents in the

field shared his views.103 {ISALSTLW//SHAOC/NFY

103 As previously described, former NSA Director Hayden told us that immediatel
‘followm the Se tember 11 tenorlst attacl(s the NSA mochﬁed the aenc 'S collectlon

‘and that 'tlis"_r?e'él T & oot of ot numbers to the FBL. Thus, it 5 'pé"s;‘sibl-' that
(Cont’d.)




After becoming the actis
the FBI was handling the
was no unit that oversaw th and 110 Guldance f01 how
the NSA information should be processed by FBI analysts, He also said that
the process in-place — essentially re~typ1ng into ECs the tearline information
contained in Stellar Wind reports.— merely “1'egurg;tated” information that,
by itself, was not actionable. He was not critical of the FBT analysts
responsible for drafting the ECs, who simply performmed this task as
directed. Rather, he believed the process suffered from 4 lack of leadership.
He described the FBI’s involvement in Stellar Wind up to this point as.
“happenstance” and said the FBI did not have “a real good handle on it.” He
said that the deficiencies he identified were attributable in part to the
significant resource challenges the FBI encountered after September 11, but
he nevertheless considered the FBI’s effort to respond to the Stellar Wmd
information as “half-baked.” He said he therefore set about imnplementing
changes within the CAU to better organize this effort, which he beélieved
would i 1mprove the quallty of the intelligerice disserminated to FBI field
offices. {F& .

B. FBI Increases Cooperatmn wri:h NSA and Imtxate L

The CAU Unit Chief said that the first step he took to improve the
FBI’s involvement in Stellar Wind was to detail to the NSA one of CAU’s
temporary duty special agents. He instructed the agent to form a working
group at the NSA to 1dent1fy any problems and évaluate the quality of the
information provided in the NSA’s Stellar Wind reports, as well as the
information that the FBI reported back to the NSA about tips.10% The CAU
Unit Chief said he took this step so that the NSA gained a “case agernit’s
perspective” on the type of information useful to FBI field offices, and alsoe to
explain to the NSA that the information that could be disseminated about
the tippers should include “context” and “clarity” sufficient to justify the FBI
conducting an inquiry under the FBI’s investigative guidelines,105 He said
he did not believe that the NSA’s interest in obscuring the “sources and
methods” associated with the information had to compromise the quality of
the information provided to the FBI. He also said that the NSA needed to

FBI agents’ early frustration with leads that provided telephone numbcrs was qtmbut'tble
in part to the leads generated under this NSA collection activity. - . Sy

104 "The CAU Unit Chief recalled that the NSA had expressed frustration that the FBI
never provided the NSA any responses to the tipped information. ~tS//NF~

05 FBI international terrerism investigations at this time were -governed hy the
Attorney General Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations. {U)

bl, b3,
b7E

bl, b3,
b7E



understand how the FBI investigated intelligence that it received, and that
FBI agents did not have to know the: spemflc sources and methods used to
acqu1re information in order to effectively investigate the information.

The CAU Unit Chief said that this liaison effort occurred over a couple
of weeks, with the temporary duty agent drlvmg to the NSA daily. According
to the Unlt Chief, the agent explained to:NSA persontiel what the FBI was
permitted to do with certain types of information and that the NSA would
receive more feedback from the FBIif the quality of the disseminable
information about the tippers improved, The Unit. Chief told us that
followirig this exchange the NSA improved the Stellar Wind reports by
providing better information in both the compartmented and tearline

portions of the reports. ~(S//NF)

In addition, the CAU Unit Chief told us that he took steps to increase
cogperation within the FBI between CAU, which was part of an analytical
section that supported counterterrorism investigations, and FBI
‘Headquarters’ Initernational Terrorism Operations Section, which was:
responsible for overseeing FBI counterterrorism investigations. The Unit
Cliief said that based on his experience in the field working
counterterrorism cases, he believed it was important that the CAU analysts
consult with agents in Lhe operational section about'leads the CAU
proposed to set in the ECs. While he was confident the CAU analysts could
identify logical investigative steps, he thought they should nevertheless
coordinate with the operational personnel to see if there was. agreement and
to determine whether a lead potentially could affect any ongoing operations
that the CAU was not aware of. He also noted. that his CAU Unit Chief
successors discontinued this practice, a decision he disagreed with and
complained about to the Section Chief for CXS because he believed the
program risked losing a measure of effectiveness.and efficiency as a

consequence. —{S/4NF—

Another step the CAU Unit Chief took relating to the FBI's
management of Stellar Wind information was to open an administrative file,
or “control file,” to serve as the repository for all communications that the
CAU sent to the field offices containing Stellar Wind information, as well as
all communications the CAU received from field offices reporting the results
of the investigative activi a to assigned leads, 1% As
explained previously, thef communications had been

bl,
b3,
b7E




disseminated from a subfile associated with the FBI’s international
terrorism investigation of the September 11 attacks. In the EC requesting
that a control file bé opened for Stellar Wind information, the CAU Unit
Chief wrote that “a dedicated control file for this project will better serve the
specuflc needs of the Spe(:1al pl‘Oj(’:Ct and will add an additional layer of
security for the source.” +{F WS, W) :

A control file for Stellar Wind information was-opened on
September 30, 2002, and given the designation From that bl b3. b7E
point forward, all ECS that. d1ssemmated Stella Wmd tips were sent in T
connection with the 107 ~ were classified at
the Secret level and, similar to the IECs, included a
vague- cxplanatwn about the source of the information and a caveat

concerning its use.108 TTS#S‘FW‘]‘S%#@G%NE—

107 “The Unit Chief told us that Director Mueller held a telephone conference:call in
Octeber 2002 with the heads of all FBI field offices and advised the
Headquarters was working to-improve the process for dissemindting
information to the field offices by adding beth context and clarity to the communications.
Director Mueller expressed his expectation that the offices would act on the: information.
Accordmg to the Unit- Chlef Dlrector Mue]ler essentlally was trymg to sell the program arid

b1, b3, b7E

havmg spemﬁc d1scussmns W1th the heads of FBI fleld offlces about Stcllar W1nd
‘mfo1mat1on. TS STEW 7ol 1O
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Several months later, in January 2003, the CAU Unit Chief sent an
EC to all FBI field offices secking “to clarify the mission of [CAU] . . . as well
as to describe this unit’s distinct role in the FBI’s participation in the global 1, 1o
war on terror.” The EC emphasized CAU’s capabilities in examining b7,E ’
telephone calling activity and its liaison function with members of the U.S.
Intelligence Community that are “in a unique position to provide potentially
act ' L

bl,
b3,
b7E

C. FBI Assigns CAU Personnel to NSA on Full-Time Basis

The CAU. Unit Chief also assigned a team of FBI personnel to the NSA
on a full-time basis to manage Stellar Wind informationn. The Unit Chief told
us that shortly before his temporary duty assignment to FBI Headquarters
was set to.expire, he and the CXS Acting Section Chief briefed Director
Mueller’s assistant — and later Director Mueller — about the role they
recommended that the FBI take in the Stellar Wind program. The CAU Unit
Chief recommended co-locating at the NSA approximately four FBI agents
and analysts with remote access to FBI information systems. He likened the
suggestion to a “task force environment” that would introduce the FBI’s
investigative skills at the beginning of the NSA’s analysis of Stellar Wind
information. Director Mueller approved the recommendation and told the
CAU Unit Chief to implement it. {S/LANE)}-




"Decenﬁber 2002 and 1y February 2003 a CAU team began 1ts co- locaﬁon at
the NSA to manage the FBI 's 1nvolvement m Stellar Wind. This co-location
continues today. - LIRS HEE ‘

VI, OIG Analysis (U)

In analyzing the Department’s and the FBI's involvement in the NSA’s
expanded s1gnals intelligence collection activity after the September 11
attacks, it is important to fecognize the exceptional circumstances that
existed at the time. Many Department and. FBI officials empha31zed to us
the sense of crisis and alarm during this period, ~and noted the widely
shared concern within the Intelligence Community that a second wave: of
attacks was imminent. The Stellar Wind program was conceived and
implemented -amid these challenging circumstanees, (SR

Th1s chapter described the role of Justice Department-and FBI
officials in the inception and early 1mplementat1on of the Stellar Wind
‘program, mcludlng the Department’s initial reviews-of the legality of the
program. : :

We believe that a significant problem during this-early phase of the
Stellar Wind program was the lack of a sufficient number of Justice.
Department attorneys read into the program to conduct an analysis of the
program’s legality. The White House —and according to Gonezales, the
Piesident — determined who within the Department was permitted access to
the program. We believe that Attorney General Ashcroft, who met frequently
with the President on national securlty matters, was in a position: to
personally advocate for the read-in of an adequate number of attorneys
necessary for the Department to-perform a thorough and factually accurate
legal analysis of the program. We know that Ashcroft’s request that his
chief of staff David Ayres and Deputy Attorney General Larry Thompson be
read into the program was not granted. But because Ashcroft did not agree
to be interviewed, we were unable to determine from him whether he sought
additional Department read-ins to assist in the legal analysis of the
program, how hard he may have pr essed for these additional resources; or
whether he believed he was receiving adequate legal advice about the

program from Yoo alone. F8/SH NP

As described in this chapter, John Yoo was the only Department
attorney read in to work on the legal analysis supporting the program from




Sept,ember‘QOOl through May 2003.109 As described in Chapter Four,
Departm‘entvoffic‘ialswho succeeded Yoo concluded that the analysis Yoo
produced was significantly flawed and found the legal basis for aspects of
the program to be lacking. We believe that reading in only one Department
attorney to analyze the legality of the program impeded the Department’s
ability to conduct a thorough and factually accurate legal analysis, and
andermined the Department’s early role in the program. In Chapter Four
we discuss the harm that resulted in late 2003 and early 2004 from the
Department’s highly restricted access to the program. FS//SH-NF)

We also described in this chapter how the harm attributable to the
Justice Department’s insufficient early involvement in the program extended
beyond conducting an analysis of the program’s legality. The Justice
Department’s relationship with the FISA Court was put at risk by not having
officials from OIPR and members of the FISA Court read into Stellar Wind
when program-derived information started being disseminated as
investigative leads to FBI field offices. In our view, it was foreseeable that
Stellar Wind-derived information would be included in FISA applications.!10
OIPR Counsel Baker told us that the Department’s counterterrorism and
counterintelligence efforts rely en good relations with the FISA Court and
that candor and transparency are critical components of the relationship.
Baker attributed the Department’s record of success with FISA applications
and the improved coordination between intelligence agents and prosecutors
to the strong relationship that the Department built with the Court. Baker
believed, and we agree, that it wotld have been detrimental to the
relationship if the Court learned that information from Stellar Wind was

109 As was the case with Ashcroft, because Yoo did not agree to be interviewed we.
were unable to learn from him what if any efforts he made either within the Department er
at the White House to advocate for additional attorneys — including his supervisor in OLC -
to be read into the program to assist in his legal analysis. However, in his book “War by
Other Means,” Yoo wrote of his experience working on the Stellar Wind program:

While meeting with Ashcroft alone reflected the importance of the issues, it
also placed me in a difficult position. I could not discuss certain matters
with my DOJ superiors, or rely on the collective resources of OLC, which
usually assigned several attorneys to work on an opinion. Operational
security demanded by the war on terrorism changed some of OLC’s standard
operating procedures.

Wer by Other Means at 101. 8/

110 The restrictions the FBI imiposed on the use of program-derived information -
that it could be used for “lead purposes” only and not for “legal or judicial purposes” (such
as affidavits) — reflected a good faith and reasonable cffort. However, such restrictions
¢ould not ensure that program-derived information would not appear in FISA applications.
Indéed, this eventuality led to Baker's.discovery of the program. axs - e :




included in FISA applications without the Court being told so in-advance.

Yet we are not aware of any effort or consideration on the part-of
Attorney General Ashcroft or officials at the White House to account for
Stellar Wind’s impact on Justice Department FISA operations by reading in
any OIPR officials or members of the FISA Court. In fact, as we described in
this chapter, Baker was read into Stellar Wind only after hearing from an.
FBI colleague that “there is something spooky going on™ with the collection
of foreign-to-U.S. communications-and subsequently reviewing a FISA
application that contained “strange, unattributed” language-that the FBI
would not explain to him. Baker was read in when Daniel Levin, then
Counselor to Ashcroft and Chief of Staff to Mueller, pressed White House

officials for the clearance. (FSTFSTEWSHFOES/NF}

Moreover, White House officials initially rejected the idea of reading in
members of the FISA Court, and then took no action even as Levin, who
together with Ashcroft agreed with Baker that the Court needed to be
informed about the program, continued to press the issue. It was not until
Levin was required to sign and file a FISA application that Baker refused to
handle because it contained Stellar Wind-derived information that the
decision was made.to read in a single judge (Presiding Judge Lamberth,

followed by Presiding Judge Kollar-Kotelly).

The decisions to read in Baker and a member of the FISA Court,
which in our view were unnecessarily delayed, were important steps in
preserving the relationship the Justice Department had built with the
Court. However, we believe that once Stellar Wind’s impact on the Jiistice
Department’s FISA operations became evident, limiting read-ins to a single
OIPR official and a single FISA Court judge was unduly restrictive and
short-sighted. This chapter described how the scrubbing procedures.
imposed by the FISA Court and implemented by QIPR to account for Stellar
Wind-derived information created concerns among some. OIPR attorneys
about the unexplained changes being made to their FISA applications. The
scrubbing procedures also substantially distorted the assignment of cases
to FISA Court judges and by Novembge2004 resulted in Judge
Kollar-Kotelly handling approximately percent of all FISA applications,
In our view, once Stellar Wind began to affect the functioning of the FISA
process, OIPR and the FISA Court effectively became part of the program’s
operations and the number of OIPR staff and FISA Court judges read into
Stellar Wind to manage the impact should have increased. '

This chapter also described the FBI’s handling of Stellar Wind-derived

information in the initial weeks and months of the program. The FBI's chief
objective during this period was to expeditiously disseminate




program-derived information to FBI field offices for investigation while

protecting the source of the infarmation and the method by which it was
obtairied. We concluded that the FBI's procedures to meet thi iective
senerally were réasonable. The FBI personnel assigned to the -
developed a straightforward process for receiving Stellar Wind bi,

reports; reproducing the information in a non-compartmented, Secret-level b3,
' , ' b7E

g

format, and disseminating the information in Electronic Communications
or ECs, to the appropriate field offices for investigation. Thek
RCs disseminated to FBI field offices also placed appropriate
estrictions.on how the information could be used, iristructing field offices
that the information was “for lead purposes only” and could not be used for
any legal ot judicial purpose. FBI personnel at the field offices we visited as
part of our review generally were familiar with the restrictions. {&//NE—

However, we found that the exceptionally compartmented nature of
Stellat Wind created deficiencies in the FBI's initial process for handling
program-derived information and understandably frustrated agents
assigned to handle leads. The limited resources b1, b3,
allocatedtotheg = Ihampered the analysts’ ability to b7E
enhance Stellar Wind information with relevant FBI or public source
information before disseminatine leads to field offices for investigation.
More significantly, the . was prohibited from disclosing
information that agents traditionally were accustomed to receiving with
leads that required investigation. The ECs
consequently suffered from vagueness about the source of the information
being provided and lacked factual details about the individuals allegedly
involved with international terrorism and with whom the domestic numbers
being disseminated possibly were in contact. {5HNS

‘We found that the FBI sought over time to address these deficiencies
and improve the effectiveness of its participation in the Stellar Wind
program. In April 2002, transmitting Stellar Wind-derived leads to FBI field
offices became a priority of the Communications Exploitation Section, and
within it, the Communications Analysis Unit (CAU). The first chief of the bl,
CAU assigned a team of FBI p ‘ rork full-time at the NSA on b3,
Stellar Wind and to initiate thef roject to manage the FBI’s b7E
participation in Stellar Wind. As we discuss in this chapter and in Chapter
Six, these measures enhanced the FBI’s knowledge about Stellar Wind
operations and gave the NSA better insight about how FBI field offices
investigated Stellar Wind information, which improved Stellar Wind reports
and the leads that were disseminated to FBI field offices.

—FS/HSTEWSHA O N F—
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CHAPTER FOUR
LEGAL REASSESSMENT OF STELLAR WIND

(MAY 2003 THROUGH MAY 2004)

R A B

By early 2003, while the operation of the Stellar Wind program had
evolved, particularly with respect to the means by which intelligence from
the program was provided to the FBI, the program still remained legally
premised on John Yoo’s November 2001 and October 2002 Office of Legal
Counsel memoranda. ~FS/SHH N —

This chapter describes the pivotal period between May 2003 and May
2004 during which Yoo’s departure from the Office of Legal Counsel and the
arrival of riew officials at the Justice Department resulted in a
comprehensive reassessment of the Stellar Wind program’s legal basis. This
legal reassessment led to a contentious dispute between the Justice
Department and the White House on the legality of important aspects of the
program. This dispute eventually resulted in modifications to the operation
of the program, and also contributed to the decision to place at least one

aspect of the program under FISA authority. -{SDS#SLPL%LH-SH—/L@G%-N-E}-

Section I of this chapter discusses how personnel changes within the
Office of Legal Counsel led to a re-examination of Yoo’s legal analysis,
culminating in a Justice Department legal position against continuing to
certify the program and the resulting dispute with the White House. Section
II describes how, faced with the prospect that the Attorney General, Deputy
Attorney General, FBI Director, and other senior Department officials would
resign in March 2004 if the program continued unchanged, the White House
agreed to modify the program to conform it to the Department’s revised legal

analysis. {FSH-SHN—

I Justice Department Reassesses Legality of Stellar Wind Program

TS HSHAF-

A. Overview of Office of Legal Counsel (U)

One of the responsibilities of the Assistant Attorney General for the
Office of Legal Counsel (OLC) is to assist the Attorney General in his
function as legal advisor to the President and all Executive Branch agencies.
OLC drafts legal opinions for the Attorney General and also provides its own
opinions in response to requests from the Counsel to the President, various
agencies of the Executive Branch, and offices within the Department of
Justice. OLC often deals with complex legal issues on which two or more
agencies are in disagreement, and provides legal advice to the Executive
Branch on constitutional questions, including the review of pending




legislation for constitutionality. Executive Orders proposed to be issued by
the President are reviewed by OLC as to form and legality, as are other
matters that require the President’s for mal approval. OLC also reviews
proposed orders by the Attorney General and all regulations requiring the
Attorney General’s approval. (U)

B. Personnel Changes within Office of Legal Counsel (U)

John Yoo advised Attorney General Ashcroft and White House officials
on the Stellar Wind program from the program’s inception in October 2001
through Yoo’s resignation from the Department in May 2003. Upon Yoo’s.
departure; Patrick Philbin told the OIG that he was selected by the White
House to assume Yoo’s role as advisor to the Attorney General concerning
the program.!1! With this personnel change came a fresh review of the legal
underpinnings of the Stellar Wind program. We describe in the following
sections the circumstances leading to what one official described as “the

great rethink” of the program. TS/ STNE).

1. Yoo’s Role in the Program
(October 2001 through May 2003) (U)

On September 11, 2001, and through November 2001, Daniel Koffsky
was the Acting Assistant Attorney General for OLC. Koffsky was not read
into the Stellar Wind program. Jay Bybee served as Assistant Attorney
General for OLC from November 2001 until March 2003, when he became a
judge on the U.S. Court of Appeals for the Ninth Circuit.. 112 Bybee also was
never read into the Stellar Wind program. As discussed in Chapter Thtee,
Jokn Yoo, a Deputy Assistant Attorney General in OLC, had sole
responsibility within that office and within the Depar tment of Justice for
developing the legal analysis relating to the Stellar Wind program until May
2003.113 Bybee told us he was not aware at the time that Yoo was drafting
legal opinions in connection with a compartmented program. FS//SH-HH—

Bybee told us that the OLC normally adheres to a tradition called the
“two Deputy rule,” so that OLC op1n1ons are reviewed by two OLC Deputy
Assistant Attorneys General before going to the OLC Assistant Attorney
General for approval. Bybee said that the purpose of this rule is to ensure

1 On June 1, 2003, Philbin became an Associate Deputy Attorney General.
However, he told us that he still technically remained a Deputy Assistant Attorney General
in OLC and was thus “dual-hatted.” (U)

112 Bybee was nominated by President Bush to serve on the Ninth Cireuit in May
2002 but was not confirmed by the Senate until March 2003. (U)

13 Yoo's major opinions about electronic surveillance and Stellar Wind are

swmmarized in Chapter Three, -FS+3H/RF—




the quality of the legal research and soundness of the legal analysis. In
addition, Bybee stressed that the Assistant Attorney General must be aware
of all opinions that issue from the OLC. Bybee said that the OLC Assistant
Attorney General has an obligation to “see the whole picture” and is the only
person in the office who knows the full range of issues that are being
addressed by the OLC. Bybee also said the Assistant Attorney General is
the only official in that office who can assure that OLC opinions remain
consistent, Bybee stated that the Assistant Attorney General; as-a
Senate—conﬁrme‘d official, has ultimate accountability for the work of the
office. Bybee noted that, by contrast, the Deputy Assistant Attorney
General position, though political, does not require Senate confirmation. (U)

Bybee told the OIG that it would not be unusual for a Deputy
Assistant Attorney General such as Yoo to have direct contact with the
White House for the purpose of rendering legal advice. Bybee stated that it
is “not clear” whether or to what extent the Attorney General needs to be
kept informed of such contacts, However, Bybee said that the Attorney
General may appropriately decide to ask a single OLC attorney to work on a
particular project, but that it is “not the White House’s call” to make such
assignments because the White House may not be aware of what advice the
OLC is providing to other Executive Branch agencies. Bybee told us that
during his tenure as Assistant Attorney General he did not know that Yoo
was working alone on a sensitive compartmented program, and he had no
knowledge of how Yoo came to be selected for this responsibility. )

Philbin said he believed that White House Counsel Gonzales and Vice
President Cheney’s Counsel David Addington had selected Yoo to draft the
OLC’s opinions on Stellar Wind and other national security programs, and
that Yoo was the “obvious choice” to assume this role because of his
expertise in war powers issues and the authority of the
Commander-in-Chief. 114 ~&/ANF-

Gonzales told the OIG he understood that Yoo had asked others
within OLC to help out with specific legal issues during this period without
telling them what they were being asked to assist with, and Yoo then
aggregated that work into his memoranda concerning electronic surveillance
and the Stellar Wind program. Gonzales also stated that Yoo did not
consult with any experts outside the Department in drafting his

memoranda.lls FSAASHNF—

114 As discussed in Chapter Three, Yoo had been given responsibility for working on
national security issues prior to the inception of the Stellar Wind program. (U

115 When Gongzales testified before the Senate Judiciary Committee on February 6,
2006, he stated that although he was not at the Department when the program
commenced, “I suspect — in fact I'm fairly sure — that there were not discussions with
(Cont’d.)




As noted above, neither Yoo nor Ashcroft agreed to be interviewed for
the OIG’s investigation. Other witnesses gave theé OIG various accounts.of
Yoo’s interactions with Atterney General Ashcroft and with the White House
concerning the program. Gonzales. told us that Yoo regularly advised
Ashcroft on the legal aspects of the program so that Aslicroft could contiriue
to certify it as to form and legality. Gonzales also said that it was
incumbent on Ashcroft as Attorney General to satisfy the Department's legal
obhgatlons regarding the program. Gonzales told us. he thus understood
Yoo’s opinions as representing the opinions of the Department. However,
Gonzales acknowledged that White House officials consulted with Yoo and
sought his advice without going through the Attorney General or Bybee -
Yoo’s supervisor — although Gonzales also said they did not seek
Department approval from Yoo concerning the Stellar Wind prograri.

Other witnesses described their concerns regarding Yoo’s direct
contacts with the White House, and with Addington and Gonzales in
particular. Philbin said he told Addington that Yoo’s direct access to
Addington on legal matters was “not a good way to run things,” réferring to
the lack of oversight of an OLC Deputy Assistant Attorney General by a
supervisor. Philbin stated that there was nothing wrong with assigning-a
project to a subordinate, but not without the head of the office knowing
what the subordinate was doing. (U)

Jack Goldsmith told us that when he became the Assistant Attorney
General for the Office of Legal Counsel in October 2003, he learned that
Yoo’s contacts with the White House had had the effect of cutting the
Attorney General “out of the loop,” a practice Goldsmith said he resolved not
to continue with any OLC attorney. (U)

Goldsmith also told us the White House had wanted Yoo to replace
Bybee as the Assistant Attorney General for the Office of Legal Counsel
following Bybee’s confirmation as a judge on the Ninth Circuit, but that
Ashcroft blocked the move. Yoo resigned from the Department in May
2003.116 (U)

outside expertise at the Department, although I don’t know for sure.” An NSA Associate
General Counsel for Operations told the OIG that Yoo visited the NSA for a briefing about
the program at some point after he had drafted his November 2, 2001, legal memorandurm.

116 In addition to working on the legal analysis for the Stellar Wind program while
at the Justice Department, Yoo also worked on at least one other project invelving a Top
Secret compartmented detainee interrogation program. In-contrast to the Stellar Wind
program, the OIG determined that at least three OLC attorneys, including Bybee and
Philbin, worked on the program’s legal analysis with Yoo or participated by supervising his
worl., In addition, attorneys from the Department’s Criminal Division and from other

{Cont’d.)




2. Philbin Replaces Yoo (U)

Patrick Philbin joined the Department as a Deputy Assistant Attorney
General in the Office of Legal Counsel on September 4, 2001,117 He was
read into the Stellar Wind program in late May 2003, just before Yoo left the
Department. Philbin said that he, accompanied by Yoo, was read into the
program by Addington in Addington’s office in the Old Executive Office
Building. Philbin told us that Addington provided an overview of the
program, describing theé two basic categories of collection as.“coritent” and
“meta data” Philbin said that later, based on his legal analysis of the
Stellar Wind program, he developed the “three baskets” terminology to
describe more specifically the three types of collections.

Philbin said he was told by Addington he was being read into the
program because Yoo was leaving the Department and another attorney was
needed to review the threat assessments that supported the: Presidential
Authorizations and to then advise the Attorney General on recertifying the:
program as to form and legality.18 Philbin said he also was told that he and
the Attorney General were the only Justice Department officials who were
supposed to be involved in this “review and recertification” process. Philbin
told us he was aware that OIPR Counsel James Baker had also been read
into the program; however, Philbin stated that Addington told him he should
not discuss the program with Baker and should only advise the Attorney
General on the program. Philbin said he believed Addington did not want
Philbin speaking with Baker about the program because Addington had
always taker the position that the program should be kept as
compartmented as possible. 119 (FS/FSH-AHE—

agencies were regularly consulted by Yoo in his drafting of the legal memoranda on the
legality of this program. Yoo told the Department’s Office of Professional Responsibility that
Attorney General Asheroft determined who was allowed to work on the memoranda for the
detainee interrogation program. Transcript of Interview of John Yoo By Office of

Professional Responsibility, June 7, 2005, at 12. 1FS1H8FEWSHOEN

117 Prior to joining the Department Philbin had been ata private law firm and had
specialized in telecommunications law. (U)

118 When asked whether he had any knowledge of the program prior to being read
in, Philbin said he did not, but he recalled that in the fall of 2001 he had a discussion with
Yoo about some general electronic surveillance issues. Yoo told Philbin that Yoo was told to
work alone on this particular matter. Yoo did not state who had given him this instruction.

—{FSF/ ST

119 Baker told us he was not similarly advised to avoid discussions with Philbin
about the program, nor was he aware that Addington had instructed Philbin not to discuss
the program with him. In fact, according to Baker, Philbin initiated several conversations
with Baker about the operational details of the program as Baker understood them at the
time. (U)




The day after being read into the ‘program,. Philbin.moved from the
Office of Legal Counsel to the Office of the Deputy Attorney General to
become an Associate Deputy Attorney General, although technically he still
retained his OLC Deputy Assistant Attorney General position and was thus
“dual—hatted » Philbin took over the “national security portfolio” from David
Kris, whe had recently left the Department. Philbin stated he was
“somewhat concerned” that he would be advising the Attorney General on
the Stellar Wind program even though Deputy Attorney General Larry
Thompson, Philbin’s supervisor, was not read into the program. However,
Philbin said he anticipated at the outset that his work on the program
would not require & lot of his time. {S7/NF—

3.  Initial Concerns with Yoo’s Analysis (U)

Philbin said that after he was read into the Stellar Wind program he
believed he needed to do “due d111gence” to learn about the program. He
said he rev1ewed Yoo’s legal opinions about the program-and realized: that
Yoo had omitted from his analysis any reference to the FISA provision
allowmg the interception of electronic communications without a warrant
for.a pemod of 15 days following a congressional declaration of war. See 50
U.S.C. § 1811. Philbin also stated that Yoo’s OLC opinions were premised
on the assumption that FISA did not expressly apply to wartime operat1ons ‘
an assumption that from Philbin’s perspectlve rendered the opinions

“problematic.” Philbin said that this gap in Yoo’s analysis was his first
indication that the legal reasoning underpmnmg the Premdentlal
Authorizations would have to be revisited. aFAL

Philbin said the second indication of problems with Yoo’s analysis




170 See Presidential Authorization of April 22, 2008 at para. 4(b)(i) & (ii). The
April 22, 2003, Authorization was the only Authorizatien personally approved as to form
and legality by Yoo, He approved the Authorization on April 18, 2003, five days before tlic
date of his talking points memorandum, {FS{ASFRWSHAOSNFT

121 In fact, as discussed in Chapter Five, the reasonable articulable suspicion
standard was the only standard the government sough: to apply to its authority to query
the &-mail mets data collection after basket 3 of Stellar Wind was placed under FISA

authority in July 2004. (TS/STLW/SHAOEC/NFY




Philbin said the érrors in the Yoo’s talking points document
represented “a significant step toward the realization that the whole legal
analy31s was screwed up.” Philbin told us he felt he could not rely on the
i "\g analysis and that he needed to “build from the ground up.”

4.

122 Philbin told us he visited the NSA three times during the summer of 2003 in an
effort to learn how the program operated. Several officials we interviewed told us that
Philbin understood the program well, in part due to his background in telecommunications

law. (U//ROUS}




Phﬂbi‘n said that he and later Goldsmith re
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6. Decision to Draft New OLC Memorandum (U)

In August 2003, Philbin brought his concerns about the-OLC legal
oplnlons to Attorriey General Asheroft. Philbin told Asheroft that there were
problems with the legal analysis supporting the program | but probably not
with the conclusions reached, Philbin told us that he believed that sirice:
the conclusions would not change there would be no need to “pull the plug”
on the analytically problematic aspects of the program, Philbin said he

123 Ag deseribed later in this chapter, the term “acquired” was not clarified until the
March 11, 2004, Presidential Authorization. That Authorization stated that meta data was
“‘acqulred ., . when, and only when, the Department of Defense has searched for and
retrieved:such header/router/addressing-lype information, including telecomimunications
dialing-type data {and not when the Department obtains such
hedder/router addregsing-t emfmm"mon mclum telecommumo tlons dialing-type
data, such as [{IER (b)(3) = . = for retentionl”




therefore advised that Ashcroft could continue to certify the program “as to

However, Philbin also recommended that a new OLC memorandum be
drafted. Accordingto Philbin, Ashcroft concurred, told him to continue
working on his analysis, and asked to be kept updated on Philbin’s
progress. After meeting with Asheroft to discuss the issue, Philbin said he
began to write a new memorandum on the legality of the entire Stellar Wind

program. 1?5 (I8/48H/NF)

€. Reassessment of Legal Rationale for the Program

1. Goldsmith Becomes OLC Assistant Attorney
General (U)

Jack Goldsmith told the OIG that he was recommended for the
Assistant Attorney General position by Yoo after Yoo was not selected for the
position. Goldsmith stated that during his interview for the position,
Attorney General Ashcroft and Ashcroft’s Chief of Staff David Ayres
emphasized that the OLC Assistant Attorney General must keep the
Attorney General informed of matters the Office of Legal Counsel was
working on and stréssed the importance: of keeping the Attorriey General “in
the loop.” ‘Goldsmith told the OIG that he believed Ashcroft-and Ayres

raised these issues as a result of their experience with Yoo. (U)

‘Goldsmith was selected for the position, confirmed by the Senate, and
on October 6, 2003; was sworn in as the OLC Assistant Attorney General.
(L)

According to Goldsmith, he was told by Department colleagues that
the procedurées OLC historically followed in drafting its opinions were
changing and that the Attorney General was being circumvented in the new

125 Phi

(L)), B)3)

a2t he was not certain at the time that Ashcroft fully understood
the . because the subject matter was “difficult.” Philbin also stated
that for “client management” purposes, he needed to first make sure that he too fully
understood the issues before raising his concerns to others. He said he did not just want
to be “a naysayer” identifying problems, but also wanted to propose solutions. He said that
the program would be examined by Congress one day and that the legal analysis had to be
“carefully done to protect the President.” Philbin said he therefore believed that the OLC
legal memoranda had to be rewritten to achieve that objective. Philbin told us he also was
concerned that the program not appear like a “rogue operation,” but rather as a responsible
approach to collecting intelligence with adequate controls and oversight. In thisregard,
Philbin emphasized that it would be important to demonstrate that the program had
appropriate restrictions based on the law, and that the restrictions guarded against abuses.

7)




process. Goldsmith said that OLC Principal Deputy Assistant Attorney
General Ed Whelan. also told him that OLC’s. pracedures, built on custom
and practice but still “hugely important,” had “broken down” prior to
Goldsmith’s arrival as the Assistant Attorney General. (U)

Goldsmith told us that he also became aware that Ashcroft sensed- -
there was a White House-Office of Legal Counsel relationship over which
Ashcroft did not have full control. Goldsmith said that when he became the
OLC Assistant Attorney General he immediately moved to “bring things back
to normalcy” by, for example, making sure all OLC memoranda were
provided to client agencies for review and input and that all memoranda
were reviewed by two OLC deputies, as was the traditional OLC practice.126
(U)

With regard to the Stellar Wind program, Philbin told us he had
always intended to request that Goldsmith be read into the program after
Goldsmith was confirmed by the. Senate. Philbin. said that he went to the
White House and asked Addington (and possibly Gonzales) to have
Goldsmith read into the program. Philbin stated that Addington told hirm
that he would have been “fine” with not allowing Goldsmith to be read in,
and that Bhilbin would have to justify the request before Addington would
convey the request to the President. Philbin told us he explalned to
Addington that he would rieed to have the head of OLC sign off on the new
memorandum he was writing or the memorandum would lack credibility.

(U/ [FeBer

On November 17, 2003, Goldsmith was read into the Stellar Wind
program by Addington in Addington’s. office.1?7 Philbin was also present.
On the way to the read-in, Philbin told Goldsmith to “prepare for your mind
to be blown.” Goldsmith told us that the read-in took approximately 5
minutes, and when it was over he remarked to Philbin, “That doesn’t seem

126 Goldsmith's view of how the OLC should operate was later echoed by a
subsequent head of the office; Steven Bradbury. In a May 16, 2005, internal OLC guidance
memorandum entitled “Best Practices for OLC Opinions,” Bradbury empha51zed that OLC
legal memoranda should reflect the positions and expertlse of interested agencies, and he
also stressed the importance of a rigorous peer review process within the office before
finalizing OLC memoranda. (U)

127 After Ashcroft, Yoo, Baker, and Philbin, Goldsmith was only the fifth non-FBI
Justice Department official to be read into the Stellar Wind program since the program’s
inception over 2 years earlier. Philbin stated that prior to Goldsmith’s arrival at the
Dcpartment arid subsequent read-in to the program, he had no one to help him draft a new
legal memorandum and no one other than Asheroft with whom to discuss the legal issues.
He told the OIG that it was extremely beneficial to have another attorney working with him
on the project. Philbin also told us he did not press the White House to read in additional
attorneys durmg the summer 2003 period before Goldsmith arrived at the Department.
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so bad,” Goldsmith said that 3 weeks later, after studying the matter, he
would come to a “different conclusion.” (U / FOYST

2. NSA Denied Access to OLC Memoranda (U//FOUQ)

Oneé of the first Stellar Wind meetings Goldsmith and Philbin attended
after Goldsmith’s read-in 'was held in the DOJ Command Center with
Addington, NSA Deputy General Counsel Vito Potenza, and NSA Inspector
General Josl Brenner. Goldsmith stated that the NSA Inspector General
requested a copy of the OLC legal memoranda regarding the program as
part of an audit the NSA Office of the Inspector General wanted to-conduct
of the program. According to Goldsmith, Addington “bit [the Inspector
General’s] head off,” and made it clear that the memoranda would not be

provided to the NSA OIG. {(FS/HSHNF}-

Goldsmith said he learned either at that meeting or shortly thereafter
that NSA’s Office of General Counsel also had been denied access to the
OLC memoranda. Bob Deitz, the NSA General Counsel during this period,
told the NSA OIG that he was never permitted to see Yoo’s legal memoranda.
Dietz stated that he called Addington several weeks after the first
Presidential Authorization was signed and asked'if he cotuild see a copy of
Yoo’s memorandum (likely the November 2, 2001, memorandurm), and that
Addington responded “no.” Dietz said that Addington would only read “a
paragraph or two” from the memorandum to him over a classified telephone
line. Deitz stated that he never advised Yoo on his legal analysis, although
He did advise NSA Director Hayden that he thought the program was legal
and within the President’s authority. (FS778H7NFr

, PG o8 B . ,
The OIG also intervviewed} ) ( o the NSA’s Associate General

Counsel for Operations during 3 00's and Goldsmiith’s tenure in OLC.

BIGHGN {01 us that he was not troubled by the fact that other senior NSA

Officials had been denied access to Yoo’s legal memoranda, and that he felt
no need to review them, [N stated that his primary concern with
respect to the legality of the program was whether “Justice was comfortable
with it.” Walso stated that he assumed that the Justice Department
would find the program legal by resolving the tension between FISA and the
President’s inherent Commander-in-Chief authority based upon the dactrine

of constitutional avoidance. {FS/FSTEW/SHHOC/NE)

Goldsmith told us he found it “shocking” that the NSA was not
provided access to Yoo’s legal memoranda. He stated that the decision to
withhold the memoranda was one of the “most astonishing things” he
learned about how the program was handled, and that he could not “draw a
good inference” from that fact. Goldsmith emphasized that under the
Stellar Wind program the NSA had been asked to do something contrary to
its ordinary practices, and yet was not allowed to review the legal




Just1flcat1ons for being permitted to do'it. Goldsmith told us he believed
that the NSA might have identified problems or mistakes inn Yoo'’s analysis
ear ly in th@ program had it been given access to his memoranda.

Goldsmith told us that upon becoming the Assistant Attorney General
he intended to reverse the practice of keeping OLC memorarnda closely held,
and that he also decided he would seek client agency expertise in drafting
these documents. (U)

3. Goldsmith Joins Effort to Reassess Legal Basis for the
Program {FS//SH-NF

In the two or three weeks following his read-in to the Stellar Wind
program, Goldsmith reviewed several documents to educate himself about
the program These included the memorandum that Philbin had already
begun to draft (which included a description of how the program worked
operationally), Yoo’s memoranda, and older OLC memoranda concerning
surveillance activities. After Goldsmith familiarized himself with the
program, Goldsmith provided Philbin with add1t10na1 research a_ud helped
supplement Philbin’s draft memorandum. £ 1 )

Goldsmith stated that Philbin had dene an “amazingly heroic job” in
reviewing the program. Goldsmith believed “ninety-nine out of a hundred”
attorneys in Philbin’s position, having been asked simply to opine as to form
and legality, would have just relied on the previous Office of Legal Counsel
memoranda. Goldsmith said that Philbin, however, was not convinced by
those imeroratida and therefore did not rely on them. In addition,
Goldsmith noted that Philbin sought to understand the program as it was
actually 1mplemented at the NSA before advisinig the Attorney General on its

31, 0)3), (0) 0)

(Cont’d.)




the exceptions to this requirement. Goldsmith later wrote in his leg
mermorandum reassessing the legality of the program that a proper analysis

the Stellar Wind Program” (Goldémtit’h Memorandum, May 6, 2004).
discussed in Section 1l C below, {FS71STEW 150G/ NE

TOP SECRET//STLY




of Stellar Wind “must not consider FISA in isolation” but rather must
consider whether Congress, by authorizing the use of military force against
al Qaeda, also “effectively exempts” such surveillance from FISA. Goldsmith
coneluded that this reading of the AUMF was correct because the AUMF
authorized the President to use “all necessary and appropriate force” against
the enemy that attacked the United States on September 11, 2001, and to
“prevent any future acts of international terrorism against the Unlted
States” by such enemy - authority that has long been recogmzed to 1nc1ude
the use of signals intelligence as a military tool. (F

Alternatively, Goldsmith reasoned that even if the AUMF did not
exempt surveillance under the program from the restrictions imposed by
FISA, the question was sufficiently ambiguous to warrant the application of
the doctrine of constitutional av01dance and therefore should be construed
not to prohlblt the actlv1ty 18l (F "

D353, (BRI

13‘ In his May 6, 2004 memmandum Goldsmith concluded that if the-
, ' . . _arguments under the AUMF did not create

‘would replesent an unconstitutional infringement on the President’s exclusive authorlty as
Commander-in-Chief in wartime to protect the nation from attack.




During late 2003, Goldsmith and Philbin continued their-analysis of
the legal bases for the Stellar Wind program, During this time Philbin-and
Goldsmith were the only two Department officials in a position to brief the
Attorney General and White House: officials on the status of their legal
reassessment and its potential ramifications for the operation of the

program. 18 {FS//SH-NE-

With the existing Presidential Authorization set to expire on
December 11, 2003, Goldsmith and Philbin met with Asheroft on
December 8, 2003; to advise him on recertifying the program as te form and
legality. Goldsmith wrote in notes that he maintained during this time
period that at the meeting he and Philbin “note[d] problems gently” to.
Ashcroft. Goldsmith told us Ashcroft was “extraordinarily supportive” of his
and Philbin’s efforts to reassess the legality of the program and madeé clear
hig view that the program had to be on solid legal footing,

Goldsmith advised Ashcroft that, despite concerns about the program,
Asheroft stiould certify the December 9, 2003, Authorization. Goldsmith

Philbin, Goldsmith, Comey, Mueller, G nzales, arid others. We also relied on Philbin’s anc
Goldsmith’s contemporaneous notes, Goldsmith’s chronology of events that he wrote- during
this period, Mueller’s Program Log documenting events in March 2004, and Attorney
General Asheroft’s FBI security detail log of events that occurred while Ashcroft was
hospitalized from March 4 through March 14, 2004, among other documents. (U)

134 James Comey became the Deputy Attorney Qeneral on December 9, 2003, but
was not read inito the program until over 2 months latet. (U




later advised Asheroft to certify the January 14, 2004, Auithorization as well.
Goldsmith told us he made these recommendations to Asheroft with the
caveat that although he believed Yoo’s memoranda te be flawed, Goldsmith
had not yet concluded that the program itself was illegal. -(-’PSHSH—%—NF%——

Based on Goldsrith’s advice, Ashcroft certified the December 9, 2003,
and January 14, 2004, Authorizations. (FS/ASH/NE)

In December 2003 Philbin and Goldsmith informed Ashcroft that they
believed Comey, who was sworn in as the new Deputy Attorney Generalin
December 20083, also needed to be read into the program. Philbin said he
justified this request by noting that he would be traveling abroad for 2
weelks later that month on an unrelated Justice Department matter.135 (U)

Inr Deeember 2003, Goldsmith and Philbin met with Addingten and
Gongzales at the White House to express their growing concerns abotit the
legal underpintings for program. Goldsmith $aid he told them that OLC
wag not sure the program could survive in its current form. According to
Goldsmith’s notes, these discussions did not contemplate an mterruptlon of
the program, although the White House represented that it would “agrée to
pull the plug” if the problems with the program were found to be sufficiently
serious, Goldsmith told us that the White House - . typically through

Addington - told him “several times” that it would halt the program 1f the
Department found that it could not be legally supported. {T37/SH-/M

told us he recalled thgt Addingt

Goldsmniith to continue analyzmg the program and that i serious problcrns

were found, the program would be shut down. {F&/STFEWASHAOC/NE)

On December 18, 2003, while Philbin was abroad, Goldsmith met
again with Addington and Gonzales. Goldsmith wrote in his chronology that
this time he conveyed with “more force” his “serious doubts and the need to
get more help to resolve the issue [as soon as possible].” Goldsmith also
told Addington and Gonzales that he needed more resources to continue
examining the legality of the program. They respended to this request by
telling Goldsmith that Philbin should devote all of his time to the project.

135 As chscussed in Chapter Three, Comey’s predecessor as Depuly Attorney
General, Larry Thompson, was never re'ld into the Stellar Wind program despite Asheroft’s
request to the White House on behalf of both Thompson and Asheroft’s chief of staff.

(U] FFeye;




Goldsmith told us that he asked to have Comey read into the program,
According to Goldsmith’s notes, Addington and Gonzales “bristle[d]” at that
suggestion. Goldsmith told us he made the request for Comey to be read in
because hebelieved he would need the Deputy Attorney General’s
assistance to help “make the case” to the White House that the program was
legally flawed. Goldsmith also stated that he wanted Comey read in
because, as the Deputy Attorney General, Comey was. Philbin’s direct

supervisor. ~{ES/SH-NF-

We asked Gonzales when he first became aware that the Department
had concerns about the legality of the Stellar Wind program. Gonzales
stated that he remembered that sometime after Philbin and Goldsmith
joined the Department, they decided to conduct a programmatic review of
the legal basis for Stellar Wind. Gonzales said that he welcomed this review,
and that it was always important to reassess the value of or need for the
program, as well as its legality. Gonzales told us he thought that Goldsmith
and Philbin’s review arose out of concerns about Yoo’s November 2, 2001,
opinion and that their review was limited to that document. Gonzales said
that Goldsmith periodically told him that Philbin was reviewing the program
and that some questions had been raised or that some changes to the
program might be needed as a result of their reassessment. Gonzales said
that he told Goldsmith to let him know how the review was progressing.
Gonzales also told us he did not recall getting into any specific discussions
with Goldsmith about OLC’s concerns until early March 2004.

In contrast, Goldsmith told us he had been “crystal clear” with
Gonzales and Addington that the Office of Legal Counsel had concerns
about the legality of aspects of the program as early as December 2003,
although Goldsmith also acknowledged that his discussions with Gonzales
and Addington became more detailed in March 2004. Goldsmith told us
that he gave the two White House officials the same caveats he gave
Ashcroft when advising him on the legality of the program — that there were
flaws in Yoo’s analysis, but that OLC had not yet concluded that the

program itself was illegal. PSS NFY

Goldsmith’s efforts to gain the White House’s permission to have
others (including Comey) read into the program continued through January
2004. According to Goldsmith’s notes, both Addington and Gonzales
pressed Goldsmith on his reason for the request and continued to express
doubt that additional resources were needed. However, in late January the
White House agreed to allow Comey to be read in, provided that Philbin
devoted all of his time to his analysis of the program and, according to
Goldsmith, that the Department’s legal analysis be completed by March
1004 when the Presidential Authorization was due to be renewed. (U)




6. Deputy Attorney General Comey is Read into the
Program (U)

Comey became the Deputy Attorney General on December 2, 2003,
and was read into the Stellar Wind program on February 17, 2004, Comey
told us that he had no awareness of the program prior to bemg read in. He
said e learned after his read-in that Addington had resisted Goldsmiith and
Philbin’s efforts to have him read in earlier. Comey said Addington was the
“gatekeeper” for Stellar Wind and wanted to keep the program a “close hold.”
©)

Comey told us that NSA Director Hayden personally wanted to
conduct Comey’s read-in to the program. Hayden read in Comey at the
Justice Cornmand Center in a briefing that took approximately 20 to 30
minutes. Comey 'sald that at Lhe read iri, Hayden explained the “three
baskets” to him. - :

Comey told us that after Hayden left the Command Center, Comey
and Philbin continued discussing the program. Philbin told Comey that
there were problems with the legality of the program and that there were
“operational issues” as well, Comey told us that his: initial reaction to the
program was “unprintable.” He said he thought that the NSA could not
collect the coritent of certain communications covered by the program
outside of FISA authority. Hayden told the OIG that Comey raised no
objections to him about the program upon being read in. (U)

Within the first month after being read in, Comey discussed the
program with Ashcroft, Goldsmith, Philbin, and other Department officials
who had been read in by this time, including James Baker, Cotinsel for
Intelligence Policy; Chuck Rosenberg, Comey’s Chief of Staff, and Daniel
Levin, Counsel to the Attorney General.136 Comey said he did not recall
having any discussions about the program with FBI Director Mueller during
this period. (U)

Comey also recalled meeting with Scott Muller, the CIA General
Counsel, shortly after being read into the program. Comey said that he told
Muller about the legal concerns Philbin and Goldsmith had raised regarding
Yoo's analysis and that Muller agreed that the concerns were well founded.
(u)

Comey also told us that Goldsmith had identified for Comey as a
particular concern the notion that Yoo's legal analysis entailed ignoring an

136 Levin had just returned to the Departiment after working iri private practice and
serving as a Bush Administration liaison to the September 11 Commission, Rosenberg was
read into Stellar Wind in 2003 whilé serving as Counsel te FBI Director Mueller. (U)




act of Congress, and doing so in secret. Comey stated that ‘(}‘o‘ldsmifh
described such action as “breathtaking.” Comey agreed, describing the
action as “unprecedented.” (U) -

D. Office of Legal Counsel Presents its Conclusions to the
White House (U)

On March 1, 2004, Philbin completed a first draft of a revised OLC
opinién on the Stellar Wind program. According to Goldsmith’s notes, at
this time Goldsmith and Philbin had not yet concluded “definitively” that
there was “anything certainly wrong” with the program, with'the possible
exception of the scope o

In explaining the rationale for the revised opinion, Comey described to
the OIG his view of two approaches or standards that could be used to
undertake legal analysis of government action. If the government is
contemplating taking a particular action, QLC’s legdl analysis will be based
on a “best view of the law” standard. However, if the government already is
taking the action, the analysis should instead focus on whether reasonable
legal arguments can be made to support the continuation of the conduct. 187
Comey said that because Stellar Wind was an ongoing program, Goldsmith
and Philbin’s analysis proceeded under the second approach. Under this
approach, at this point they concluded that there were reasonable legal
AT nite the collection of

2004
sihg

the sense was that “we can
an aggressive legal agalysis.
| would require

Comey said that during carly March
aet there” 25 tc NN - .

However, he said that collection of

137 Goldsmith emphasized to us that this second situation almost never presents
itself, and that OLC rarely is asked to furnish legal advice on an ongoing program because
the pressure “to say ‘yes’ to the President” invariably would result in applying a lower
stanidard of review. Goldsmith stated that OLC’s involvement in Stellar Wind was
“unprecedented” because OLC is always asked to review the facts and formulate its advice

“up front.” SN~




ACCOI dmg to a log Muellm kept documcntmg en
concerning the program, Comey said he was:itrying to w ; these
problems with the OLC and “sther interested parties. 138 Mueller told us
that March 1, 2004, was when he first became aware of the Department’s
coricerns about the legal support for the program. Mueller described the-
FBI as “remp1ents of information from the program,” and that the dialogue
as to the program s 1ega11ty was between the Department and the White
House: {5 77 N

1. March 4, 2004: Comey Meets with Asheroft to
Discuss Problems with the Program (U)

Comey told us he met with Attorhey General Ashcroft for lunch on
March 4, 2004, to discuss the Stellar Wind program. Comey reminded
Ashcroft of the details of the program and said he used salt and pepper
shakers and a knife to represent the three baskets during the discussiorn,
According to Comey, Ashcroft agreed with Comey and OLC's assessment of
the potential legal problems,.and he instructed Comey to “just fix it” and
“tell them to make the changes that need to be done.”

Comey said he assumed Ashcroft meant that Comey should reach out
to the NSA and the White House for the necessary changes. The
Presidential Authorization in effect at the titne was due to expire on
March 11, 2004. Comey said Ashcroft did not discuss with him whether he
would reeertify the program as it was currently being authorized by the

President. {£S//SLL/NE)

Comey also dcscri-bed Ashcroft as being frustrated, and said he was
“beating himself up” because he was “in a box” with Yoo, yet was learning
from Philbin, Geldsmith, and now Comey that parts of the program were not

in their view legally supportable. 139 (TS /L SLL/NE).-

After the lunch meeting on March 4, Comey traveled to Phoenix,
Arizona, to make a speech. Three hours after their lunch meeting, Ashcroft
was struck with severe gallstone pancreatitis and was admitted to the

138 Mueller told us he maintained the program log because “[t]hese were
extraordinary circumstances about which T would one day be questioned.” Mueller said the
program log was drafted “relatively contemporaneously” with the events described in it. (U)

139 By the time Ashcroft received OLC’s preliminary findings concerninig the legality
of the program in December 2003, he had already certified the program as to form and

legality approximately 20 times. -{iPSﬁSJ-H—N-F)——-




George Wé;shington University Hospital, .Afterfbc'ing"informed that Ashcroft
was hospitalized, Comey returned to Washington the next morning on-an
FBI jet. (U)

2. March 5, 2004: Comey Determines Asheroft is
“Absent or Disabled” (U)

On March 5, 2004, Goldsmith advised Comey by memorandum that
under the circumstances of Ashcroft’s medical condition and
hospitalization, a “clear basis” existed for Comey to determine that “this is a
case of ‘absence or disability’ of the Attorney Geéneral” within the meaning of
28 U.S.C. § 508(a). This statute provides:

In case of a vacancy in the office of Attorney General, or of his
absence or disability, the Deputy Attorney General may exercise
all the duities of that office; and for purposes of 'section 3345 of
title 5 the Deputy Attorney General is the first assistant to the
Attorney General. (U)

Goldsmith’s memorandum further advised Comey that he could serve
as Acting Attorney General until Asheroft’s absence or disability no longer
existed, and that Comey could exercise “a1] the power and authority of the
Attorney General, unless such power or authority is required by law to be
exercised by the Attorney General personally.” See 28 C.F.R. § 0. 15(a).
Goldsmith noted in the memorandum that there are “very few duties” that
can be exercised only by the Attorney General. Goldsmith wrote that,
except for these duties, Comey could opt to exercise the duties of the
Attorney General as Deputy Attorney General rather than as Acting Attorney
General, noting, “Your office has informed us that this is your intention.”140
(V)

Goldsmith’s memorandum to Comey referenced an attached draft
memorandum for Comey’s review, which would memorialize Comey’s
decision to invoke 28 U.S.C. § 508(a) in writing, although Goldsmith acdvised
that it was not necessary to do so. The “cc” line of Goldsmith’s
memorandum to Comey indicated that a copy of the memorandum was also

140 According to an e-mail sent on March 5, 2004, at 0:15 a.m. from OLC Special
Counsel Daniel Koffsky to OLC Principal Deputy Assistant Attorney General Edward
Whelan and other Department officials, among the duties that can only be exercised by the
Attorney General or his designee is the authority to approve FISA applications to engage in
electronic surveillance of a specific type of agent of a foreign power based on reguests of
certain high level officials. 50 U.S.C. § 1804(e)(2){A). This section represents an exception
to FISA's general conferral of authority on the Attorney General, a term that is defined to
include the Acting Attorney General and the Deputy Attorney General. See 50 U.S.C:

§ 1801(g). (U}




sent to White House Counsel Gonzales.!4! As discussed below, a significant
dlspute between White House and Department officials later arose over
whether the White House in fact received notice of Comey’s decision to
assume the powers of the Attorney General, whether as Deputy Attorney
General or otherwise. (U)

3. March 5, 2004: Goldsmith and Philbin Seek
Clarification from White House on Presidential
Authorizations (U)
On the. afternoon of Friday, March 5, 2004 - 6 days before the
Presidential Authorization then in effect was sétto expire — Goldsmith and
Philbin met with Addmgton and Gonzales at the White House to seek
clar1f1cat10n on two key issues related to the Authorizatioris. (U / /)

First .Goldsm1th eX ressed hlS bc—:hef that the | H ‘
(b)(1), (b)(3) T GIE : ,

brleﬁng the Presn:lent on this new legal approach to Justifymg thc. program

41 A March 12, 2004, e-mail from Ashcroft’s Chief of Staff David Ayres to Deputy
White House Counsel Dawd Leitch detailing the Department’s éfforts to inform the White
House Counsel’s Office of Ashcroft's hospitalization and Comey’s assumption of Ashcroft’s
duties shows that Ayres confirmed the White House's receipt of a facsimile from OLC
advising the White House of Comey’s decision to exercise “all the powcr and authorzty of the
Attorney General . . . in [his] capacity as Deputy Attorney General.” Ayres also wrote in the

e-mail that a copy of OLC’s “legal memorandum” was sent to White House Counsel »

Gorizales. Ayres also wrote in the e-mail that he personally called Harriet Miers, a White-
House Deputy Chief of Staff, and informed her that Comey “had assumed the Attorney
General's responsibilities].]” Ayres wrote in the e-mail that he also informed others at the
White House of Comey’s status, including another White House Deputy Chief of Staff [Joe
Hagin] and the White House Cabinet Secretary [Brian Montgomery]. (U)




L - created a serious issue. Gonzales stated
that Goldsmith’s argument on this point was that Congress had spoken on
the matter by enacting FISA, but Yoo previously had opined that FISA was
unconstitutional to the extent it infringed on the President’s
Commander-in-Chief authority to conduct electronic surveillance without a

judicial warrant.142 (PS//STEWHSH/OC/NE)

Gongzales also told us that the March 5, 2004, meeting with Goldsmith
and Philbin represented the first substantively detailed discussion he had
with the OLC officials regarding their concerns with the existing legal
analysis and their reservations about continuing the program as it had been
operating. As noted above, Goldsmith said that he had informed Gonzales
arid Addington about his general concerns with Yoo’s legal analysis of the
program as early as December 2003. APSHSHNF—

Later that day on March 5, Gonzales called Goldsmith to request a
letter from the OLC stating that Yoo's prior OLC opinions “covered the
program.” Philbin told the OIG that Gonzales was not requesting a new




opmlon that the program itself was legal, but only that the prior opinions

had concluded that it was. (FS/-/SEH-NF-

4, March 6 to 8, 2004: The Department Concludes That
Yoo’s Legal Memoranda Did Not Cover the Program
(v)
As a result of Gonzales’s request on March 3, Goldsmith re-examined

Yoo’s memoranda with a view toward determining whether they adequately
described theactual collection activities of the NSA under the

Authorizations. Goldsmith told us that after a brief review, he called Philbin

to tell him he agreed with Philbin’s assessment that Yoo's. memoranda were
problematic from a factual standpoint. Philbin said that through this
1e~exam1nat10n he and Goldsmlth conf1rmed Phﬂbm s initial sensethat

><4)<b><3> B

Goldsmith’s account of the résponse to Gongales’s request was
similar: Goeldsmith also stated that his and Philbin’s conclusion that Yeo’s
memoranda failed to adequately describe the[GEEIOF e
meant that OLC could not tell the White House that the program could
continue under the authority of those legal memoranda. Goldsmith stated
that he and Philbin realized at this point that the prograrm had been

coniducted for 2 years without a proper OLC review. Specifically, both

Goldsmith and Philbin stated that they had always viewed Yoo’s legal
analysis as poorly reasoned; however, they were now realizing that Yoo’s
factual description of the program was inaccurate and incomplete as well,
and thus did not “cover” aspects of the program. Goldsmith said Gonzales’s
request for ratification of Yoo’s memoranda “forced [the Office of Legal




legahty ﬂlpped »144

On Saturday,
that they believed thef ‘ : :
Goldsmiith -also told Comey that the Whlte House Would

‘Thave to be notified of this development Comey agreed with this

recommendation..

Later on: March 6, Goldsmith and Philbin went to the White House to
\ddington and Gonzales to conve theuconclusmns that the »

Accordmg t6 Goldsmi ) 16t

Gonzales “reacted calmly and said’ they Would get back with us.” Goldsmith
told us that the White House was 1iow worried that it was “out there,”
meaning that it was implementing a program without legal support.

On Sunday aftérnoon, March 7, 2004, Goldsmith and Philbin met
agdin with Addington and Gonzales at the White House.145 According to
Goldsmith, the White House officials informed Goldsmith and Philbin that
they disagreed with Goldsmith and Philbin’s-interpretation of Yoo's
memoranda and on the need to change the scope of the NSA’s collection. 46
Gonzales told us he recalled the meetings of March 6 and 7, 2004, but did
not recall the specifics of the discussions. He said he remembered that the
overall terior of the meetings with Goldsmith was one of trying to “find a way

forward.”147 {PS/HSH/NF—

144 As noted in Chapter Three, Gonzales told us that he believed Yoo’s memoranda
described as lawful activities that were broader than those carried ouit under Stellar Wind,
and that therefore these opiniens “covered” the Stellar Wind program. ~FS SN —

145 Gopzales told us that White House Chief of Staff Card may also have been
present for this meeting. Goldsmith’s chronology indicates that only Addington and
Gonzales were present. (U)

146 In discussing these early March meetings with the OIG, Goldsmith told us that
Addington had stated on more than one occasion that Goldsmith was the head of OLC and
if he determined that the program needed to be shut down, it would be shut down.
Goldsmith told us he believed that the White House officials’ references to “shutting down
the program” extended only to those aspects of the program for which no legal support
could be found. Goldsmith also told us that he did not know whether Addington and
Gonzales were keeping the President informed of OLC’s concerns. A PSSR

147 As noted above, Gonzales was represented by counsel during his interview with
the OIG. Also present during the interview because of the issue-of executive privilege was a
Special Counsel to the President, Emmitt Flood. We asked Gonzales whether the President

had been informed by this point in time of the OLC position regarding the lack of legal
{Cont'd.)




On the evening of Sunday, March 7, 2004, Goldsrmth and Philbin met.
with Comey in Comey’s office to-again review Yoo s opinions and make sure
all three agreed with the conclusion that the opinions failed to support the
Stellar Wmd program as it was being implemented. Philbin said that until
Gonzales’s March 5 request for a letter from the OLC stating that Yoo’s prior
OLC opinjons “covered the program,” he and Goldsrmth had 1nter1de, to
recorhinend that the program be recertified qn Marcl : e the

ontinued to work on the. neWOLOo pinion. [
b) (0 (b)( (b)(3) '
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According to Goldsmith’s chronology, there was no interaction with
the White House on the issue on the. following day, Monday, March 8, 2004.
Goldsmith wrote in his chronology of events for thisday: “Monday,
March 8: Silence.” (Uy

5. March 9, 2004: White House Seeks to Persuade
Department.and FBI to Support Continuation of the

Program {SHNFY

On Tuesday, March 9, 2004, Gonzales: called Goldsmith to-attend an
early mormng meetlng (at 6 OO or 6 30 a.m. ) at the Wh1te House to dxscuss

Goldsrmth called Phllbm and told h1m Lo meet Goldsmlth at the Whlte
House. According to Goldsmith, Philbin was allowed into the White House,
but Gonzales excluded Philbin from the meeting despite Goldsmith’s
requests that Philbin be allowed to participate. S/

support for the program and. (b) (5) (b)( ( ( ) - . ' - . Flood
objected to the questien on relevancy- grounds and: adv1sed Gonzales not to answer and
Gongzales did not provide us an answer. However, when Gonzales commented on a draft of
this report, he stated that he would not have brought Goldsmith and Philbin’s “concerns” to
the attention of the President because there would have been nothing for the President to
act upon at that point. Gonzales stated that this was especially true given that Ashcroft
continued to certify the program as to legality during this period. Gonzales stated he
bnng mattexs to the President’s attention if the President could make

9 Gonzales told the OIG that he did noet recall this meeting, Both ‘Goldsmlth cmd
Philbin told the OIG about the meeting. The meeting is-also briefly described in
Goldsmith’s contemporaneous notes and chronology. (U)




Goldsmith said Gonzales tried first to persuade him that he and
Phitbin were wrong to conclude that Yoo’s memoranda did not pr ovide
sufficient legal _]ustxflcatlon to cover the parts of the program that OLC had
identified as problematic, but that Gonzales did not persuade him on this.
point. Gonzales next argued for a “30-day bridge” to get past the upcorming
March 11, 2004, Authorization. Gonzales reasoned that Ashcroft, who was
still hospltallzed was 1ot in any condition to sign the upcoming
Authorization, and that a “30-day bridge” would move the situation to.a
1p01nt where Ashcroft would be well enough to approve the program.
Goldsrmth told Gonzales he could not agree to recommend an extension.

Goldsmith said Gonzales noted that Ashcroft had certified the
program as to form and legality for the previous two-and a half years, yet
now Comey was the Acting Attorney General. Goldsmith said the
implication of Gonzales’s statement was that not:approving the March 11,
2004, Authorization would “undercut” Ashcroft. Goldsmith said he made
clear to Gonzales that Ashcroft was “supportive” of his and Philbin’s
analysm Goldsmith’s notes from the meeting also indicate that Gonzales
stated that he did not “want to face” Ashcroft in the hospital. - Goldsmith
told us he recommended to ‘Gonzales that he:not visit Ashcroft.150

Goldsmith said his discussion with Gonzales lasted about 1 hour.
Philbin was then brought into Gonzales’s office and the issues were
discussed again. According to Goldsmith’s chronology, nothing was
resolved during the meeting. (U)

At noon that day, another meeting was held in Andrew Card’s office at
the White House. According to Director Mueller’s program log, Mueller,
Chief of Staff Card, Vice President Cheney, CIA Deputy Director John
McLatighlin, Hayden, Gonzales, and other unspecified officials were present.
Comey, Goldsmith, and Philbin were not invited to this meeting. Mueller
described this gathering as a “pre-meeting” in anticipation of another
meeting that was to be held later that afternoon in which the Justice
Department officials (Comey, Goldsmith, and Philbin) would be
participating.15? (U)

150 At noon on March 9, 2004, Attorney ‘General Aslcroft underwent surgery at the
George Washington University Hospital. The surgery was completed by 2:30 p.m. (U}
151 Mueller prepared for this meeting by meeting earlier that morning with Michael

Fedarcyk, the Chief of the FBI's Communications Exploitation Section; General Counsel
Valerie Caproni; and possibly =3 program log-indicates that Fedarcyk

“appedrs unaware of details o s collected.” {F877 81/ NF)




According to Mueller’s notes, a presentation on the value of the Stellar
Wind program was given by CIA and NSA representatives. 152 It was th :
‘explained to the group that Comey “has problems” wit Q’)( e
Mueller’s riotes state that Vice President Cheney suggested
that “the President may have to reauthorize without [the] blessing of DOJ,”
to which Mueller responded “I could have a problem with that,” and that
the FBI would “have to review legahty of continued part1c1pat10n in the

program.”

A third meeting was held at the White House that afternoon, at 4: 00
p.m. The meeting included Comey, Goldsmith, and Philbin, in addition to
Vice President Cheney, Card, Addington, Gonzales, Hayden, Mueller, CIA
General Counsel Muller, McLaughlin, and approximately 10 NSA analysts.
Gonzales told us the meeting was held to make sure that Comey understood
what was at stake with the program and to demonstrate its value. «{S//NF}

At the beginning of the meetmg the NSA analysts made a presentation
to-Comey, Goldsmith, and Phﬂ'- id presentation consisted
of ¢harts showing the chalnmg el , ‘capabilities that could
be generated from Stellar Wind- der1ved 1nformat1on as well as a description
of “success stories” resulting from the program. Comey told us that the
cases the analysts highlighted were not in his view the Stellar Wind
sucecesses that the analysts claimed, and that he felt “the NSA had no good
stories to téll about the program.”!58 Comey also told us that the: collection
of content communications under Stellar Wind was somewhat duplicative of
existing FISA coverage, and that only the meta data collectiont under baskets
2 and 3 represented truly new- capabilities, However, Comey said he did not
challenge the analysts on the assertion that Stellar Wind was. a critical
anti-terrorism tool because the value of the program was not his prlrnary
concern, Rather, Comey said he was willing to concede the program’s value,

and that his concern was with its legality. 1PS7/7/3TEW//ST//OC/NF—

Goldsmith told us that he did not believe it was his place to judge the
value of the program from an intelligence-gathering standpoint. Goldsmith
told us he found persuaswe a remark by Hayden that even though there
may not have been major successes under the program to date, the program
still could produce successes in the future. However, both Goldsmith and

|were cited as bl, b3, bs,

152 Mueller's notes indicate thaty '
riefly in this chapter and b7E, b7C

examples during the presentation. We discus
*m Chapter Six. (DSA{STLW//SHHOCHNE

133 Comey specifically questioned whether th case was a legitimate b1, b3, bs,
“success story” under the Stellar Wind program. Th case, as well as other cases 9 p7cC
cited as successes under Stellar Wind, is discussed in Chapter Six.

(TS// QLDW//DL//U\,/ L‘JI‘)




The NSA analysts were excused after their presentation and the
meeéting continued. Comey said Vice President Cheney stressed that the
program was “critically important” and warned that Comey would risk
“thousands” of lives if Comey did not agree to recertify it. Comey said he
told those at the meeting that he, as the Deputy Attorney Generzi_ : exercis‘iiug

the powers of the Attorney General, could support reauthorizing

Comey also told us he was certain the Whit_e House understood him to
be the acting in Attorney General Ashcroft’s stead during this meeting, (U)

Gonzales told us that he came away from the meeting with the
at (b)(,)s ()(%}: - e T

G. Conflict Ensues between Department and White
House (U)

Each of the Department witnesses we interviewed concerning the
Department’s discussions with the White House during this time period




emphasized the sense of pressure. and anxiety that pervaded the
discussions in March 2004. For instance, Comey said discussions during
the meeting at the White House on March 9 becarme heated as he sought to
convey to evéryone how difficult it was for the Department to take the
position it was taking, and how hard the Department officials were working
to find a selution. Comey also stated that Vice President Cheney was
“understandably friustrated” because the Department was changing its
advice to the White House about the program. (U)

Goldsmith also recalled that at one point during these meetings with
the White House, Addington told him that if he natrowed the Stellar Wird
program Goldsmith “will have the blood of 100,000 American lives on his

hands,”—{S/NF-

Goldsmith observed to us that from the White House’s point of view,
due to the timing of the events, and in partlcular with Ashcroft in the
hospital, it appeared to the White House that a “palace coup” was takirig
place at the Department of Justice. Goldsmith said that this perception was

somewhat understandable under the circumstances, (U)

Philbin also stated that tensions were high during this period and that
the Department and White House “started to divide into camps.” Philbin
added that Department and White House officials were “starting to attribute
motives” to each other. Philbin said he thought Addmgton came to beheve
that Comey was opposed to recertifying the program for “political reasons;’
and that Comey wanted to be on the “politically right” side of the dispute.

(U)

Comey said that his dealings with Gonzales, Card, Addington, and
others at the White House were generally civil, Comey acknowledged that
there was tension between the Department and the White House during the
March 2004 period, but believed that it resulted primarily from differences
in legal perspectives. (U)

I1. White House Continues Program without Justice Department’s

Certification {FS//SH/NF)-

The Presidential Authorization under which the program was
operating during early 2004 was set to expire on March 11, 2004. As
described in the preceding section, Comey concurred with the views of
Goldsmith and Philbin, and as the Deputy Attorney General exercising the
powers of the Attorney General Comey refused to certify the program as to
form and legality. He conveyed this decision to the White House during the
meeting on the afternoon of March 9, 2004. In response, as described
below, the President decided to reauthorize the program without the Justice




Department’s. support, precipitating a serious confrontation between White
House and Departiment officials. {FSHSTEW//5H76

A, White House Counsel Gonzales Certifies March 11, 2004,
Presidential Authorization {F&//SH-AF)—

1. March 10, 2004: Office of Legal Counsel Presses for
Solicitor General to be Read into Program (U)

Goldsmith, Phil‘bin, and Comey met in the early afternoon of
March 10, 2004, to discuss the meeting at the White House the day before

and how the Department should proceed. Goldsmith and. Phi
reconfirmed their position to Cor ; el

Goldsmith and Philbin also recommended to Comey that Solicitor
Gerieral Theodore Olson be read into the program. Goldsmith told us that
Olson had been at the Department for a long time and had valuable
experience and credibility. Goldsmith said that given the importance-of the
decisions being made at the Department concerning the program at this
tirne, he bélieved it was imperative to have Olson read in. 9]

Comey agreed with Goldsmith and Philbin, and he directed Goldsmith
to call Gonzales to feaffirm the Department’s position on the program and
also to request that Olson be read in. (U)

Goldsmith called Gonzales at 2:20 p.m. o
the Department could not support the legality of il = .
B B s then being implemented under the ‘program.
Gioldsmith also told Gonzales of the “urgent need” for approval to read Olson
into the program. Goldsmith’s notes indicate that he called Gonzales twice
that day with the request to have Olson read in, but by early evening had
not heard back from Gonzales. {FSFHSEEW/HSHOCSNE}

2. March 10, 2004: Congressional Leaders Briefed on
Situation (U)

Gonzales told us that alter President Bush was advised of the results
of the March 9, 2004, meeting, the President instructed Vice President
Cheney on the morning of Wednesday, March 10, to call a meeting with
congressional leaders to advise them of the impasse with the Justice
Department. On the afternoon of March 10, at approximately 4:00 or 5:00
p.m., Gonzales and other White House and intelligence agency officials,
including Vice President Cheney, Card, Hayden, McLaughlin, and Director
of Central Intelligence George Tenet, convened an “emergency meeting” with
Congressional leaders in the White House Situation Room. The




congressional leaders in attendance were Senate Majority and Minority
Leaders Bill Frist and Tom Daschle; Senate Select Committee on’ Intelhgence
Chairman Pat Roberts and Vice Chairman Jay Rockefeller; Speaker of- the
House Dennis Hastert and House Minority Leader Nancy Pelosi; and House.
Permancnt Se¢lect Committee on Intelligence Chair Porter Goss.and Ranking
Member Jane Harman. This congressional group was known informally as:
the “Gang of Eight.” (U)

No.officials from the Department were present at the meeting. When
we asked Gonzales whether the White House had given any consideration to
inviting Department officials to attend, Gonzales declined to answer on the
advice of the Special Counsel to the President, who was present during
Gongzales’s interview with the O1G.155 (U)

Gonzales told us that President Bush also directed him to

“memorialize” the mecting, although Gonzales said he could not recall
whether the President directed him to do so before or after the meeting.
Gonzales did not take notes during the meéting. Rather, he said he wrote
down his recollection of the meeting within a few days of Wednesday,
March 10, probably, according to him, the following, weekend.156 Gonzales
said that, with the exceptlon of & single phrase discussed below, he wrote:
his notes in one sitting in his White House office. (U)

The notes indicate that Presiderit Bush appeared briefly at the start. of
the meeting to explain how important the meeting was. Vice President
Cheney, who chaired the meeting, gave a general explanation of the program
and indicated that the purpose of the meeting was to “discuss potential
legislation to continue the ‘prog1 am,” According to Gonzales’s notes, Hayden

then cxplamed the.
under the program:

155 I-Iowever when Gonzales commented on a draft of this report, he stated that the
Department was not invited to the meeting because the purpose- of the meeting was'to
advise the congressional leaders that a legislative fix was necessary, not to describe or
resolve the legal dispute between the Department and the White House. (U/ [EOUD)}

156 (Gonzales's handling of his notes from this meeting later became the subject of a
separate OlG misconduct investigation. The OIG found that when Gonzales became the
Attorney General in 2005, he took the notes, which contained TS/SCI information relating
to the Stellar Wind program, from the White House and improperly stored these notes at
his residence for an indeterminate period. When he brought the notes to the Justice
Départment, he kept them in a sale near his office that was not cleared for storage of
TS/8Cl material, The OIG also determined through this investigation that Gonzales
imiproperly stored several other TS/SCI documents in the safe near his office, many of
which concerned Stellar Wind. The OIG's report, entitled “Repert of Inve'ahgatxon Regardmg
Allegations of Mishandling of Classiflied Decuments by Attorney General Alberto Gonzales,”
was released by the OIG on September 2, 2008, and can be found at
http:/ /www.usdoj.gov/ oig/special/s0809/index htm. +S77NFJ"




te Auia -“should be

157 -ding to Gonzales’s notes, the

To 1d the remaining participants discussed the
need for legislation so tha ntelligence collection activities
could continue. (FS15% |

Gonzales's notes indicate that when he was asked at the meeting why
Comey was “reluctant” to sign the Authorization; Gonzales responded, “r
said it was not really my place to representf[eomey:’s]j'_positiOn,'-but I believed
that he did not feel that the President’s Constitutional authority would not
[sic] override FISA.” The notes do not indicate what else was discussed
about the basis for the Department’s concerns about the legal support for
the program. —{ES/FSTEWH- P

The notes indicate that Andrew Card stated that “it would be hard to
explain if another attack.occurred and we could have stopped it with this
tool.” Gonzales’s notes then state:

- Andy asked if anyone had any reservation-and no one spoke up
raising an objection

- The VP said that what I am hearing is that we should go forward with
the program for a period of 30-45 days and see if there was.a

legislative fix. {F877/SH7NF—

The notes indicate that Vice President Chieney read aloud proposed
language of new legislation. quever, the notes do not deseribe the
proposed legislation that was discussed. (U)

Aecording"co Gonzales’s notes, the reacti‘on‘s and commeénts of the
congressional leaders were as follows: Both Hastert and Roberts “said they
now felt an obligation to use the ouh, according to the notes

DI ASLEEL KL : :

| Roberts said that if Comey would not certify
fired.” Harman suggested that another
branch of governmerit “should have some role, checks and balances on the
program” and raised the possibility of involving the FISA Court. According
to the notes, Gonzales responded to Harman’s suggestion by volunteering
that it would be possible to have the Presiding Judge of the FISA Court
“gpprove or develop the guidelines to protect privacy rights.” The notes
state that Daschle felt it would be “impossible to get [new legislation] passed

157 Gongzales told us he was unable to recallfgs 2
and said he did not recall whether it had to do




without it becoming very public.” Rockefeller was “concerned about privacy
safeguards” and was advised of “the 39 steps followed [by the NSA] to make
sure privacy concerns were addressed.” According to the notes, Pelosi.
expressed concern about giving' “total discretion” to the President and
discussed the need for the proposed legislation to be periodically renewed by
Congress-and that it not be permanent. F5 SPLWASTHLOCHNEY

Gonzales told us he initially left a gap in one section of the notes
where he described Pelosi’s comments. He stated that a day or so later,
after recalling what she had said at the meeting, he filled in the gap with the
following italicized language: “Pelosi said tell DAG that everyone is
comfortable and the program stiould go forward.”158 (U)

3. March 10, 2004: Hospital Visit (U)

Gonzales told us that following the meeting with the congressional
leaders during the afterrioon of March 10, President Bush instructed him
and Card to go to the George Washington University Hospital to speak to
Ashcroft, who was recovering from surgery in the intensive care unit. The
events that followed, which are recounted below, are based on notes from
Ashcroft’s FBI security detail, Goldsmith’s notes, and Mueller’s program log;
the OIG’s interviews of Gonzales, Comey, Goldsmith, Philbin, and Mueller; '
and Comey and Gonzales’s congressional testimiony,159 9))

At 6:20 p.m. on March 10, Card called the hospital and spoke with an
agent in Ashcroft’s FBI security detail, advisi-ng_»th'e agent that President v
Bush would be calling shortly to speak with Ashcroft. Ashcroft’s wife told

158 When Gonzales testified before the Senate Judiciary Committee on J uly 24,
2007, he essentially described the congressional leaders’ reactions to-the Mareh 10,2004,
Gang of Eight briefing as he did in his handwritten notes of the briefing, stating, “The
consensus in the room from the congressional leadership is that we should eontinue the
activities, at least for now.” However, after Gonzales testified, Representative Pelosi,
Senator Rockefeller, and Senator Daschle issued statements to the media sharply disputing
Gonzales’s characterization of their statements at the March 10, 2004, briefing, and stating
that there was no consensus at the meeting that the program should proceed. See
“Gonzales; Senators Spar on Credibility,” by Dan Eggen and Paul Kane, The Washington
Post (July 25, 2007). Pelosi’s office also issued a statement that she “made clear my
disagreement with what the White House was asking” concerning the program. See
“Gonzales Comes Under New Bipartisan Attack in Senate,” by James Rowley,
Bloomberg.com (July 24, 2007). We did not attempt to interview the congressional leaders
and obtain their recollections as to what was said at this meeting, because thiswas beyond
the scope of our review, (U)

159 Comey described the events surrounding the hospital visit in testimony before
the Senaté Judiciary Committeé on May 15, 2007, Gonzales testified about these issues
before the Senate Judiciary Committee on July 24, 2007. As noted above, Attorney General
Asheroft and Card declined our request to be interviewed. Ayres, Asherolt's Chief of Staff at
the time, also declined our request for an interview. (U)




the agent that Ashcroft would not accept the call. Ten minutes later, the
agent called Ashcroft’s Chief of Staff David Ayres through the Justice
Command Center to request that Ayres speak with Card about the
President’s intention to call Ashcroft. The agent conveyed to Ayres Mrs.
Ashcroft’s desire that no calls be made to Ashcroft for another day or two.160
Ayres told the agent he would relay this message to Card. 1) N

However, at 6:45 p.m,, Card and the President called the hospital
and, according to the agent’s notes, “insisted on speaking [with Attorney
General Ashcroft].” According to the agent’s notes, Mrs. Ashcroft, rather
than Attorniey General Ashcroft, took the ca'll'from Card and the President.
According to the agent’s notes, she was informed that Gonzales and Card
were coming to the hospital to see Ashcroft regarding a matter involving
national security. (U)

At approximately 7:00 p.m., Ayres was advised, either by Mrs.
Asheroft or a member of the Attorney General’s security detail that Gonzales
and Card were on their way to the hospital. Ayres then called Comey, who.
4t the time was being driven home by his security detail, and told Comey
that Gonzales and Card were on their way to the hospital. Comey told his
driver to rush him to the hospital. According to Comey, his driver activated
the emergency lights on the vehiele and headed to the hospital, (U)

According to his congressional testimony, Comey then called his Chief
of Staff, Chuck Rosenberg, and directed him to “get as many of my people as
possible to the hospital immediately.” Comey then called FBI Director
Mueller, who was having dinner with his wife and daughter at a restaurant,
and told him that Gonzales arid Card were on their way to the hospital to
see Ashcroft, and that Ashcroft was in no coridition to receive guests, much
less make a decision about whether to continue the program, According to
Mueller’s program log, Comey asked Mueller to come to the hospital to
“witness [the] condition of AG.” Mueller told Comey he would go to the
hospital right away. (U)

At 7:05 p.m., Ayres was notified by an agent on Ashcroft’s security
detail that Comey was en route to the hospital. Ayres called the agent back
at approximately 7:20 p.m. and told the agent that “things may get ‘a little
weird” when Gonzales and Card arrived. Ayres instructed Ashcroft's
security detail, which was composed of FBI agents, to give its “full support”
to Comey and to follow Comey’s instructions. Ayres also told the agent that
the security detail should not allow the U.S. Secret Service agents who

160 Ashcroft was recovering from his gallbladder surgery the prior day. He was
described by those who saw him that night as being very weak and appearing heavily
medicated. Philbin told us that Ashcroft was “on morphine” on the evening of March 10.

(V)




would be accompanying Gonzales and Card to remove Comey from
Ashcroft’s room. The FBI agent told Ayres that the Attorney General’s
security detail would “fully back” Comey and that “this is ‘our scene’.” (U)

Philbin said he was leaving work that evening when he received a call
from Comey, who said that Philbin needed to get to the hospitdl right away
because Gonzales and Card were on their way there “to get Ashcroft to sign
something,” Comey also directed Philbin to call Goldsmith and tell him
what was happening at the hospital. Philbin called Goldsmith from a taxi
on his way to the hospital. Goldsmith told us he was home having dinner
when he received Philbin’s call telling him to go immediately to the hospital.
(U)

Comiey arrived at the hospital betweeri 7:10 and 7:30 p.m.16! In his
congressional testimony, Comey said he ran up the stairs with his security
detail to Ashcroft’s floor, and he entered Ashcroft’s room, which he
described as darkened, with Ashcroft lying in bed and his wife standing bv
the bed. Comey said he began spedkirng to Ashcroft, “trying to orient him as
to time and place, and try to see if he could focus on what was happening.”
Comey said it was not clear that Asheroft could focus and that he “seemed
pretty bad off.]” Comey stepped out of the room into the hallway and
telephoned Mueller, who was on his way to the hospital. With Mueller still
on the line, Comey gave his phone to an FBI agent on Ashcroft’s security
detail, and according to Comey Mueller instructed the agent not to allow
Comey to be removed from Ashcroft’s room “under any circumstances.” (U)

Goldsmith and Philbin arrived at the hospital within a few minutes of
each other. Comey, Goldsmith, and Philbint met briefly in an FBI “command
post” that had been set up in a room adjacent to Ashcroft’s room. Moments
later, word was received at the command post that Card and Gonzales had
arrived at the hospital and were on their way upstairs to see Ashcroft.
Philbin told us the FBI agents in the command post called down to the
checkpoint at the hospital entrance to ask whether Card and Gonzales were
accompanied by Secret Service agents, which Philbin said indicated concern
that a “stand-off” between the FBI agents and the Secret Service agents
might ensue. (U)

Comey, Goldsmith, and Philbin entered Ashcroft’s room. Goldsmith
described Ashcroft’s appcarance as “weak” and “frail,” and observed that his
breathing was shallow. Philbin said he was shocked by Ashcroft’s
appearance and said he “looked terrible.” Philbin said that Ashcroft

161 There is a discrepancy in the Attorney General’s securily detail log on the time.
One agent wrote that Comey arrived at 7:10. Another agent wrote that Comey arrived at
7:30. (U)




appeared to have lost a lot of weight, was “gray in the face,” and was “almost

out of it” because he was on morphine. Comey stated that Ashcroft was
“clearly medicated.” (U)

Comey testified that he sat in an armchair by the head of Ashecroft’s
bed, with Goldsmith and Philbin standing behind him; Mrs, Ashcroft stood
on the other side of the bed holding Asheroft’s arm. No security or medical
personnel were present. (U)

Goldsmith’s notes indicate that at this point Comey and the others
advised Asheroft “not to sign anything” (U)

Gonzales and Card, unaccompanied by Secret Service agents, entered
Ashcroft’s hospital room at 7:35 p.an., according to the FBI agent’s notes.162
The two stood across from Mrs. Asheroft at the head of the bed, with Comey,
Goldsmith, and Philbin behind them. (U)

Gonzales stated that when he entered the hospital room, Ashcroft was
in the bed and his wife was “at the 11:00 position.” Gonzales said to us that
he was unaware that Comey, Goldsmith, and Philbin were also present in
the room until Card told him this later, Gonzales told us that he could
“sense” that others were in the room, but that he was not sure who, because
his focus was on Asheroft. Gonzales said he carried with himin a manila
envelope the March 11, 2004, Presidential Authorization for Ashcroft to
sign. (U)

According to Philbin, CGonzales first asked Ashcroft how he was
feeling. Ashcroft replied, “Not well.” Gonzales then said words to the effect,
“You know, there’s a reauthorization that has to be renewed . . ..” (U)

Goldsmith told the OIG that Gonzales next reminded Ashcroft that he
had been certifying the program for the past 2 years. Comey told us that
Gonzales told Ashcroft, “We have arranged for a legislative remediation;
we’re going to get Congress to fix it,” and that more time was needed to
accomplish this. Comey told us he did not know what Gonzales meant by
“legislative remediation.” (U)

Gonzales told us that he did not recall telling Ashcroft that a
legislative remediation had been arranged, but rather may have told
Ashcroft that White House officials had met with congressional leaders “to
pursue a legislative fix.” (U)

Comey testified to the Senate Judiciary Committee about what
happened next: '

162 Gonzales told us he and Card arrived in Ashcroft's hospital room at 7:20. (U)




.. . Attorney General Ashcroft then stunned me: He lifted his
head off the pillow and in very strong terms expressed his view
of the matter; rich in both substance and fact, which stunned
me, drawn from the howrlong meeting we’d had a week earlier,
and in yery strong terms expressed himself, and then laid his
head back down on the pillow. He seemed spent. ... And as
he laid back down, he said, “But that doesn’t matter, becauise
I’'m not the Attorney General, There is the Attorney General,”
and he pointed to me — I was just to his left. The two men
[Gonzales and Card] did not acknowledge me; they turned and
walked from the room. (U)

Comey also testified that “I thought I had just witnessed an effort to
take advantage of a very sick man, who did not have the powers of the
Attorney Gerieral because they had been transferred.to me.” (U)

Philbin described to us Ashcroft’s statements. to Gonzales and Card in
the hospital room, stating that Ashcroft “rallied and held forth for two
minutes” about problems with the program as had been explained to him by
Comey, and that Ashcroft agreed with Comey. Gonzales told us that he did
ot recall Asheroft stating that he agreed with Comey. Goldsmith’s notes
indicate that Ashcroft argued in particular that NSA’s collection activities
exceeded the scope of the Authorizations and the OLC o emoranda, stating
that he was troubled by| ‘ ' 163 According to

voldsmith’s notes Ashcroft also said thatitwas: -oubling that| ,
' people in other agencies” had been read into the program, but that
Ashcroft’s own Chief of Staff, and until recently the Deputy Attorney
General, had not been allowed to be read in. ‘Gonzalés told us he responded
to Ashcroft that this was the President’s decision. {BS/8H/NF—

According to Goldsmith’s notes, Ashcroft also complained that the
White House had “not returned phone calls,” and that the Department had
been “treated badly and cut out of [the] whole affair.” Asheroft told
Gonzales that he was “not prepared to sign anything.” (U)

When we interviewed Gonzales about the hospital visit, he stated that
these were “extraordinary circumstances,” that the program had been
reauthorized over the past two years, and that the sentiment of the

163 As discussed in Chapter Three, Ashcroft was present for the January 31, 2002,
briefing of Presiding Judge of the FISA Court Royce Lamberth about the program.
According to-an outline of information to be covered during that briefing, NSA Director
Hayden would have explained how the program functioned operationally. Because Ashcroft

w

did not agr inte
about the . -
him of this aspect o

e were unable. to determine what Ashcroft understood.
® | collection prior to Philbin and Goldsmith's explanation to

[ the p’rqgral. in late 2003, «FSHSTEWEHOE/ NP
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-cdngrc‘ssbnglvlcad‘e1*ship;was that it should contiriue. Gonzales said he
therefore felt it was very important that Ashcroft be told what was:
happening, adding «1f [ were the Attorney General I would damn sure want
to know.” (U) |

In his July 2007 congressional testimony, Gonzales also explained the
visit to the hospital by stating that it was “imnportant that the Attorney
General knew about the views. and recommendations of the congressional
leadership; that as a formet member of Congress and as someone who had
authorized these activities for over two yeafs? that it might be irnportant for
him to hear this information. That was the reason that Mr. Card and 1 went
to the hospital.” Gonzales further testified, “We didn’t know whether or not
he knew of Mr. Comey’s position and, if he did know, whether or not he
agreed with it.” Gonzales also disputed Goldsmith’s account that Asheroft
stated that he was “not prepared to sign, anything,” and referred us to his
July 2007 testimony where he stated: (U) '

My recollection, Senator [Feinstein], is — and, of course, this
happened some time ago and people’s recollections are going to
differ. My recollection is that Mr. Asheroft did most of the |
talking. At the end, my recollection is, he said, “I've.been told it
would be improvident for me to sign. But that doesn’t matter,
because I'm no longer the Attorney General.” (U) '

Gonzales told us that he and Card would not have gone-to the
hospital if they believed Ashcroft did not have the authority to certify the
Authorization and told us that as soon as Ashcroft stated he no longer
retained authority to act, Gonzales decided not ask Ashcroft to sign the
Authorization. In his congressional testim_onyGonzales stated, “Obvicusly
there was concern about General Asheroft’s condition . . . [We knew, of
course, that he was ill, that he’d had surgery.” Gonzales also stated that
“We would not have sought nor did we intend to get any approval from
General Ashcroft if in fact he wasn’t fully competent to make that decision.”
He also testified, “There’s no governing legal principle that says that Mr.
Ashcroft [ . . . ] If he decided he felt better, could decide, T'm feeling better
and I can make this decision, and I’'m going to make this decision,”!64 (U)

‘ The Attorney General security detail’s logs indicate that Gonzales and
Card left Ashcroft’s room at 7:40 p.m. (U)

164 Hearing before Senate Judiciary Committee, July 24, 2007. Gonzales also told
us that he would not have gone to the hospital solely over the dispute concerning the scope

| (ESASHTNET




Moments after Gonzales-and Card departed, Mueller arrived at the
hospital. According to Mueller’s notes, outside the hospital room Comey
informied him of the exchange that had occurted in Asheroft’s room, and in
particular that Ashcroft had stated that Comey was the Actling Attorney
Gerieral, that “all matters” were to be taken to Comey, but that Ashcroft
supported Comey’s position regarding the program. Mueller’s notes also
state: “The AG also told [Gonzales and Card] that he was barred from
obtaining the advice he needed on the program by the strict
compartmentalization rules of the {White House].” (U)

Mueller’s notes indicate that Comey asked Mueller to witness
Ashcroft’s condition, and requested Mugller to inform the FBI security detail
that no visitors, other than family, be allowed to see Ashcroft without
Mueller's consenit. Both Mueller’s notes and the security detail log indicate
that Mueller instructed the detail that under no circumstances was anyone
to be allowed into Asheroft’s room without express approval from either Mrs,
Ashcroft or Mueller. (U)

At approximately 8:00 p.m. Mueller went into Ashcroft’s room for 5 to
10 minutes. Mueller wrote in his p1 ogram log: “AG in chair; is feeble,
barely articulate, clearly stressed.” (U)

4., March 10, 2004: Olson is Read into the Program (U)

According to Comey’s congressional testimony, while he was speaking
with Mueller prior to Mueller’s departure from the hospital, an FBI agent
interrupted, stating that Comey had an urgent telephone call from Card.
Comey testified that he then spoke with Card, who was very upset and
demanded that Comey come to the White House immediately. Comey
testified that he told Card that based on the conduct Comey had just
witnessed at the hospital, he would not meet with Card without a witness
present. Comey testified that Card replied, “What conduct? We were just
there to wish him well.” Comey reiterated his condition that he would only
meet Card with a witness present, and that he intended the witness to be
Solicitor General Olson. Comey testified that until he could “connect” with
Olson, he was not going to meet with Card. Card asked if Comey was
refusing to come to the White House, and Comey responded that he was not
refusing and would be there, but that he had to go back to the Justice
Department first. (U)

Comey and the other Department officials left the hospital at 8:10
p.m. Philbin stated that he returned to the Department with Comey in
Comey’s vehicle, and that the emergency lights were again activated.
Goldsmith also left the hospital and went to the Department. At the
Department Comey, Goldsmith, and Philbin were joined by Olson, who had
come to the Justice Department after being contacted at a dinner party.




Comey told us that he believed there was an urgent need to have Olson read
into the program because he was confident Olson would agree with Comey
and the others that Yoo’s legal analysis was flawed and that Olson would be
a strong ally in.the matter because of Olson’s respected intellect and
credibility. (U)

During this meeting at the Justice Department, a call came from Vice
President Cheney for Olson, which Olson took on a secure line in Comey's
office while Comey waited outside. Comey told us he believes Vice President
Cheney effectively read Olson into the program during that conversation.

(U)

Comey and Olson then went to the White House at about 11:00 p.m.,
and met with Gonzales and Card that evening. Comey testified that Card
would not allow Olson to enter his office. Comey relented and spoke to Card
alone for about 15 minutes.. At that point, Gonzales arrived and brought
Olson into the room. According to Comey, he communicated the
Department’s views on the dispute and that the dispute was not resolved in
this discussion. Comey stated that Card was concerned that he had heard
reports that there was to be-a large number of resignations at the
Department. (U)

Gongzales told us that he recalled that Comey met first with him and
Card while Olson waited outside the office, and that Olson joined them
shortly thereafter. Gonzales said that little more was achieved than a
general acknowledgement that a “situation” continued to exist because of
the disagreement between the Department and the White House regarding
the program.165 (U)

5. March 11, 2004: Goldsmith Proposes Compromise
Solution (U)

According to a memorandum to the file drafted by Goldsmith, he met
with Gonzales at 6:30 a.m. the next morning, March 11, 2004, at the White
House to discuss a proposal under which the Department could support

165 Comey stated that Olson did not become deeply involved in analyzing the Stellar
Wind program in the days that followed because he was preparing for a major argument
before the Supreme Court. Comey told us that Deputy Solicitor General Paul Clement was
read into the program on March 12, 2004, and reviewed all of the OLC memoranda that
weekend, Comey said Clement agreed with Goldsmith and Philbin’s analysis “one hundred
percent” and later worked with the OLC on drafting a new memorandum on the legality of
the program, which is discussed below. However, Bradbury told us that Comey’s
characterization of Clement’s view of the analysis was exaggerated. Bradbury told us that
Clement had remarked to him after these events transpired that Goldsmith and Philbin’s
analysis “sounded reasonable to me at the time,” and that Clement’s view of the analysis
was based only on a limited review of it. (RSFSHANE)-




Goldsmith told us that he did not specifically recall this meeting.
Gonzales told us that he recalled conveying to Goldsmith and Philbin at
some point during this day that the President had decided he had the
constitutional authority to continue the program, Gonzales said he also
expressed to Department officials the sentiment that the Department should
continue seeking a way to “get comfortable” with the President’s decision.
(U)

6. March 11, 2004: White House Asserts that Comey’s
Status as Acting Attorney General was Unclear (U)

Goldsniith told the OIG that later during the morning of March 11,
2004, he received a call from Deputy White House Counsel David Leitch.
Goldsmith said Leitch was “yelling and screaming” about the White House:
not being informed that Comey was the Acting Attorney General. Goldsmith
told the OIG that Leitch made two specific complaints. First, Leitch claimed
that the White House had never received a determination from OLC on
Comey’s assumption of Ashcroft’s powers and duties. Goldsmith told us
that to rebut this charge, OLC Deputy Assistant Attorney General Edward
Whelan was sent to the Justice Command Center to retrieve from a waste
basket the facsimile transmittal confirmation sheet from the March 5, 2004,
memorandum Goldsmith had sent to Gonzales entitled “Determination that
Attorney General is absent or disabled.” This confirmation sheet
subsequently was sent to Leitch.166 (U)

166 In a March 12, 2004, e-mail to Ayres, Comey, Goldsmith, Philbin, and ethers
{including a copy to Gonzales), Leitch offered a “clarification,” asserting that the White

House had in fact received the Goldsmith memoranda of March 5, as well as the
(Contd.)




Leitch’s second claim was that the OLC memorandum was ambiguous
because it.did not specify whether the Attorney General Wasy.determi_ned to.
be “absent” or “disabled,” a difference for purposes of the Attorney General’s
authority., According to Goldsmith, if the Attorney General was “absent,”
the Deputy Attorney General could act as. the Attorney General, although
the Attorney General would retain his authority and technically could
overrule the Deputy. If the Attorney General was “disabled,” the Attorney
Getneral was divested of all autherity. Goldsmith said he responded to
Leitch by noting the inconsistency of the White House making this second
clajm because, according to Leitch, it had not received Goldsmith’s
memoraridum in the first instance. (U)

Goldsmith said he also told Leitch to “lay off” the complaints, but that
Leitch did not. Goldsmith said he therefore reluctantly sent a detailed
e-mail to Leitch on March 11 to support the Department’s contention that it
had properly informed the White House of Ashcroft’s status. Goldsmith
stated that in the e-mail he also made the point that his conversation with
Gonzales on March 9, 2004 (discussed above) was premised on Gonzales’s

knowledge that Ashcroft was ill and that Comey needed to authorize a

«30-day bridge” until Ashcroft was well enough to sign the Authorizations
again.167 (U)

Gonzales told us that he had no recollection of having seen OLC’s
March 5, 2004, memorandum entitled “Determination that Attorney General
is absent or disabled.” As described above, Gonzales stated that he and
Card would not have gone to the hospital if they believed Ashcroft did not
have the authority to certify the Authorization as to formand legality.

Gonzales also said that while he believed Comey would be making the

decision to recertify the program, this did not mean that Ashcroft had
relinquished his authority or had been “recused” from making the decision.
Gonzales said he believed that Ashcroft retained the authority if he was
competent to exercise it and was inclined to do so.168 FSHSHNFY-

memorandum from Comey’s Chief of Staff Chuck Rosenberg memorializing Comey’s
decision that the Attorney General was “absent or disabled” within the meaning of 28
U.S.C. § 508(a). Leitch’s clarification stated that the Rosenberg memorandum had been in
draft form. (U)

167 The QIG searched for but was unable to find this e-mail from Goldsmith to
Leitch, (U)

168 During his July 24, 2007, testimony before the Senate Judiciary Committee,
however, Gonzales stated that he thought there had been newspaper accounts of Comey’s
assumption of the Attorney General’s duties and stated that “the fact that Mr. Comey was
the acting Attorney General is probably something that I knew of.” Gonzales testified that
he was aware that Ashcroft was ill and had undergone surgery, but Gonzales stated that
Ashcroft “could always reclaim” his authority. (U)




7.  March 11, 2004: Gonzales Certifies Presidential
Authorization as to Form and Legality (TS//SLH/NF})

‘On the morning of March 11, 2004, with the Presidential
Authorization set to expire, President Bush signed a new Authorization, 182
In'a departure from the past practice of having the Attorney General certify
the Authorization as to form and legality, the Mareh 11 Authorization was
certified by White House Counsel Gongzales. The March 11 Authorization
also differed markedly from prior Authorizations in three other respects.

The first significant difference between the March 11, 2004,
Presidential Authorization and prior Authoerizations was the Président’s
explicit assertion that the exercise of his Article II Commander-in-Chief
authority “displace[s|the provisions of law, including the Foreign Intelligence
Surveillance Act and chapter 119 of Title 18 of the United States Code
lincluding 18 U.S.C. §2511(f) relating to exclusive means), to the extent of
. any conflict between the provisions and such exercises under Article II[,]”

‘As discussed above, FISA and the Omnibus Crime Control and Safe Streets
Act of 1968, 18 U.8.C. 8§ 2510-2521 (generally referred to as Title III) are by
their terms the “exclusive means by which electronic surveillance, as
defined ini [FISA], and the interception of domestic wire, oral, and electronic
communications may be conducted.” 18 U.8.C. § 2511(2)(f). This new
language was based on the same legal rationale Yoo first advanced in
support of the Stellar Wind program - that FISA cannot be read to infringe
upon the President’s Commander-in-Chief authority under Article 11 of the
Constitution during wartime. +F8//STLW//SI//QC/NF) '

Subsequent Presidential Authorizations did not include this language
diseussing the legal bases for the program. Steven Bradbury told the OIG
that he believed the language was included in the March 11 Authorization
as a way of indicating that the President did not agree with Goldsmith and
Philbin’s analysis, and to protect those who had been implementing the
program under the prior OLC opinions. (FSALSLLNE

Second, to narrow the gap between the authority given on the face of
prior Authorizations and the actual operation of the program by the NSA,
the terms governing the collection of telephony and e-mail meta data were
clarified. The underlying language for “acquiring” both telephony and e-mail
meta data remained as it had been, giving the NSA authority to:

169 The March 11, 2004, Presidential Authorization stated that it would expire on

May 6, 2004, 4TSALSLLINE)
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. acquire; with respect to-a communication,
header/router/addressing-type information, including
telecommuniications dialing-type data, but not the contents:of
the communicalion, whern (i) at leastione party 1o such
communication is outside the United States, (ii) no party to
such communication is known.to be a citizen of the United
States, or (iii) based.on the factual and practical considerations
of everyday life on which reasonable and prudent persons act,
there are specific and articulable facts giving reason to believe:
that.such communication relates to international terrorism; ot
activities in preparation therefor, {FS/7SFk, E: C/NE

Presidential Authorization, March 11, 2004, para. 4(b). However, this
language wasnow qualified by the following two.subparagraphs:

(i) the Department of Defense may obtain and retain

header/ router/addressing-type information. including __

!ieatianudiia ype dat )(,1, (b)(3) =B
- Iprovided that search

" and retrievs
Theader/rout g-type information, including
telecommunications dialing-type data, shall occur only in

| accordance with this authorization; and

er/addressing

(ii) header/router/addressing-type information, including
telecommunications dialing-type data, is “acquired” for
purposes of subparagraph 4(b) above when, and only when, the
Depattment of Defense has searched for and retrieved such
header/router/addressing-type information, including
telecommunications dialing-type data (and riot when the
Department obtains such header/router/addressing-type

ini tion.d ine telecammunications diglino-tvne data,
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Id. at para. 4(b)(i) 8 (ii). (ES/A/STLW/H/SHOCNF)

In essence, the March 11, 2004, Authorization for the first time
sought to make clear that the NSA could “obtain and retain” telephony and
c-mail meta data (baskets 2 and J)[PEGIGE
hut the meta data collected could only be
queried (“acquired”) in accordance with any of the three conditions set forth
in paragraph 4(h).'70 This language clarifying what the term “acquire”

170 The term “obtain,” as first introduced in the March 11, 2004, Presidential
Authorization, was meant to be synonymous with the termt “collect.” {ESAHSHMFY




meant was included in-every successive Presidential Authorization for the
remainder of the program. [TS//STLW//SL//OC/NE}

Moreover, the President asserted in the March 11 Authorization that
the newly drafted distinction between “obtaining and retaining” meta data
versus “acquiring” the meta data “reflects the consistent course of conduct
under such Presidential Authorizations that has been knowr to and
authorized by me, and shall be deemed to have been a partof such
Presidential Authorizations as if [paragraph 4(b)(i) & (ii)] had been explicitly
included in each such Presidential Authorization at the time of presidential
signature; any action taken prior to presidential signature of this
authorization that is. consistent with the preceding sentence is ratified and

confirmed.”7! Id. at para. 4(b). (LS ST/ ST /OGN

According to Comey and Philbin, this new language was Addington’s
“fix.”172 Philbin said he believed the new language was “sufficient” to

address the Department’s concern that the Authorizations dicl not
adequately describe thelRICIEIEE B8 lbeing carried out.bi- the

NSA, although he believed the new language was "cumbersome.”

In his OIG interview, Gonzales declined to explain the significanice of
w lanicuage, based on an asscrtion from the Special Cournsel to-the
Y R 4 E ‘!'g’“’ B 5 S, E iy e

=t 9

172 Hayden and Philbin both told the OIG that Addington drafted the Presidential
Authorizations. In his OIG interview, we asked Gonzales who drafted the March 11, 2004,
Authorization. On the advice of the Special Counsel to the President, Gonzales declined to

answer. (PFS/ASHANE




The-third significant departure from prior Authorizations was the
inclusion of a statement that “the Attorney General of the United States
approved as to form and legality [all prior Presidential Authorizations]

authorizing the same activities as are cxtended by this authorization[]” 1d.
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‘However, Gonzales told us that he {0
Departinent understood that the NSA was

Sihat Philbin had been to the NSA several times and had met with NSA officials to gain an
understanding of how the program was actually implemented. APS /A STEWNHEHFOE/NF)




We asked Gonzales why he signed the March 11, 2004, Presidential
Authorization even though the Department could not support it. On the
advice of the Special Counsel fo the President, Gonzales declined to answer,
However, Gonzales stated that the White House Counsel, like OLC, provides
legal advice to the President and that his signature on the Authorization
simply represented his advice as to its form and legality. {FS/SH-/NE

NSA Director Hayden told us that Addington asked him whether the
NSA would be willing to continue the Stellar Wmd program without the
Justiceé Department’s certification of the Presidential Authotization. Hayden
said this was a “tough question” and that he consulted with his leadership
team at the NSA before making a decision. Hayden said that three
considerations persuaded him to continue the program. First; the
congressional members briefed on the situation on March 10, 2004, were
supportive of continuing the program without Comey’s certification.
Second, the program had been operating for the previous two and a half
years with Department approval. Third, the NSA General Counsel’s office
told him the program was legal, Hayden said he was unsure whether
proceeding without the Department’s certification was a sustainable
approach, but that he was comfortable doing so when the issue arose in

March 2004. @FS/FSH-NF—

B. Department and FBI Officials React to Issuance of
March 11, 2004, Authorization {TS//SH{NF}-

Several Department and FBI leadership officials considered resigning
after the Presidential Authorization was signed despite the Deputy Attorney
General’s refusal to certify the program based on the Department’s
determination that certain activitics it authorized were without adequate
legal support. Many of the Department, FBI, and White House officials we
interviewed characterized the events 1mmed1ately surrounding the issuance

174 In a closed session of the Senate Select Committee on Intelligence on June 26,
2007, Comey described his belief regarding the new language, stating, “[T|here were some
additions to the text that were an effort by someone to try and fix the record in some

respect.” (U/ fFFETEO)




of the March 11, 2004, Presidential Authorization ini dramatic, sharp terms.
Several of the Department witnesses described the impasse as a “crisis” and
described a sense of distrust and anger that permeated their relations with
White House officials during this period. In a letter of resignation that
Comey wrote but did not send, he described this- period asan “apocalyptic

situation.” {FS{FSHH NP

In this section, we describe the reactions of Department, FBI, and
White House officials to the White House decision to continue the programl
without the support of the Justice Department. (U)

1. Initial Responses of Department and FBI Officials (U)

White House Chief of Staff Card informed Comey by telephone on the
morning of March 11, 2004, that the President had signed the new
Aiithorization that morning, At approximately noon, Gonzales called
Goldsmith to inform him that the President, in issuing the Authorization,
had made an interpretation of law concerning his.authorities and that the
Departmient should not act in. ch‘tradiction of his determinations.
Goldsmith took notes on the call. According to his notes, Goldsmith asked
Gonzales; “What were those determinations?” and Gonzales responded that

he would let Goldsmith know. {FS/SH-NFY

Later that day, Gonzales called Goldsmith again and told him that
OLC should continue working on its legal analysis of the program. Ina
third call that day, however, Gonzales directed Goldsmith to suspend work
on the legal analysis and to decline a request from the CIA General Counsel
to review a draft of the new OLC memorandum. (ESAFSHHNEY

Goldsmith followed up this series of calls with a letter to Gonzales
seeking clarification on Gonzales’s instructions. Goldsmith wrote that he
interpreted the March 11, 2004, Authorization signed by the President to
mean that “the President has determined the legality of [the program] in all
respects based upon the advice and analysis of your office, and that officers
of the Department of Justice should refrain from calling into question the
legality of [the programy], or from undertaking further legal analysis of it.” In
the letter Goldsmith recounted how Gonzales had then called him to advise
that OLC should continue its legal analysis of the program, adding, “I am
now uncertain about your direction based on the President’s exercise of his
authority.” Goldsmith concluded his letter by reiterating OLC’s position
that its existing legal memoranda “should not be relied upon in support for
the entire program.” Goldsmith described the document he wrote as a “for
the record” letter.175 As described below, Goldsmith and Philbin delivered

175 Goldsmith said he discussed a draft of the letter with Comey, Rosenberg, Ayres,
Olsor, and others and edited it based on their suggestions. (U)




this letter to Gonzales at his residence at approximately 11:00 p.m. that

night. {F&/ASLNE)

At rioon on March 11, 2004, Director Mueller met with Card at the
White House. According to Mueller’s program log, Card summoned Mueller
to his office to bring Mueller up to date on the events of the preceding 24
hours. Card recounted for Mueller the briefing of the congressional leaders
theé prior afternoon and the President’s issuance of the new Authorization
without the Departmernt’s. approval. In addition, Card told Mueller that if no
“legislative fix” could be found by May 6, 2004, when the current
Authorlzatlon was set to expire, the program would be discontinued.

According to Mueller’s notes, Card acknowledged to Mueller that
President Bush had sent him and Gonzales to the hospital to seek Ashcroft’s
ceértification for the March 11, 2004, Authorization, but that Ashcroft had
said he was too ill to make the determination and that Comey was the
Acting Attorney General. Mueller wrote in his program log that he told Card
that the failure to have Department of Justice representation at the
congressional briefing and the atternpt to have Ashcroft certify the
Authorization without going through Comey “gave the strong perception that
the [White House] was trying to do an end run around the Acting [Attorney
General] whom they knew to have serious concerns as to the legality of
portions of the program.” Card responded that he and Gonzales were
unaware at the time of the hospital visit that Comey was the Acting Attorney
General, and that they had only been following the directions of the

President. {FS77/Si//NFY

Mueller reminded Card that Mueller had told Vice President Cheney
during their March 9, 2004, noon meeting that Mueller could have problems
with the FBI’s continued involvement in the program if the White House
issued an Authorization without the Department’s approval. Card said he
understood Mueller’s concern and told him to stop by Gonzales’s office to
pick up a copy of the March 11, 2004, Authorization, which Mueller did.

Mueller met with Comey at 1:15 p.m. to review the Authorization, and
he left a copy of it with Comey. During this meeting, Mueller told Comey he
would be submitting a letter to Comey requesting advice on the legality of
the FBI’s continued participation in the program.!76 {IS//SL//NE}

176 According to the Mueller’s program log, Gonzales called Mueller at 2:50 p.m. to
tell him te “assure security of copy of President’s order.” {U)




Later that day, Mueller sent Comey a memorandum, prepared by FBI
General Counsel Valerie Caproni and an FBI Deputy. @eneral Counsel,
seeking guidance on iow the FBI should proceed in light of recent
developments. The memorandum asked whether FBI agents detailed to the
NSA to work on Stellar Wind should be recalled; whether the FBI should
cantinue to receive and investigate tips based onf . s
| and whether '

Office of Intelligence Policy and Review (OIPR) Counsel James Baker
also expressed his concern about the White House’s action. On the evening
of March 11, 2004, he drafted a memorandum to Comey containing what he
later described as a series of “loaded questions” concerning whether it was
“lawful and ethical” for OIPR to continue filing applications with the FISA
Court under the circumstances. 77 ST

Goldsmith and Philbin called Gonzales late in the evening of March 11
to ask if they could visit him at his residence to deliver the letter Goldsmith
had writteri earlier in the day. As described above, Goldsmith sought to
make a record of his earlier conversations with Gonzales in which
‘Goldsmith believed Gonzales had conveyed conflicting instructions
regarding how OLC should proceed in light of the President’s issuance of the
March 11 Authorization. L/ NEY

Gonzales told us that Goldsmith drafted the letter because Goldsmith
was “confused” about whether OLC should continue working on its legal
analysis of the program. Gonzales said he recalled that Goldsmith and
Philbin were “somber” during the meeting at his house. Gonzales said that
he told themi that the President had decided to go forward with the program,
but that they should continue working to resolve the outstanding legal
questions they had and try to find a solution. He said he tried to convey to
them his confidence that everyone would “get through this.” PSS HHN

Goldsmith and Philbin told us that Gonzales was very cordial during
the meeting and expressed regret for having gone to Ashcroft’s hospital
room that evening. Philbin stated that initially he believed that Gonzales
had instructed him and Goldsmith “not to do our job, not to determine what
the law is,” but that it became evident to him that Gonzales “wanted to do

»

the legally right thing.” Goldsmith also stated that as a general proposition

177 These issues are described in Section II C of this chapter in connection with the
Department’s meetings with FISA Court Presiding Judge Koljar-Kotelly to discuss the use in
FISA applications of information derived fro collected under the program
follow,ing the March 11, 2004, Presidential Authorization and its subsequent modifications.




he encountered more “pushback” from Addington than from Gonzales, and
that Gonzales “wanted to do the right thing.” {FS/+SH/NF—

2. Department and FBI Officials Consider Resigning (U)

Cormey told us he drafted a letter of resignation shortly after the
incident in Ashcroft’s hospital room on March 10. Comey said he drafted
the letter because he believed it was impossible for him to remain with the
Departiment if the President would do something the Department said was
ot legally supportable.178 (U)

Comey also testified that Ashcroft’s Chief of Staff David Ayres believed
Ashcroft also was likely to resign and urged Comey to wait until Ashcroft
was well enough to resign with him. In written responses to Senator
Charles Schumer following his testimony, Comey wrote that he believed the
following individuals also were prepared to resign: Goldsmith, Philbin,
Chuck Rosenberg, Daniel Levin, James Baker, David Ayres, Deputy Chief of
Staff to the Attorney General David Israelite, and Director Mueller. Comey
also responded to the question that he believed that “a large portion” of his
staff also would have resigned if he had. (U}

Goldsmith told us he was “completely disgusted” by his recent
meetings with White House officials in connection with the Stellar Wind
program and that he drafted a resignation letter at around the same time as
Comey. The OIG obtained a handwritten list Goldsmith had compiled as
these events were taking place to memorialize his grievances with the White
House’s actions duting this period. The list includes:

o the “[s|hoddiness of the whole thing,” which Goldsmith told us
referred to his belief that both the process by which the
program was implemented and the substantive analysis
underpinning it represented the extreme opposite of how to
manage a program as important as the White House claimed
Stellar Wind to be;

178 The letter was addressed to President Bush. Also, at 5:46 p.m. on the evening of
March 11, 2004, Comey sent an e-mail to two Department colleagues stating in part;

[ have been through the roughest patch of my professional life in the last 24
hours. You would not believe what has gone on . . .. 1 am hugely upset
about the conduct of certain members of the executive branch. But [ am
also hugely proud of the Department of Justice, including SG, Associate AG,
OLC, Ayres, my staff, the AG, and even Mrs. Ashcroft. I believe this has
been our finest hour, although it is not over yet. . .. I suspect [ will either be
fired by the President or quit, but I will have done the right thing for my
country. (U)




o “[o]ver-secrecy,” both in terms of not reading in attorneys at the
Justice Department and other agencies, and not keeping
Congress. informed;

o the hospital incident, which Goldsmith described as “shameful”;
“|d}isregard of law” on the part of the White House (a reference
Goldsmith did not expand upon with more specificity during his
interview with the OIG); and . '

o the White House’s claim that a legislative fix could be achieved,
which Goldsmith regarded as “irresponsible” because he
believed at the time that a legislative remedy was not a viable

option. {F&/4SHNF}

~ Goldsmith described three additional items on the list in particular as
“false representations” by the White House:

o “[lJies re shutting down,” referring te the White House's
assurances to Goldsmith on several occasions that it would
shut down the program if the Office of Legal Counsel could not
find legal support for it;

o “[lJies re telling [the President] of problem,” referring to
representations that the President had been kept informed of
the Department’s concerns about the program; and

o assertions by White House officials that they “[d]idn’t know AG
was incapacitated”. {FS/+SH-NF—

Goldsmith stated that on Thursday, March 11, Ayres asked him not to
resign because the Attorney General should have the chance to do so first
once he had fully recovered from his surgery. Goldsmith said he was still
“on the fence” the following Monday or Tuesday about resigning and that
there was great concern that his and other resignations would “spark a
panic” that might lead to the program being revealed publicly.17® (U)

Philbin told us that there was an “eerie silence” at the Department on
March 11 as he and others awaited word from the White House on the fate
of the program. Philbin said he and others believed they would have to
resign. Philbin said his primary concern was that the White House planned
to go forward with the Presidential Authorization and continue the program

179 Goldsmith ultimately tendered his resignation in June 2004, effective July 30,
2004. Goldsmith told us he resigned in part because he did not believe he could be an
effective head of the Office of Legal Counsel after his “unprecedented” withdrawal of several
legal memoranda, including those drafted by Yoo. Goldsmith added that he also resigned
because he was “exhausted” from his work in OLC and had recently been offered a teaching
position at Harvard Law School. (U)




despite the flaws that the Office of Legal Counsel had identified in its legal
analysis. Philbin said he was “absolutely serious” about resigning, adding,
(1] they re going to try to st1 ong~arm the guy on morphine, what else are
they going to do?” {LSLISE

Baker told us that he also considered resigning after the President
signed the Authorization but ultimately decided to remain in his position, in
part because of his fear that if the White: House was Wllhng to tolerate mass.
resignations of senior government officials rather than revise the Stellar
Wind program, “I don’t know what this means in terms of the rule of law in
this country.” Baker also stated that he knew hé had cértain protections
from removal for a period of time because he was a career official and that
he wanted to rernain as Chief of OIPR to protect the government’s
relationship with the FISA Court and to protect the attorneys in his office.

Levih said he was willing to resign over the matter, and he gave a
signed reS1gnat10n letter to Comey to be used by him “however [he] felt
appropriate.” Levin said he dld so “if it would help to get the White House to
changc its thind.” Levin sai 1o} ot certain he shared
Goldsmith’s view that thel iwas legally

without support, he thought 1 he White House’s conduct dunng the incident
at the hospital had been “outrageous and he was willing to resign on that

basis alone.

FBI General Counsel Caproni told us that she also was prepared to
resign. She said that the FBI's ptimary.concern 1egard111g the impasse
between the Department and the White House over the program was not
w1th issues of privacy and civil hbertles, but rather with “the rule of law.”

At approximately 1:30 a.n. on March 12, 2004, Mueller drafted by
hand a letter stating, in part; “[A]fter reviewing the plain language of the
FISA statute, and the order issued yesterday by the President . . . and in the
absence of further clarification of the legality of the program from the
Attorney General, I am forced to withdraw the FBI from participation in the
program. Further, should the President order the continuation of the FBI’s
participation in the program, and in the absence of further legal advice from
the AG, I would be constrained to resign as Director of the FBIL.” Mueller
told us he planned on having the letter typed and then tendering it, along
with his March 11, 2004, memorandum to Comey, but that based on
subsequent events his resignation was not necessary. {FS//SL/NE)




3. Comey and Mueller Meet with President Bush ()

On the morning of March 12; 2004, Comey and Mueller went to the
White House to attend the regular daily threat briefing with the Presidentin .
the Oval Office. Comey said that following the briefing President Bush
called him into the President’s private study for an “unscheduled meeting.”
U)

, Comey told us that President Bush said to him; “You look burdened.”
Comey told the President that he did feel burdened, to which the President
responded, “Let me lift that burden from you.” Comey told the President
that he felt as if he were standing on railroad tracks with a train coming

toward him to run over his career and ‘I can’t get off the tracks.” (U)

Comey said he then explained to the President the three baskets of
Stellar Wind collection and the issues and problems associated with each.
President Bush responded with words to the effect, “You whipped this on
me” all of a sudden, that he was hearing about these problems at the last
minute, and that the President not being told of these developments
regarding the program was “not fair to the American people.” Comey
responded that the President’s staff had been advised of these issues “for
weeks,” and that the President was being “poorly served” and “misled” by his
advisors. Comey also said to the President, “The American people are going
to freak when they hear what collection is going on.” President Bush

responded, “That’s for me to worry about.” F8//8TEW/ 787 0S¥~

According to Comey, the President said that he just needed until
May 6 (the date of the next Authorization), and that if he could not get
Congress to fix FISA by then he would shut down the program. The
President emphasized the importance of the program and that it “saves
lives.” Comey told the President that while he understood the President’s
position he still could not agree to certify the program. Comey said he then
quoted Martin Luther to the President: “Here I stand, I can do no other.” At
the end of the conversation, Comey told the President, “You should know
that Bob Mueller is going to resign this morning.” The President thanked
Comey for telling him that and said he would speak with Mueller next.

Comey said his conversation with the President lasted approximately
15 minutes. Following the conversation, Comey went to Mueller, who was
waiting in the West Wing, and started discussing his meeting with the




President. Word was then sent to Mueller through a Secret Service agent
that the President wanted to meet with him.80 (U)

Mueller later made notes in his program log about his meeting with
President Bush. According to his notes, the President told Mueller that he
was “tremendously concernied” about another terrorist attack and that he
had been 1nforrned that the Stellar Wmd pro‘cram was essentlal to proiectmg

beheved that he would be ¢ ‘justly held accountablée” if he did not do
everything possible to prevent another attack. The President explained to
Mueller that for these reasons he had authorized the continuation of the
program even without the concurrence of the Attorney General as to the

legality of “various aspects of the program.” {FS/HSTEW/ASHAOC/NE)

congressmnal leadershlp had been brlefed on the Pre&dent’s action to
extend the program and was “understandmg and supportive of the
President’s position.” The President also told Mueller that he had urged
Comey to agree to extend the program until May 6 and that he hoped for a
legislative fix by that tirhe, but that if no legislative solution could be found
and the legallty of the program was still in question by that time, he “would

shut it down.” -FS/FSH-NF—

According to Mueller’s notes, Mueller told the President of his
concerns regarding the FBI's continued participation in the program without
an opinion from the Attorney General as to its legality, and that he was
corisidéring resigning if the FRBI were directed to continue to participate
without the concurrence of the Attorney General. The President responded
that he “wished to relieve any burden [Muellér] may be laboring under” and
that he did not want Mueller to resign. Mueller said he explained to the
President that he had an “independent obligation to the FBI and to the
Justice Department to assure the legality of actions we undertook, and that
a presidential order alone could not do that.” {FS//SL{/NE)

180 At this point (9:27 a.m.), Comey sent an e-mail from his Blackberry to
Goldsmith, Philbin, Ayres, Levin, and others, stating:

President just took me inte his private office for 15 minute one on one talk.
Told him he was being misled and poorly served. We had a very full and
frank exchange. Dan’t know that either of us can see a way out. He
promised that he would shut down 5/6 if Congress didn't fix FISA. Told him
Mueller was about to resign. He just pulled Bob into his office.

bl, b3,
b7E



According to Mueller’s notes, the President expressed understanding
for Mueller’s position and asked what needed to be done to address
Mueller’s concerns. Mueller responded that Comey, the Office of Legal
Counsel, the CIA, and the NSA “needed to sit down immediately” and assess
the legal status of the pregram in light of QLC’s doubts about the existing
legal rationale and the March 11, 2004, Authorization. Mueller wrote:

According to Mueller’s notes, the President then directed Mueller to
meet with Comey and other principals to address the legal concerns so that
the FBI could continue participating in the program “as appropriate under

the law.” -

Mueller told us he met with Comey an hour later to begin
coordinating that effort. At 4:50 p.m. that afternoon, Mueller called
-Gonzales to request that additional Department lawyers be read into the
program,8 Mueller told us that this request originated with Comey and
that Mueller was merely acting as an “intermediary.” (U)

The President’s direction to Mueller to meet with Comey and other
principals to address the legal concerns averted the mass resignations at
the Department and the FBI. According to Comey and other Department
officials, the White House's decision to seek a legal solution and allow more
attorneys to be read into the program was a significant step toward
resolving the dispute, and in the words of one Department official provided a
way of “stepping back from the brink.” As we describe below, these
Department officials still faced the challenge of finding a legal and
operational remedy for the program that would address the concerns of the

White House, the NSA, and Department. {TS//SH/NF}—

4. Comey Directs Continued Cooperation with NSA (U)

On the morning of March 12, 2004, Comey decided not to direct OIPR
and the FBI to cease cooperating with the NSA in conjunction with the
program. Comey’s decision is documented in a 1-page memorandum from

181 At least three additional Department attorneys were read into the program on
March 12, 2004, including OIPR Acting Deputy Counsel for Intelligerice Operations Peggy
Skelly-Nolen and two OLC attorneys. ()




Goldsmith to Comey in which Goldsmith explained why Comey’s action was
legal. SHNH-—
In his memorandum, Goldsmith stated that the President, as ‘

Commander-in-Chief and Chief Executive with the constitutional duty to
“take care that the laws are falﬂ‘xfully executed made a determination that

Department Conducts Additional Legal Analysis (U)

Qn March 12, 2004, an interagency working group was convened to
coritinue the legal analysis of the program. In accordance with the
President’s directive to Mueller, officials from the FBI, NSA, and the CIA
were brought into the process, although the OLC maintained the lead role.
The working group included Deputy Solicitor General Clement, Baker, FBI
General Counsel Caproni, Mueller, and several attorneys from OLC, Comey
said CIA Director Tenet and his Deputy, McLaughlin, may have had limited

participation as well. {FS/+ASTEW/SH/OC/NFI—

On March 13, Mueller asked NSA Director Hayden to assist FBI
General Counsel Caproni in assessing the value of the Stellar Wind
program. Mueller said he wanted Caproni to become more familiar with the
program and to understand how the FBI’s view of the value of the program

182 Goldsmith told us his determination that the entire Executive Branch was
bound by the President’s interpretation of law was based on his discussions with several
other Justice Department attorneys, as well as on long-standing OLC precedent. (U)




CQmP&fed.With that of the NSA.183 Mueller said that Hayden provided slides
highlighting cases in which the NSA believed Stellar Wind-derived
information proved useful, 4(S/NE—

Caproni told us that during this March 2004 period she and two other
FBI officials made an effort to determine what value the FBI was getting
from Stellar Wind-derived information. She -explained that it was difficult to
assess the value of the program during its early stages because FBI field
offices at that time were not required to report back to FBI Headquarters
with information about how information from the NSA program had been

used. 184 (SL/NEY

On the afternoon of Sunday, March 14, 2004, the Department
convened a large meeting in the Justice Command Center to reyiew OLC’s
analysis on the legality of the program. Mueller, Corney, Goldsmith, Philbin,
Baker, CIA General Counsel Muller, Caproni, Tenet, Hayden, Olson,
Clement, and several NSA lawyers attended the meeting. {FSSH7¥F)

Prior to the meéting, Goldsmith and Philbin prepared a detailed
outline of OLC’s current analysis, which Goldsmith described to us as his
“most honest take” of the legal issues at that time, Goldsmith said he
distributed the outline to meeting participants and used it to walk the group
through the

183 Caproni had been appointed the FBI General Cournsel in August 2003 and was
read into the Stellar Wind program in.September or October 2003. She told us she did not
give much thought to the program at the time because OLC had determiried that it was

legal. She stated that in 2004 she learned that OLC was re-examining Yoo’s legal analysis
and had concerns with it. She told us she later spoke with Philbin, who confirmed to her
+hat he and Goldsmith had problems with the legal support for the program and that he
was frustrated because the program was so tightly compartmented that he could not talk to
anybody about it. Caproni told us that at some point she obtained a copy of Yoo’s legal
opinion. She stated that after reading it she immediately understood Philbin’s concerns

because the opinion appeared to lack analysis and simply concluded that the program was
legal, —ESAASH N

184 The FBIl’s Electronic Communications Analysis Unit compiled a summary of

knownBIBE I Stellar Wind tip results from January 1, 2003, through mid-December 2003. bl, b3
; did not
, (D)(3)

However, the data included in the summary was incomplete, and the summ
contain any analysis of the effectiveness of these tips. .Anether study of thelEE) ;

tippers was conducted in 2006. The results of that study are discussed in Chapter Six
of this report, along with the OIG’s analysis of the effectiveness of the program.




195 Goldsmith alse noted that as of the March 14, 2004, meeting, the Attorney
General had not yet reported to Congress on the program under 28 U.S.C. § 530D.
However, as discussed above, the White House had briefed the congressional leadership
about the program on March 10, 2004. In addition, the former Presiding Judge of the FISA
Court, Royce Lamberth, and the current Presiding Judge, Colleen Kollar-Kotelly, had been
read into the program hy this time. (U)










B Goldsmith told us that the March 14 meeting was designed to achieve
full consensus among the principals on the issues, and that the meeting
was successful in this regard. (U)

That evening, Mueller called Gonzales to.re ort that progress had
been made, although legal support for R BB
not been found. Mueller also told Gonzales tha '
should speak directly with Comey on these tnatters.

6. Comey Determines that Asheroft Remains “Absent or
Disabled” (U) :

Attorney General Ashcroft was released from the hospital at noon on
March 14, 2004. The next day, Comey advised Ayres by memorandum that
Ashcroft’s doctor believed that Ashcroft required additional time to
recuperate at home and was not yet ready to resume his responsibilities as
Attorney General. Comey’s memorandum noted that the doctor intended to
reassess Ashcroft’s condition on March 24, 2004. Comey’s memoranduin
stated that, based on these circumstances, Comey continued to believe that
Asheroft was “absent or disabled” within the meaning of 28 U.S.C. § 508(a).
Comey’s memorandum concluded:

As before, notwithstanding my continued temporary capacity as
Acting Attorney General, | intend, where possible, to exercise
“a1] the power and authority of the Attorney General” pursuant
to the authority that 28 C.F.R. § 0.15(a) delegates to me in my
regular capacity as Deputy Attorney General. (U)




A copy of the memorandum was sent to Gonzales at the White House and to
senior Department officials.1%? (U)

7. Judge Kollar-Kotelly Briefed on Lack of Attorney
General Certification (U)

As discussed earlier in this report, the extent to which OIPR could use
Stellar Wind-derived information in FISA applications had been limited by
Judge Kollar=Kotelly, the FISA Court’s Presiding Judge. After her read-in to
the program in May 2002, Judge Kollar-Kotelly had directed OIPR to
continue, with some modifications, the “scrubbing” procedures for FISA
applications in place at that time. - STL :

According to an -OLC memorandum, on March 14, 2004, Judge
Kollar-Kotelly was informed that the President had reauthorized the Stellar
Wind program, but that the latest Authorization lacked the Attorney
General’s certification as to form and legality.}°® The memorandum
indicated that as a result of Judge Kollar-Kotelly’s uncertainty about the
implications of this development, she intended to insist on a complete
separation of any information derived from Stellar Wind, whether directly o1
indirectly, from all FISA applications presented to the FISA Court, The
memorandum noted that “{blecause of the way tips get worked into (and lost
ir) the mix of intelligence information, that standard would have virtually

crippled all counter-terrorism FISAs.” {PSHSTLW/SHHOC/NE—

8. Comey and Gonzales Exchange Documents Asserting
Conflicting Positions (U)

According to Mueller’s program log, on the mornirg of Monday,
March 15, 2004, following the daily threat briefing in the White House
Situation Room, President Bush remarked to Mueller that he understood
“progress had been made,” referring to the discussions on the legal basis for
the Stellar Wind program. Mueller called Comey shortly thereafter to convey
the President’s remark. Mueller suggested to Comey that additional
briefings on the program should be given to Congress, including to both the
House and Senate Judiciary Committees. @FS/ASHANE

Also on March 15, Goldsmith drafted for Comey a 3-page
memorandum summarizing OLC’s views with respect to the legality of the
program. The memorandum recast in narrative form Goldsmith’s outline of

189 As discussed below, Ashcroft’s doctors later cleared Ashcroft to resume his
duties as Attorney General as of March 31. (U)

190 The memorandum was prepared in anticipation of a briefing for the Attorney
General on March 30, 2004. {U)




March 14, 2004 (discussed above), and noted that OLC had not reached any.
“final conclusions and [was] not yet prepared to issue a final opinion on the
program.” The memorandum also stated that the Stellar Wind program
potentially implicated various congre ssional and intra-Executive Branch
rgportmg‘-r,e‘qui:ements imposed both by statute and Executive Order. The

. memorandum stated that OLC was only beginning to analyze these
reporting issues. -{FS//STHHE)

Goldsmith and Philbin went to see Gonzales oti the-afternoon of
March 15 to explain what OLC had determined in its legal analysis to that
pcl),-i_n.t, and also to notify Gonzales that he would be hearing from Comey
shortly about the Department’s position as to the program's legality. (U)

According to Philbin’s contemporaneous notes on the events of the
next two days, on March 16, 2004, following the morning threat briefing at
the White House, Comey told President Bush that OLC had finished its
preliminary legal analysis of the program.!?! Comey asked the President if
Comey should convey the details of the analysis to Gonzales, and the
President indicated that Comey should do so. {ES/ASH-NE

After Comey returned to the Department, he signed a short
memorandum to Gonzales that he had drafted the night before. In the
memorandurn, Comey first recounted hew the President on March 12, 2004,
had directed the Justice Department to continue its analysis of the Stellar
Wind program and to “provide its best advice concerning ways to change the
program to conform with the Justice Department’s understanding of the
applicable law.” Comey then described the composition of the working
group convened to accomplish this objective and how the group’s efforts had
resulted in Goldsmith’s 3-page analysis, which Comey attached to his
memorandum. {F&H8HH

Comey then set out his advice to the President. According to the
memorandum, Comey advised that the President may lawfully continue

.. = = | Comey
AR nvolved “close legal questions, requiring
legally aggressive —indeed, novel - supporting arguments . . . .7 Comey
further wrote that the Department remained unable to find a legal basis to
Py )(1), (b)) . B Accordingly, Comey advised that such

191 Philbin told the OIG he kept notes of these events because Comey had asked
him to “keep a record.” 19)]




g % collectior o NI R
raised “serious issues” about congres; onal notification, “particularly where
the legal basis for the program is the President’s decision to assert his
authority to override an otherwise applicable Act of Congress.” Comey wrote
that the Department would continue to explore the notification issue. )

Comey instructed Goldsmith: and Philbin to hand deliver the
memoranda to Gonzales at the White House, which they did. Philbin also
delivered copies to Solicitor General Olson. Philbin’s notes indicate that
Olson was “annoyed” that Comey had sent the memoranda to the White
House without consulting him, and asked Philbin several times, “What’s my
role supposed to be here?” Olson also said to Philbin that he thought the
mermoranda were a “poke in the eye” to the White House. Philbin wrote that
Olson’s reaction “raised concerns that [Comey] may have gotten himself too
far ouit there alone” by not bringing Olson in on the Department’s legal
opinion in advance. (U)

Comiey told us that he knew his memorandum would anger people at.
the White House because he had putin writing the arguments questioning
the legality of aspects of the program and that the miemorandum and
Goldsmith’s attachment would become a part of the Presidential records
and would be discovered later by historians. He stated he believed it was
important to “make a record.” (U)

According to Mueller’s program log, Gonzales called Mueller at 1:45

p-m. on March 16 to discuss the situation. Gonzales explained to Mueller
hat in yiew of the Departmient’s tentative conclusion that legal support for

e | was still lacking, Gonzales would have to make a
‘ nendation to the President on how to proceed. Gonzales told Mueller
he needed to know whether Mueller would resign if the President decided
CEEREEEEEEE | \[cller responded that he
“would have to take time to consider his actions, but that he “would have to
give it serious consideration if the President decided to go ahead in the face

of DOJ’s finding.” (ES/ASTLW//SHAOCHNE)-

Later that afternoon on March 16, Card called Comey to the White
House for a meeting, According to Philbin’s notes, “the back channel word
from Judee Gonzales” was that President Bush might be willing to
‘Prior to the meeting, Comey, Goldsmith, and Philbin
agreed that Comey should be ready to convev, the White House that the




Philbin’s notes indicate that at the meeting Card told
resident was “wrestling” with the issue of whether to}s
. and would decide “very soon.” Card
‘Comey his di sure that Comiey had put in writing the:
position on the legality of the program. - STLWLLS

also expressed to
Department’s
eparty

o o g v v 1 =

That evening, while attending a farewell dinner for a Department
colleague at a local restaurant, Philbin received a call from David Addington
indicatinig that he wanted to deliver a letter Gonzales had written to Comey.
Philbin met Addington at the Department at 8:30 p.m. that night to accept
the letter. Philbin’s notes also indicate that Gonzales had called Comey in
advance to tell Comey “not to get too overheated by the letter.” (U)

Comey told us he recalled that Gonzales told him in the call that the
White House would agree to work with the Department to fix the program
aid that Comey should not “overreact” to Gonzales’s letter. Comey said he
believed Addington, and not Gonzales, had actually drafted the letter, and
that Gonzalés sent it only to counter Comey’s. memorandum and to make a
record on behalf of the White House. (U)

‘Gongzales’s letter stated that the President had directed him to
respond to Comey’s memorandum. The letter stated:

Your memorandum appears to have been based on a
misunderstanding of the President’s expectations regarding the
conduct of the Department of Justice. While the President was,
and remains, interested in any thoughts the Department of
Justice may have on alternative ways to achieve effectively the
goals of the activities authorized by the Presidential
Authorization of March 11, 2004, the President has addressed
definitively for the Executive Branch in the Presidential
Authorization the interpretation of the law.192

The letter also excerpted the language of paragraph 10 from the March 11,
2004, Authorization, which recited the bases on which the President acted
to reauthorize the program, and then concluded: “Please ensure that the

192 Gonzales’s letter also addressed Comey’s comments about congressional
notification. Citing Departiment of the Navy v. Egan, 484 1.S..518 (1988) and a 2003 OLC
opinion, Gonzales’s letter stated that thie President has the constitutional authority to
define and control access to the nation’s secrets, “including authority to determine the
extent to which disclosure may be made outside the Executive Branch.”




Al to Mueller Sfpmgram log, Gonzales called Comey to adv1se him of
the Presuient s decision on Ma1ch 17 2004, and Comey passed this
information to Mueller later that day. Comey, in an e-mail dated March 17,
expressed relief at the President’s decision, writing:

Today, in a remarkable development we stepped back from: the
brink of disaster. All seems well in the Government. The right

thing was dene. TS/ STLWLSH-LOC/NE-

Gongzales told the OIG during his interview that he could not say
whether the prospect of resignations at the Department and the FBIl may
havé had an impact on the President’s decision.194 We were not able to
interview others at the White House to determine what specifically caused
the program to be modified in accord with the Department’s legal position.
)

The President’s directive was expressed in two modifications to the
March 11, 2004, Presidential Authorization. These modifications, as well as
the operational and legal implications of the President’s decision for the
Department and the FBI, are described in the next sections. {TS//LSHHNF-

i. March 19, 2004, Modification (U)

On March 19, 2004, the President signed, and Gonzales certified as to
form and legality, a Modification of the March 11, 2004, Presidential

193 Comey stated that he did not believe Gonzales wrote this letter. He stated that
“Addington was the flame-thrower” and that Gonzales was generally more reasonable and
moderate. Comey said that Gonzales had later apologized to both Comey and Ashcroft for
his conduct during the March 10-incident at the hospital and had even come around to
agree with Philbin and Goldsmith’s analysis regarding the program. Gonzales told the OlG
that he did not apologize to Ashcroft for the incident in the hospital because he had been
instructed by the President to go there, but stated that he “regretted” the incident. (U)

191 However, when Gonzales commented on a draft of this report, he told the ol1G
that the prospect of resignations at the Department and the FBI were -not the reason for the.
President’s decision. Gonzales stated that he could not elaborate on this statement due to
executive privilege considerations. (U)




Authorization. The first paragraph of the Modification stated that “this
memorandum, as a policy matter, modifies the Presidential Authorization of
March 11, 2004 as set forth below . . ..and granted
by all the Presidential Authotizations to the extent set forth{inthe ‘

Modification].” The March 19 Modification made two S1gn1ficyéntlchanges to

the existing Authorization and Anthird inborian - change affecting all
Authorizations. To allow for a (b) bl . these changes were to

hecome effective beginning at midnight on March 26, 2004,

First, the March 19 Modification inserted language to narrow content
collection (basket 1) to al Qaeda and affiliated terrorist groups, as the
Department had advised. The new content collection authority in paragraph
4(aj of the March 11 Authorization, with the new language from the
March 19 Modification indicated in italics, was:

acquire a communication (including but not limited to a wire
communication carried into or out of the United States by cable)
for which, based on the factual and practical considerations of
everyday life on which reasonable and prudent persens act,
there are reasonable grounds to believe such communication
originated or terminated outside the United States and a.party
to such communication is a group engaged in international
terrorism, or activities in preparation therefor, or any agent of
such a group, provided that such group is al Qa'’ida, is a group
affiliated with al Qa’ida, or is another group that I determine for
purposes of this Presidential Authorization is in-armed conflict
with the United States and poses a threat of hostile action within
the United States|.] (FS/7STEW//SH76€7

Modification, March 19, 2004, pa
additional language resulted i ,

= e The langu'age’ \mth the deleted
language in brackets and the insertion indicated in italics, was:




Each Presidential Authorization had contained a directive to the
Secretary of Defense not to disclose the program outside the Executive
Branch without the President’s approval. The Modification reiterated that
any change was not intended to reverse the President’s control over access

95 The ultimate disposition of this previously obtained 7 B8 B 02 jwas
subsequently addressed in an April 2, 2004, Modification, and thereafter in an August
2004 Presidential memorandum to the Secretary of Defense, as described below in

subsection 6. AFSHHEFERAEHFEEANT—




b7E

196 Bradbury was nominated to be Assistant Attorney General for OLC in June
2005, He was not confirined for this positien, and told us that after exhausting the time
period for use of the “Acting” title under the Vacancies Reform Act of 1998 (see 5 U.S.C.
§'3345 et-seq,). in April 2007, he reverted to Principal Deputy Assistant Attorney General,
the position he had held prior to his nomination. As head of OLC, Bradbury became
re isible for briefing members’ of Congress on OLC’s legal analyses concerning the
program as well as o the Presidential Authorizations. Bradbury’s access to these
documents. and the efficials responsible for drafting them provided him significant

bl,
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Judge Kollar-Kotelly s his

Analysis Regarding

As noted abo;}.e, Judge Kollar-Kotelly was made aware on March 14,
2004, that the March 11 Authorization had been signed by the President

bl,
b3,
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but had not been certified as to form and legality by the Justice
Department. On March 18, 2004, Goldsmith, Philbin, Baker, and Gonzales
met with Judge Kollar-Kotelly to further brief her on the status of the
program.. According to an internal OLC memoranduin, they advised her
that forthcoming legal opinions from OLC would allay her cencerns about
the use ofﬁprqg:r,vaméderifved information in FISA applications,202

The OIG reviewed a handwritten letter from Judge Kollar-Kotelly to
OIPR Counsel Baker, which 'ed to have been written just after the
initiation ofSEGIEGEE T mandated in the March 19, 2004,
Modification. Baker told us that the handwritten letter should be viewed as
an informal draft designed to convey Judge Kollar-Kotelly’s preliminary
understanding of the issues raised by the changes to the Stellar Wind
program. In the letter, Judge Kollar-Kotelly reiterated her position that
Stellar Wind-derived information should be excluded from FISA
applications, writing, “so there is no misunderstanding, I will not sign a
FISA application which contains any information derived from and/or
obtained from the [Stellar Wind] program,” including applications in which a.
Stellar Wind tip “was the sole or principal factor in starting an investigation
by any of the agencies, even if the investigation was conducted
independently of the tip from [Stellar Wind].” Judge Kollar-Kotelly also
requested, as a precondition to her agreeing to sign FISA applications in the
future, that OIFR clarify in writing its proposal for reviewing FISA
applicationis to ensure that all Stellar Wind-derived information had been
excluded. Baker told us that he had a lot of “verbal back and forth” with
Judge Kollar-Kotelly to explain OIPR’s scrubbing procedures.

. these legal opinions, which addressed the legality of-

. | were provided to Judge Kollar-Kotelly in late March and



TISA applications of information derived indirectly fro

On March 26;, 2004, OLC completed a draft mernorandum for Baker

entitled “Use or Disclosure of Certain Stellar Wind Information in

Applications Under FISA.” This memorandum addressed the incl

(B)(1). (0)8), {
OLC also provided Judge Kollar-Kotelly with a copy of its draft lega
analysis, 200 {FS//8TEW/ 7+ -

205

204 This argument is discussed below in connection with Goldsmith’s May 6, 2004,
legal analysis. (U)

205 With respect to the memorandum stated that the
Department did not believe | -f such information was subject to any
constitutional restraints or statutory restrictions, but that “[t]o the extent Judge
Kollar-Kotelly has concerns about those conclusions, we note that the analysis in this
memorandum independently demonstrates that there are no legal restrictions on the use of
information indirectly derived fro JOTEREIEBOIET | tippers in FISA applications.”

200 The draft memorandum did not address inclusion in FISA applications of
iriformati'on derived directly from the program because OIPR had successfully managed to
address Judge Kollar-Kotelly’'s order to exclude such information.
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6.  April 2, 2004, Modification (U)

Attorney General Ashcr oft’s doctors cleared him to resume his duties
as Attorney General as of March 31, Comey advised Ayres in a March 30,
0004, memorandum that as of 7:00 a.m. on March 31, the Attorney Gencral
W4s no longer “absent or disabled” within the meaning of 28 U.S.C. § 508(a),
and that-as of that time Comey could no longer exercise the duties of the
Office of Attorney General pursuant to the statute. A.copy of the
memorandum was sent to White House Counsel Gonzales and other senior
Departiment officials. (U)

On April 2, 2004, President Bush signed, and Gonzales cert1fled as to
form and legality, a second Modification of the March 11,2004, idential
_Authorization, This modification addressed onlyBNEQE :

activities of the Stellar Wind program {FS/HSTER
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A former Unit Chief in the Communications Analysis Unit (CAU)
within the FBI’s Communications Exploitation Section (CXS) of the
Counterterrorism Division told us he became aware that at some point the

scope of collection under Stellar Wind was narrowed to include only

(b)(l) (b){ 3) He said thls infor mation was passed along to him

NSA (called Team 10) told us that When he
‘ J)(l (b)(3)

‘ om'c the scope of collec"’ 0
, He sald that ) (b?( )v

mformatmn ona pal tlcular number, Lhe NSA closely analyzed the number
and requested supporting information from the FBI before querying the
Stellar Wind database. This supervisor also stated that the NSA did a good
job of keeping the co-located FBI personnel informed of changes to the scope

of collections. He said this information typically would be conveyed to
appropriate personnel during the daily “all hands meetings.”

8.  Office of Legal Counsel Assesses NSA’s Compliance
with New Collection Standards {ES/FSH7NF|

Goldsmiith told us that durmg the week of March 29, 2004, he and
Philbin conduc: dit” of the Stéllar Wind program to ensure that the
querying ofl . \was being conducted in accordance with

the Pres1dcnt1al Authouzauons —{?S—H—S?LWH-S—I%;LQQ%NE)—




Goldsmith said that while resources were not,-aVailab'le“-to conduct a
“professional” audit, he visited the NSA apdare viewed with relevani NSA
officials the legal parameters for queryingEREEIEER -

3 "

which as discussed above required a showing of reasonable articul
suspicion that the target belonged to a group that was engaged in
international terrorism.?0° Goldsmith told the OIG that as part of the
review, he agd Philbin famili ized the NSA with the new collection
perameters] | srrs -

ble

On April 15, 2004, Goldsmith reported the results of his and Philbin’s
ol the Assistant General Counsel for Operations in the

General ‘Counéel at tﬂe time.

9, May 5, 2004, Presidential Authorization {ES//SHANE)-

As noted above, the March 11, 2004, Presidential Authorization, as
modified, was set to expire on May 6, 2004. On May 5, the President signed
another Authorization extending the Stellar Wind program through June 24,
n004. Unlike the March 11 Authorization and the two modifications that




followed it, the May 5 Authorization was certified as to form and legality by

Attorney General Asheroft. TTS7/SIF7NFS

The May 5, Authorization contained the laneuage from the March 11
Authorization narrowing the scope of DI .

May 5 Authorization also-

“included the paragraph def scope o
‘modified on March ‘ 4
ollection stan
ich required thatf

~ With minor variations, the collection standards.and other language
set forth in the May 5, 2004, Presidential Autherization remained
uncli‘fangx_jd_ in all of the subsequent Authorizatiens.2!1

10. May 6, 2004, OLC Memorandum (FS//8HFNF—

On May 6, 2004, Goldsmith completed a revised OLC memorandum
on the legality of the Stellar Wind program. The 108-page document stated
that it was written for the Attorney General in response to his request for
OLC “to undertake a thorough reexamination of the Stellar Wind program
asitis currently operated to confirm that the actions that the President has
directed the Department of Defense to undertake through the N ational
Security Agency (NSA) are lawful.” {FS//SL//NE) ‘

The memorandum traced the history of the program and analyzed the
legality of each of the three collection baskets in light of applicable statutes,
Executive Orders, cases, and constitutional provisions.

210 This Authorization also dropped the language describing the legal bases on
which the President relied in ordering the continuation of the program in the March 11,
2004, Authorization. = '

i S
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‘The memorandum noted that Sectlon 111 of FISA, 50.U.8.C. § 1811,
proyiding that the President “may authorize electroniic surveillance without
a court order . . , to acquire foreign intelligence information for a period not.
to exceed flfteen calendar days following a declaration of war by Congress,”
made it clear that FISA expressly addresses electronic surveillarice during
wartime.212 The memorandum stated that the Authorization for Use of
Military Force (AUMPF) passed by Congress shortly after the attacks of
September 11, 2001, gave the President authority to use both domestically
and abroad “all nécessary and appropriate force,” in¢luding 31gnals
intelligenice capabilities, to prevent future acts of international terrorism
against the United States. According to the memorandum, the AUMF was.
properly read as an express authorization to conduct targeted electronic
surveillance against al Qaeda and its affiliates, the entities responmble for

attacking the United States. -(-’-PS#‘S‘H:W#-SH%@@%NFT

The memorandum noted that the legislative history of FISA - indicates
that the 15-day window was “thought sufficient for the President to secure
legislation easing the restrictions of FISA for the conflict at hand.” Quoting
H.R. Conf. Rep. No. 95-1720, at 34, reprinted in U.5.C.C.A. N. 4048, 4063.
(“[T]he conferees intend that this period will allow time for consideration of
any amendment to this act that may be appropriate during a wartime
emergency”). According to the OLC memorandum, “The Congressional
Authorization functions as precisely such legislation: it is emergency
1cg1s1at10n passed to address a specific armed conflict and expressly
designed to authorize whatever military actions the Executive deems

appropriate to safeguard the United States.” (PSS

The memorandum concluded that at a minimum the AUMF made the
application of FISA in a wartime context sufficiently ambiguous that the
doctrine of constitutional avoidance properly applied to avoid a conflict
between FISA and the presidentially authorized Stellar Wind program.
Alternatively, the memorandum argued that FISA, as applied in the
particular circumstances of a President directing surveillance of the enemy
to prevent future attacks upon the nation, represented an unconstitutional
infringement on the President’s Article I Commander~1n Chief powers.

—TS/ASTLW//SHAOC/NE),

212 As discussed in section I of this chapter, the legal 1mpl1catlons of this provision
of FISA was not addressed in the memoranda John Yoo had drafted in support of the

program in late 2001, LFSAASH7RE
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ly, the memoerandum discussed
lications of the Stellar Wind program. To determine whether
interception o DRGSO B violated the Fourth
Amendment’s prohibition a st unreasonable searches, the memorandum
analyzed whether the importance of the government’s interest in this
collection outweighed the individual privacy interests at stake., Citing
various authoriii yding Supreme Court opinions, the Federalist
Papers,} and congressional testimony, the memorandum
concluded that “the government’s overwhelming interest in detecting and
thwarting further al Qaeda attacks is easily sufficient to make reasonable
the intrusion into privacy involved in intercepting selected
communications.” The memorandum noted that the weight of the




government’s interest in this regard could change over time if the threat
from al Qaeda were deeémed: to recede, 1FSF NFSHOCINEY

The memorandum also analyzed telephone and e-mail meta data
collection under the Fourth Amendment. The memorandum concluded,
hased on the Supreme Couirt’s holding in Smith v. Maryland, 442 U.S. 735,
742 (1979), that there is no legitimate expectation ofﬁ.pr'ivacy in the numbers
dialed to place telephone calls. Referring to cases holding that no
expectation of privacy attached to the address information on either letter
mail or e-mail, the memorandum concluded that no Fourth Amendment
privacy interests were implicated in the collection of e-mail meta data.

IIl. OIG Analysis (U)

A. Department’s Access to and Legal Review of Stellar Wind
Program Through May 2004 {ES/HFSTHNF}

The Justice Department’s access to the Stellar Wind program was
controlled by the White House, and Gonzales told the OIG that the President
decided whether non-operational personnel, including Department lawyers,
could be read into the program. Department and FBI officials told us that
obtaining approval to read in Department officials and FISA Court judges
involved justifying the requests to Addington and Gonzales, who effectively
acted as gatekeepers to the read-in process for non-operational officials. In
contrast, according to the NSA, operational personnel at the NSA, CIA, and
the FBI were read into the program on the authority of the NSA Director,
who at some point delegated this authority to the Stellar Wind Program

Manager. FS/+1SH-NF—




Various officials we interviewed about the issue uniformly agreed that
the White House sought to strictly limit overall access to the Stellar Wind
p]ro,g-rarna We believe that this policy was applied at the Department in an
unnecessarily restrictive manter prior to March 2004, and was detrimental
to the Department’s role in the operation of the program through that
period. We also believe that Attorney General Asheroft, as head of the
Department, was responsible for seeking to Gi_’iSLH‘C that the Department had
adequate attorney resources to conduct a thorough and accurate review of
the legality of the program. Because Ashcroft did not agree to be
interviewed for this investigation, we were unable to-determine the extent of
his efforts to press the White House to read in additional Department
officials between the program’s inception in October 2001 and the critical

events of March 2004, FS/+SHNF—

In Chapter Three we described how the Department’s early
involvement in the Stellar Wind program was limited to the participation of
only three attorneys — Attorney General Asheroft, OLC Deputy Assistant
Attorney General John Yoo, and Counsel for Intelligence Policy James
Baker.216 Working alone, Yoo drafted several legal memoranda in 2001 and
2002 advising the Attorney General and the White House that the program
was legally supported. In reliance on Yoo’s advice, Attorney General
Ashcroft certified the legality of the Presidential Authorizations to implement
the program. {F&/EH7NFT

Because Yoo worked alone, his legal analysis was not reviewed by
other attorneys, either in OLC or elsewhere in the Department.217 Even

216 Counsel for Intelligence Policy James Baker was read into the program in either
late 2001 or January 2002. But Baker appears to have been read in only because he
inadvertently came across information that suggested-such a program existed. While Baker
had involvement in several aspects of the program, he had no involvement in drafting or
reviewing Yoo's legal memoranda supporting the program. Daniel Levir, who served &s
both Chief of Staff to FBI Director Mueller and briefly as a national security counselor to
Ashcroft, also was read into Stellar Wind at the inception of the program. However, Levin
only served for two months at the Department during this early phase of Stellar Wind and
had very limited involvement in the program during this period, Levin told us he was read
into Stellar Wind along with: Director Mueller at the FBI and that he understood that he
was being cleared into the program as an FBI official. We therefore consider Levin to be an

FBI read-in, not a Department read-in. {FS/LSTLW//SL/OC/NE)

27 Gongzales told us that he thought Yoo may have assigned discrete tasks to other
attorneys in connection with his work on the Stellar Wind legal memoranda. Because Yoo
declined our request for an interview, we were unable to confirm this. In any event, no
other attorneys were read into Stellar Wind and therefore would not have beeri permitted to
work on or review those portions of the memoranda that contdined Top Secret/Sensitive
Compartmented Information (TS/ SClI) related to the Stellar Wind program. By contrast,
Yoo had at least one other OLC attorney to assist him in drafting other OLC legal
memoranda on the detainee interrogation program during the 2001 to 2003 period, and
these memoranda were reviewed by another OLC Deputy Assistant Attorney General

(Cont’d.)




when Jay Bybee became the OLC Assistant Attorney General in Novermber
2001, and was therefore Yoo's supervisor, Bybee was not read into the
program.?}® Bybee told us he also was unaware that Yoo was providing
advice to the Attorney General and the White House on the legal basis to

support the program. —FSHSHNER—

~We believe that even before Patrick Philbin voiced his initial concerns
with Yoo’s analysis in 2008, the circumstances in 2001 and 2002 plainly
called for additional Department resources to be applied to the legal review
of the program and that it was the Attorney General’s responsibility to be
aware of this need and to take steps to address it. Moreover, because
Ashcroft met frequently with the President on national security matters, he
would have been well-positioned to request additional legal resources if he

believed they were necessary. (FSAHHSH/NE)—

The facts suggest that Asheroft had some awareness and concern that
Yoo was working on the legal justification for the Stellar Wind program
without any Departmerit assistance or oversight, and possibly was advising
the White House directly of his findings. Based on accounts of the incident
in Ashcroft’s hospital room in March 2004, Ashcroft made specific
complaints to Gonzales and Card about insufficient legal resources at the
Department and that the Department had been “cut out of the whole affair.”
He had also expressed frustration to Comey months earlier about being “in
a box” with Yoo. Further, according to Goldsmith, when Goldsmith first
interviewed for the position of Assistant Attorney General for OLC in 2003,
Ashcroft and his Chief of Staff alluded to concerns over being kept informed
of matters the Office of Legal Counsel was working on and the imiportance of
keeping the Attorney General “in the loop.” We also note that Yoo’s
November 2, 2001, memorandum to Ashcroft indicated that “[blecause of
the highly sensitive riature of this subject and the time pressures involved,
this memorandum has not undergone the usual editing and review process
for opinions that issue from our Office [OLC].” FS/+SHNEN

While we believe that Ashcroft may have been aware that Yoo was
working alone on the Stellar Wind analysis and had concerns about this, we
do not know whether or how hard he pressed the White House to read in
additional attorneys to assist or supervise Yoo. At the same time, however,

(Philbin} and approved by the OLC Assistant Attorney General {Bybee). The detainee
interrogation program also was classified as TS /SCl. We also note that Philbin’s
background in telecommunications law would have made him a logical choice to assist Yoo
on the Stellar Wind legal analysis. FS//-SHANE)

218 [n contrast, Bybee was allowed to supervise Yoo's work drafting legal
memoranda concerning a detainee interrogation program during the same time period.




we cannot assume that any requests by Ashcroft for additional attorney
read-ins would have been granted by the White House. Gongzales told us
that Ashcroft had requested that Deputy Attorney General Larry Thompson
and Ashcroft’s Chief of Staff David Ayres be read in. However, neither
request was approved.?1? Gongzales stated that he did not recall Ashcroft
requesting additional read-ins beyond Thompson and Ayres. (U)

Ini analyzing the read-in ‘situation at the Department during Yoo’s
tenure, we also considered that Ashcroft certified the program as to its
legality each time the program came up for renewal, and did so at a time
when Yoo’s legal advice was the only Department guidance available
concerning the program’s legality. We believe the fact that only three
Department attorneys were read into Stellar Wind through mid-2003 may
have heen due at least in part to Ashcroft’s routine recertifications of the
Presidential Authorizations during this period. As noted in Chapter Three,
Gornzales told us that it was up to the Attorney General to decide how to
satisfy his legal obligations as Attorney General, and that if Ashcroft
believed more attorneys were needed for this purpose, he could have asked
the President to approve additional Department read-ins. Gonzales also told
us that Ashcroft’s continued certifications of the Presidential Authorizations
supported Gonzales’s belief that Ashcroft was satisfied with the quality of
the legal advice he was receiving at the time within the Department.

)

‘There is evidence as well that Gonzales, as White House Counsel, was
satisfied with Yoo’s legal memoranda supporting the program. Gonzales
told us that although he did not believe Yoo’s first two memoranda fully
addressed the White House's understanding of the Stellar Wind program,
Gonzales believed that they described as lawful activities that were broader
than those carried out under Stellar Wind, and that Yoo’s memoranda
therefore “covered” the program.?20 {FS/fSH R —

219 Deputy Attorney General Thompson resigned from the Department in August
2003, so Ashcroft’s request to have him read into the program would have been made
before that time. Thafnei 0 nor A g read in contrasts with the decision
to allow in the case o = = - -~ '

rogram in vandt e L 8
to be read into'the program in 2003, The OIG does 10t Know who
authorized these read-ins, -FS7SHNF-
220 We were troubled by Gonzales’s suggestion that Yoo's memoranda covered the
program because the memoranda determined to be lawful a range of “hypothetical”
activities that were interpreted by Gonzales to be broader than those actually garried out
under Stellar Wind. Such an approach, if deemed acceptable by the “client” (in this case
the White House), would encourage the Office of Legal Counsel to draft broad and imprecise
{Cont'd.)

‘priefed about the




However, even apart from the limited number of Department read-ins,
we believe that the White House imposed excessively strict controls ever
access to the program in other ways that were detrimental to the
Department’s ability to provide the White House with the soundest possible
legal advice, For instance, we found no indication that Yoo coordinated his
legal analysis with the NSA. According to Michael Hayden, the Director ‘of
the NSA when Stellar Wind began, the NSA relied on its Office of General
Counsel, arid not the Department of Justice, for advice as to the legality of
the program when it was created. However, we found that the NSA’s Office
of General Counsel did not coordinate its legal advice with the Department,
and even as late as 2003 the NSA General Counsel was prevented by the
White House from reviewing the Department’s legal opinions on the
program.??! Hayden also told the OIG that he was “surprised with a small
‘s” that the Department did not participate in the early meetings with him
and White House officials when Stellar Wind was first conceived. In
addition, Addington instructed Philbin not to discuss.the program with
Baker, who as Counsel for Intelligence Policy was responsible for
representing the government before the FISA Court.222 {FS//81//1¥F

We believe that that White House should have allowed and even
ericouraged coordination between the Department and the NSA regarding
the development of the legal analys1s of the program, especially as this
analysis was first bBeing formulated in late 2001.. Such interaction between
the Department and other Executive agencies is a mainstay of traditional
OLC practlce and we believe its absence here contributed to factual errors
in Yoo'’s opinions regarding the operation of the program. IS L/SLILANE}

Although we could not determine exactly why Yoo remained the only
Department attorney assigned to assess the program’s legality from 2001
uziti] his departure in May 2003, we discuss below our belief that this
practice represented an extraordinary and inappropriate departure from
OLC’s traditional review and oversight procedures and resulted in
significant harm to the Department’s role in the program. HF&//SH-/NF}-

When Yoo left the Department in May 2003, he was replaced by
Patrick Philbin, who was read into the program to advise Ashcroft whether
he could continue to certify the Presidential Authorizations as to their form

legal analysis and would discourage the type of careful scholarship to which the OLC
traditionally aspires. 08773t/ NF—

21 In addition, the NSA Office of the Inspector General, which wanted to conduct
an internal audit of the program during this peried, was prevented by Addington from
reviewing the Justice Department’s legal memoranda supporting the program. (U//0H6}

222 Philbin told the OIG that he spoke with Baker about the program despite
Addington’s instruction not to. (U)




and legality. When Goldsmith became the OLC Assistant Attorney General
in October 2003, Philbin pressed Addington to have Goldsmith read in, and
Goldsmith became the first head of OLC to be read into the program. As
noted, Goldsmith’s predecessor Jay Bybee was never read into the programi.

Thus, by the end of 2008, a total of only 5 Department officials - Yoo,
Ashcroft, Baker, Philbin, and Goldsmith — had been read into Stellar Wind.
By comparison, and as shown in Chart 4.1 below, we determined that many
other individuals throughgu oavernipent were read into the program.

h the same period

O TMENT P

hrou

The assignment of only one Department attorney, John Yoo, to
conduct a legal review of the program without assistance or oversight from
anyone else at the Department, combined with the White House’s decision
to prevent the NSA from reviewing Yoo’s work, resulted in legal opinions by
Yoo that were later determined by OLC to be so inaccurate and incomplete

223 This table was derived from NSA read-in information. Justice Department
read-ins includei OIG personnel who were read into Stellar Wind in 2006. (U/PEUS)




as to be regarded as not covering key aspects of the Stellar Wind program
Given the enormously complex nature of the program from both a technical
and legal perspective, coupled with the fact that he was working alone, it
was not altogether surprising that Yoo’s analys1s contained inaccuracies
 and omitted critical elements, particularly . glven the pressure to generate a
'1egal analysis within weels of the program’s implementation. However,
Yoo’s analysis did not charnge or ini¢lude a more accurate description of the
program s operatlon over the course of his 20-month tenure with the OLC.

After reviewing Yoo’s legal opihions on the program, Goldsmith and.
Phﬂbm qulckly chscovered what they characterized as seriougdl L Yoo'’s
: *'s fallure to descrtbe

:Specmca]ly .:both Goldsmlth and Philbin stated that Yoo
Jne the nature and scope of the NSA’s

“Phiibin also: ack;nowledged that they 1n1t1a11y'1
‘ iwas broaderthan it'in fact was under the

However unlike Yoo, Goldsmith and Philbin accurately

prgram.




characterized the collectionfs | \and thus their legal advice was based.
on facts that iore closely reflected the actual operation of the prograim.2?®

)

In addition, Goldsmith and Philbin discovered that Yoo’s assertion
that the President had broad authority to conduct electronic surveillarice
withouit a warrart pursuant to his Commander-in-Chief powers under
Article 1 of the Constitution, particularly during wartime, never addressed
‘the FISA provision that expressly addressed electronic surveillance following
a formal declaration of war. See 50 U.S.C. § 1811, Goldsmith alse criticized
Yo60’s legal memoranda for failing to support Yoo's aggressive Article I
Commander-in-Chief theory with a fully developed separation of powers
analysis, and instead offering only sweeping conclusions, As an example,
Goldsmith. cited Yoo’s assertion that reading FISA to be the “exclusive
statutory means for conducting electronic surveillance for foreign
intelligence” amounts to an “yunconstitutiorial infringement on the
President’s Article II authorities.”226 Moreover, noted Goldsmith, Yoo
omitted from his separation-of-powers discussion any analysis of how the
Youngstown Steel Seizure Case, a seminal Supreme Court decision on the
distribution of governmental powers between the Executive and Legislative
Branches during wartime, would affect the legality of the President’s actions

with respect to Stellar Wind.?27 {FS/STEWSHOCHNE)

In reliance on Yoo’s advice, the Attorney General certified the program
“as to form and legality” some 20 times before Yoo’s analysis was ‘
determined to be flawed by his successors in OLC and by attorneys in the

Office of the Deputy Attorney General. We agree with many of the criticisms

offered by Department officials regarding the practice of allowing a single
Department attorney to develop the legal justification for the program

stirveillance for foreign intelligence purposes,” Id.

227 The Department’s Office of Professional Responsibility (OPR) intends to review
whether Yoo’s legal analysis concerning the Stellar Wind program violated any standards of
professional conduct. OPR has similarly reviewed whether the legal analysis by Yoo and
others concerning the detainee interrogation program violated standards of professional

conduct. {FSHSH-NF-




during its early stage of operation. We summarize these criticisms below.

Goldsmith described as “crazy” and “outrageous” the assignment of
an OLC Deputy Assistant Attorney General to provide legal advice to the
White House without the kriowledge or concurrence of the Senate-confirmed
Assistant Attorney General for OLC, who is accountable for the legal
positions taken by the office. (U)

Goldsmith said that not a single critical eye reviewed Yoo’s work on a
program that Goldsmith described as “flying in the face” of the conventional
understanding of the law at the time. Goldsmith neted that Yoo’s legal
ntemoranda did not include facts about how the Stellar Wind program
operated in practice, and he surmised that Yoo instead might have “keyed
off” the Presidential Authorizations rather than NSA’s actual collection.
practices in developing his analysis. Goldsmith also said it was “insane”
that Yoo’s memoranda were not shared with the NSA. Goldsmith said that
had the NSA reviewed these memoranda Yoo’s failtire to accurately describe
the nature and scope of the collection by the NSA and the resulting

“mismatch? between the actual practice and the wording of the Presidential
Authorizations might have been detected earlier. {FS/SH-/NE—

Similarly, Daniel Levin, who was one of the first FBI officials to be
read into Stellar Wind and who would later become Acting Assistant
Attorney General for OLC upon Goldsmith’s departure in June 2004,
criticized allowing a single attorney to be the sole voice of the OLC
concerning a program such as Stellar Wind. Levin stated that OLC has a
special role at the Department and within the government, especially with.
“highly secret programs where opinions may never sce the light of day.”
Under such circumstances, according to Levin, it is very difficult not to say
“yes” to the White House — OLC'’s client — in the face of national security
threats. Levin stated that unlike situations where a court places limitations
on the positions the government may take, there are no such limitations
when OLC considers a position that will remain secret, and it is easier to be
more aggressive and “cut some corners” under such circumstances.

~ESH ST SHFOS NF—

Levin stated that Yoo’s memoranda justifying the program suffered
from too little circulation and a lack of alternative views. He said that the
OLC memoranda produced under Goldsmith’s tenure were better, not
because the authors were “smarter” than Yoo, but because the authors
benefited from multiple viewpoints and input. Levin also said that he never
understood why the Stellar Wind program was deemed so sensitive at the
operational level, Levin said he appreciated that the program was politically
sensitive, but added that it was a “huge mistake” to keep the program so

closely held within the Department. {FS//STEWHSHA/OC N
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We believe that Goldsmith’s and Levin’s comments concerning the
secreey of Stellar Wind are especially relevant to the need for legally and
factiially sound OLC analysis with respect to classified national security
programs. Because programs like Stellar Wind are not subject to the usual
.external checks and balances on Executive authority, OLC’s advisory role is
particularly critical to the Executive’s understanding of potential statutory
and Constitutional constraints on its actions. % ISHHLO

 Deputy Attorney General Comey also criticized the decision to allow a-
single person to assess the legality of the program on behalf of the
Department, Comey told us that Goldsmith had once aptly described the
Yoo situation to him as “the perfect storm” in which the following factors
converged: the terrorist attacks of September 11, 2001; a “brilliant guy” at
the Department who was “an aggressive advocate for executive power”; and
a White House “determined to restore executive power,” Comey expressed a
degree of sympathy for Yoo, noting the extraordinary situation into which
Yoo had been placed. Comey also observed that the response to
Septeniber 11 essentially placed the policy burden on lawyers, who were
now looked to by others for guidance as to what counterterrorism activities
fell within the bounds of the law. However, Comey said that he believed
White House officials “got what they ordered” by asking Yoo for opinions and
restricting the number of persons with access to the program or the

opinions.228 4PS/FSH-NF—

Attorney General Ashcroft declined to be interviewed in our review,
and we were thus unable to determine what his views were on the
assignment of Yoo alone to conduct the legal review of the program.
However, as noted above, witness accounts of his statements concerning the
Yoo situation leave little doubt that Ashcroft was plainly upset with the
White House for putting him “in a box” with Yoo. According to Goldsmith
and Philbin, Ashcroft was direct about his grievances when Gonzales and
Card came to see him in the hospital on March 10, 2004, including
complaining that Ashcroft’s Chief of Staff and until recently the Deputy
Attorney General had not been allowed to be read into the program, and
that he found it “very troubling that =228 _people in other agencies”
had been read into the program. What remains unclear is whether Ashcroft
came to the realization that the Department had been given an insufficient
number of read-ins only after Philbin and Goldsmith presented him with
their concerns about the quality of Yoo’s legal analysis, or at some point

before. AFSHFSH-NF

A2\

228 As noted in Chapter Three, Yoo had been given the national security portfolio
when He first joined the OLC in July 2001, several months before the attacks of
September 11,2001, and the inception of Stellar Wind. (U//F&U0)




TUP SECRET

We sought to obtain Yoo’s and the White Housc—:’sperspective on his
selection as the sole Justice Department attorney to be read into Stellar
Wind to provide advice on the legality of the program, We were not able to
interview Yoo, who declined our request, or Addington and Card, who did

not respond to our requests. {FS/ASHNE-

The OIG asked Gonzales about how the White House determined who
in the Department could be read into the program, but on the advice of
Special Counsel to the President, Gonzales limited his answer to his
personal views and declined to discuss internal White House deliberations
that may have factored into the read-in decisions. Gonzales stated that he
believed it was necessary for national security reasons to limit the number
of read-ins to those “who were absolutely essential.” Gonzales also stated
that there had to be sufficient operational personnel at the NSA, CIA, and
FBI read in for the purpose of running the program, while reading in
additional lawyers at the Department had comparatively less value because
all lawyers will “have opinions” about the program. Yet, Gonzales also
stressed to us that he welcomed the Department’s reassessment of Yoo’s
opinions and encouraged Goldsmith and Philbin to re-examine the legal
basis for the program in 2003 and 2004.229 {FS//SH/NE)—

We think the proposition that the participation of Department
attorneys to analyze the legality of a program as factually and legally
complex as Stellar Wind should be limited for the reasons offered by
Gonzales is shortsighted and counterproductive. First, it is evident that
Stellar Wind was as legally complex as it was technically challenging. Just
as a sufficient number of operational personnel were read into the program
to assure its proper technical implementation, we think as many attorneys
as necessary should have been read in to assure the soundness of the
program’s legal foundation. This was not done during the early phase of the

program. {FSHSHNF—

The full history of the program also indicates that the program
benefited from additional attorney read-ins. In this chapter, we described
how Philbin and Goldsmith — who held differing opinions on which legal
theorv best supported the program — discovered serious deficiencies in Yoo’s
analysis and together drafted more factually accurate and legally thorough
support for the program. In Chapters Five, Six, and Seven we further
describe how reading in additional attorneys facilitated the grounding of the
program on firmer legal footing under FISA, allowed the Department more
efficiently to “scrub” Stellar Wind-derived information in FISA applications,

229 As discussed in this chapter, Comey, Goldsmith, and Philbin generally agreed

- that Gonzales supported the Department’s legal reassessment of the program. They also

characterized Addington as far less supportive of their worl than Gonzales. {FS/+SHNF




and improved the handling of Stellar Wind-related discovery issues in
international terrorism prosecutions. At SR et

Second, we do not bélieve that reading in a few additional Department
attorneys during the first 2 years of the program would have jeopardized
national security as suggested by Gonzales, especially given the hundreds of
Q‘pgrational personnel who were cleared into the program during the same
period (see'Chart 4.1). In fact, as noted above, we think the highly classified
nature of the program, rather than constituting an argument for limiting the
OLC read-ins to a single attorney, made the need for careful analysis and
review within the Department and by the NSA only more compelling.

In sum, we concluded that the departure from established OLC and
Department practices resulted in legal opinions to support the program that
were later determined to be flawed. We believe the strict control over the
Department’s access to the program undermined the role of the Department
to ensure the legality of Executive Branch actions, and as discussed below,
contributed to the March 2004 crisis that nearly resulted in the mass
resignation of the Department’s leadership. {BS/A-SH-ANFY

. We recommend that when the Justice Department is involved with
such programs in the future, the Attorney General should carefully assess
whether the Department has been given adequate resources to carry out its
vital function as legal advisor to the President and should aggressively seek
additional resources if they are found to be insufficient. We also believe that
the White House should allow the Department a sufficient number of
read-ins when requested, consistent with national security considerations,
to ensure that sensitive programs receive 4 full and careful legal review. (U)

B. The Hospital Visit (U)

The Department’s reassessment of Yoo's analysis led Comey, who was
exercising the powers of the Attorney General while Ashcroft was
hospitalized in March 2004, to conclude that he could not certify the legality
of the Stellar Wind program. In response, the President sent Gonzales and
Chief of Staff Andrew Card to visit Ashcroft in the hospital to seek his
certification of the program, an action Ashcroft refused to take. We believe
that the way the White House handled its dispute with the Department
about the program — particularly in dispatching Gonzales and Card to
Ashcroft’s hospital room to override Comey’s decision — was troubling for

several reasons. {FS/SH-NF-

As discussed in this chapter, by March 2004, when the Presidential
Authorization was set to expire again, Goldsmith had placed Gonzales and
Addington on notice for several months of the Department’s doubts about




After Attorney General Ashcroft was hospitalized and unable to fulfill
This duties, the White House was informed that Deputy Attorney General
Comey had assumed the Attorney General’s responsibilities. We found that
the assertion by some in the White House at the time that they had not been
informed of the situation was subsequently contradicted by the facts, In
particular, Gonzales later acknowledged that he was aware that Comey was
acting as the Attorney General 231 (U)

Before the Presidential Authorization was set to expire on March 11,
Comey, who was exercising the powers of the Attorney General at the time,
told top officials in the White House — Including Vice President Cheney and
White House Counsel Gonzales — that the Justice Department could not
recertlfy the legality of the program as it was presently opérating. The White
House disagreed with the Justice Department’s position, and on March 10,
2004, convened a meeting of eight congressional leaders to brief them on
the Just1ce Department’s seemingly sudden reluctance to. recertify the
program. and on the need to continue the program. The White House did
not inyvite anyone from the Department to this briefing to describe the: basis
for its advice about the legality of the program;, nor did it inform the
Department of its intention to hold the meeting.232 {TS// ST/ NE}—

Following this briefing, Gonzales and Card went to the hospital to ask
Attorney General Ashcroft, who was in the intensive care unit recovering

230 Qur conclusion that Goldsmith advised Gonzales and Addington of the
Department’s concerns in December 2003 is supported by his contemporaneous notes of
these events. In addltlon, although Gonzales told us that the first time he recalled hearing
of these concerns in detail was in early March 2004, he did not dispute that Goldsmith had
first begun to advise him of the Department’s general concerns months earlier.. (U)

231 During his congressional testimony, when questioned about whether he knew
that Attorney General Ashcroft’s powers had been transferred to Comey, Gonzales
responded, “I think that there were newspaper accounts, and that fact that Mr. Comey was
the acting Attorney General is probably something T knew of.” {U)

232 On the advice of White House counsel, Genzales declined to provide a reason to
the OIG why the Department was not asked to participate in the briefing. However, when
Gonzales commented on a draft of this report he stated that the purpose of the meetmg

meetlng was not fo have a “debate” between the Whlte House and the Department
concernmg the legality of the programi, but rather to explore just such a legislative “fix.”




from surgery and according to witnesses appeared heavily medicated, to
certify the program, notwithstanding Comey’s stated opposition. Yet, they
did not notify Comey or aryone ¢lse in the Department that they intended to
take this action. Their attempt to have Ashcroft recertify the program did
not succeed. Asheroft told them from his hospital bed that he supported
the Department’s legal position, but that in any event he was not the
Attorney General at the time — Comey was. (U)

Gon"z'ales-stated that even if he knew that Ashcroft was aware of
Comey'’s opposition to recertifying the program, Gonzales would still have
wanted to speak with Ashcroft because he believed Ashcroft still retained
the authority to certify the program. Gonzales testified before the Senate
Judiciary Committee in July 2007 that although there was concern over
Ashcroft’s condition, “We would not have sought nor did we intend to get
any approval from General Ashcroft if in fact he wasn’t fully competent to
make that decision.” Gonzales also testified, “There’s no governing legal
prineiple that says that Mr. Ashcroft, if he decided he felt better, could
‘decide, T'm feeling better and I can make this decision, and I'm going to
make this decision.” (U)

We found this explanation and the way the White House handled the
dispute to be troubling. Rather, we agree with Director Mueller’s
observation, as recorded in his program log following his meeting with Card
on March 11, 2004, that the failure to have Department of Justice
represéntation at the congressional briefing and the attempt to have
Ashcroft certify the Authorization by overruling Comey “gave the strong
perception that the [White House| was trying to do an end run around the
Acting [Attorney General] whom they knew to have serious concerns as to

the legality of portions of the program.” AFS//8H7/NF)—

At a minimum, we would have expected the White House to alert
Comey directly that it planned to brief the congressional leaders on the
Department’s position and that it intended to seek Ashcroft’s approval of the
program despite Comey and Goldsmith’s stated legal position against
continuing certain activities under the program. Instead, White House
officials briefed congressional leaders and sought to have Attorney General
Ashcroft recertify the program from his hospital bed without any notice to
Comey or anyone else at the Department. We believe these actions gave the
appearance of an “end run” around the ranking Justice Department official

with whom they disagreed. {FS7/3H1NF)-

C. Recertification of the Presidex_ntial Authorization and
Modification of the Program (U)

As described in this chapter, the Department had notified Gonzales
and Addington of its concerns about the legality of aspects of the program




for several months. In fact, the Department had made clear to the White
House in December 2003 and more emphatically in a series: of meetings.in
March 2004 that it believed that aspects of the program could not be legally
supported in their existing form. Comey and Goldsmith were clear i in their
advice to the President and other White House officials. At the hospital,
Asheroft also expressed deep concermn
and told Gonzales and Card that he supported the position of his
subordmates We beheve that Ashcroft acted admirably under arduous
circumstances. -{F - ;

Despite the legal concerns uniformly expressed By senior:Department
of Justice leaders, the White House, through White House Counsel
Gongzales, recer tified the Authorization, allowing the program to continue

substantively unchanged. {ES17/SH-/NF—

Only after Mueller, Comey, and other senior Department and FBI
officials made known their intent to resign if the White House continued the
program unchariged, despite the Department’s conclusion that aspects of
the program could not be legally supported, did the President direct that the
issue be resolved, and the program be modified to address the Department’s
legal concerns. Because we were unable to interview key White House
officials, we could not determine for certain what caused the White House to
change its position and modify the program, although the prospect of mass
resignations at the Department and the FBI appears to-have been a
significant factor in this decision. 233 According to Corhey, the President
raisec a concern that he was hearing about these problems at the last
minute, and the President thought it was not fair that he was not told
earlier about the Department’s legal position. In fact, as Comey informed
the President, the President’s staff had been advised of these issues “for

weeks.” {FS/SH/NE-

Finally, we believe that the Department and FBI officials who resisted
the pressure to recertify the Stellar Wind program because of their belief
that aspects of the program were not legally supportable acted courageously
and at significant professional risk. We believe that this action by
Department and FBI officials - particularly Ashcroft, Comey, Mueller,

233 Por instance, we found it significant that on March 16, 2004, White House
Counsel Gonzales who had to make a recommendatlon to the Presadent about how to
» \ ; : enaLteD 's conclus1on that legal support for




Goldsmith, Philbin, and Baker — was in- accord Wlth the highest professional
standards- of the Justice Department. L :







CHAPTER FIVE
STELLAR WIND PROGRAM’S TRANSITION TO FISA
© AUTHORITY
(JUNE 2004 THROUGH AUGUST 2007)

In this chapter we examine the transition in stages of the Stellar Wind
programi from presidential authority to FISA authority. We first describe the
FISA Court’s approval in July 2004 of the government’s application to ‘
acquire foreign intelligence information through the collection of bulk e-mail
meta data (basket 3 information). This application was based on a legal
theory related to FISA’s pen register and trap and trace device provisions,
We next discuss. the government’s successful May 2006 application to the
FISA Court for an order to obtain bulk telephony meta data (basket 2
information) by the production of business records by certain
telecommunications carriers. We then describe the government’s
interaction with the FISA Court to place under FISA the government’s }
authority to intercept the content of certain communications involving both
domestic and foreign telephone numbers and e-mail addreésses (basket 1
information). Finally, we summarize legislation enacted in August 2007 and
July 2008 to amend FISA to address, among other concerns, the difficulty
the government encountered in obtaining FISA authority for content
collection, as well as the government’s contention that certain provisions of
FISA had failed to keep pace with changes in telecommunications
technology. £ ’

I ‘E-Mail Meta Data Collection Under FISA {ESHSHHNE)

Decision to Seek a Pen Register and Trap and Trace
(PR/TT) Order from the FISA Court {FS{SH-NF—




P 'lbm told us that he encountered some opposition to the FISA
approach from. Counsel to the Vice President David Addington, who argued
that the FISA" Court was unconstitutional arid questioned the need to seek
its-authorization for e-mail meta data collection. Philbin said that he
responded that obtaining an order from the FISA Court was “ironclad safe.”
Baker recalled attending at least one meeting at the White House with White
House Counsel Gonzales and Addington to discuss whether to seek an order
from the FISA Court based on FISA’s pen register and trap and trace device
provisions (a PR/TT Order) and how the FISA Court should be approached
to obtain such an order. Baker stated that during the meeting Addington
said, “We are one bomb away from getting rid of this obnoxious Court.”
Baker said Addington also stressed to him that there “is a lot riding on your

[Baker's] relatlonshlp with this Court.” {FS/HASTEWHSHAOSHNE

In contrast, Hayden told us that he did not have any concerns about
transitioning the bulk e-mail meta data collection to FISA authority and was
enthusiastic about the move. Hayden stated that while he believed the
President had the authority to collect the bulk meta data for the NSA to
conduct meta data analysis, he believes that involving an additional branch
of governmerit in the activity provided some clarity on this subject.

Gonzales told us that he did not recall much about the process of
filing the application with the FISA Court to obtain e-mail meta data
through a PR/TT Order, but stated that there may have been individuals at
the Wh1te House who expressed concern that seeklno the Order from the

; proessmnals told hland that he would not have supported the PR / TT
apphcatlon if NSA D11‘ector I-Iayden and others did not believe the collection




also told us that there was concern at the White House that filing the PR/TT
,applic?ati‘qn' could lead to an unauthorized disclosure of the program.

2. 'Birie'fing for Judge Kollar-Kotelly (U)

' || Baker, Philbin, and Goldsmith met with Gonzales
and Addmgton at the White House 'to discuss how to approach Judge
Kollar-Kotelly concermng the proposed PR/ TT apphcatlon and it was.
decided to give her a “presentation” aboyt 0 The
was provided to Judge Kollar-Kotelly on
were Attorney: General Ashcroft, Centre Intelhgence Agency D1rector George
Tenet, FBI Director Mueller, Hayden, Gonzales, OLC Assistant Attorney
General Goldsmith, Philbin, Baker, and Director of the Terrorist Threat
Integlatlon Center (TTIC) John Brennan. According to an agenda of the
brlefing, and as conflrmed to the 0lG, the presentatlon was g1ven in three

.collectmn 1nclud1ng how the. 1nformat10n was to be collected arch1ved
quened and minimized. This portion of the presentat1on stressed that the
NSA required the collection of meta data in bulk-to maximize analytic
capabilities through contact chainingfl E  toidentify
terrorist communications.23* Third, Philbin explamed ‘the governmerit’s
legal argument that FISA authorized the Court to approve a broad

appllcatmn to collect e~ma11 meta data under the statute s pen register and

3. The PR/TT Application {ES//8H/RF)—

Philbin, Baker, and at least two Office of Legal Counsel attorneys
assumed primary respon51b111ty for drafting the PR/TT application to the
FISA Court and a memorandum of law in support of the application.235

234 The agenda refers to the “needle in haystack” metaphor to illustrate the need for
bulk collection, noting “must transform streams of hay into haystack that can later be

searched.” AF&/-+SH-NFH-

. v . conszsted of the apphcatlon,
proposecl order authon71ng the collection actmty and secondary orders mandating carriers.

to cooperate; a declaration of NSA Director Hayden explaining the technical aspects of the
(Cont’d.)




Baker said that Judge Kollar-Kotelly was given a “read-ahead copy” of the
application, since it was standard practice to give the FISA Court draft

-applications for review. ~ES//SHNF—

n to

“sought authoriz

The objective of the application was to s¢

-commumcatmns llnks between such oera 3
products_would then be tipped out as leads to the FBI and other elements of

the Intelligence Community to find members of T -
: disrupt their activities, and prevent future terrorlst attacks in the

United States.236 (FS/HSTEW/ASH/OC/NE).-

The Justice Department constructed its legal argument for this novel
use of pen register and trap and trace devices around traditional authorities
provided under FISA. Specifically, 50 U.S.C. § 1842(a)(1) authorizes the
Attorney General or other designated government attorney to apply

for an order or an extension of an order authorizing or
approving the installation and use of a pen register or trap and
trace device for any investigation to obtain foreign intelligence
information not concerning a United States person or to protect

proposed e-mail meta data collection and identifying the government official seeking to use
the pen register and trap and trace devices covered by the application for purposes of 50
U.S.C. § 1842(c)(1); a declaration of Dlrector of Central Intelligence Tenet describing the
threat posed byf - ; a certification from Attorney
General Ashcxo t stating that the information hkely to be obtained from the pen register
and trap and trace devices was relevant to an ongoing investigation to protect against
international terrorism, as required by 50 U.S.C. § 1842(c); and a memorandum of law and

fact in support of the application, {8778/ NFI

236 T icati nphasized that Internet e-mail is one of the primary methods
by wh1cl commumcate The memorandurn of law in sy port of the




against international terrorism or clandestine intelligence
activities, provided that such investigation of & United States
person is not conducted solely upon the basis of activities
protected by the first amendment to the Constitution which is
being conducted by the Federal Bureau of Investigation under
such guidelines as the Attorney General approves pursuant to
Executive Order No. 12333, or a successor order. (F377/8H/N

FISA incorporated the definitions of the terms “pen register” and “trap and.
trace device” from 18 U.S.C. § 3127, Thus, FISA adopted as the definition of
a “pen register”

a device or process which records or decodes dialing, routing,
addressing, or signaling information transmitted by an
instrument or facility from which a wire or electronic
commurication is transmitted, provided, however, that such
information shall nét include the contents of any
comirhunication. ~(FS/-SH-ANE]

18 U.8.C. § 3127(3). FISA also adopted as the definition of a “trap and trace
device”

a device or process which captures the incoming electronic or
other impulses which identify the originating number or other
dialing, routing, addressing, and signaling information
reasonably likely to identify the source of a wire or electronic

. communication, provided, however, that such information shall
not include the contents of any communication. (TS//SI//NE)-

18 U.S.C. § 3127(4).

In-its application the government argued that the NSA’s proposed
collection of meta data met the requirements of FISA by noting that the
ricta data sought comported with the “dialing, routing, addressing, or
signaling information” type of data described in FISA’s definitions of pen
registers and trap and trace devices. The government also noted that
nothing in these definitions required that the “instrument” or “facility” on
which the device is placed carry communications of only a single user rather
than multiple users.

The government next argued that the information likely to be obtained
from the pen register and trap and trace devices was relevant to an ongoing
investigation to protect against international terrorism, as certified by the
Attorney General under 50 U.S.C. § 1842(c). In support of this “certification

of re LNE POVCLLL




The government acknowledged that “the overwhelming majority of

comniunications from which meta data will be collected will not be
associated withf @ 2 . ” However, the government

maintairied that FISA did not. 1mpose ariy requirement to tailor collection
precisely to obtain only communications that are strictly relevant to the
investigation. The government argued that, in any event, “the tailoring
analys1s muist be informed by the balarice between the overwhelming
national secunty interest at stake . . , and the minimal intrusion into
privacy interests that will be 1mp11cated by collecting meta data — especially
meta data that will niever be seen by a human being unless a connection to
a terrorist-associated e-mail is found.” RS SN

The government also stated that the NSA needed to collect meta data
in bulk in order to.effectively use analytic tools such as contact chaining
that would enable the NSA to discover enemy
“communications. Thisargument echoed a premise many officials told us
about the nature of intelligence gathering in general. For example, Baker
likened the search for useful intelligence, particularly in the meta data
context, to fmdmg a rieedle in a haystack, stating, “the only way to find the
needle is to have the haystack.” Gonzales argued that “to connect the dots

you first have to collect the dots.” (FS/AFSLLNE]




) represented that for most of the proposed collection on

| it was “overwhelmingly hkely” that at least one end of the
transmitted. cominunication either originated in or was destined for
locations outside the United States, and that in some cases both ends of the
commumcatlon were. entlrel. overseas.?37 Hovvever the government




‘As discussed below, the government argued and the FISA
"timately agreed that the above-described collectio
: satisfied the definitions of pen register and trap and trace devices
under FISA and Title 18. See 50 U.S.C. § 1841(2); 18 U.S.C. § 3127(3) & (4).
{ES/SHHNE

The application also explained the proposed archiving and querying
process. According to the application, the collected meta data would be
stored in a secure NSA network accessible only through two administrative
login accounts and by specially-cleared meta data archive system
administrators. Each time the ddatabase was accessed, the retrieval request
would be recorded for auditing purposes. (FS7//8H7/NF—




The application proposed allowing 10 NSA analysts access to the
database.238 The NSA analysts were to be briefed by the NSA Office of
General Counsel concerning the circumstances under which the database
could be queried, and all queries would have to be approved by one of seven

senior NSA officials, 239 {FSH-SH-NF—

 The application explained that the bulk collection would be
with particular e-mail addresses in order to conduct chainingff

proposed that queries of the e-mail meta data archive would be performed

when the e-mail address met the following standard:

based on the factual and practical considerations of everyday
life on which reasonable and prudent persons act, there are.
facts giving rise to a reasonable articulable suspicion that a
particular known e-mail address is associated with

In addition, the NSA proposed applying the minimization procedures
in the United States Signals Intelligence Directive 18 (USSID 18) to minimize
the information reported concerning U.S. persons. According to the
application, compliance with these minimization procedures would be

238 At the governmen{s s : ymber of NSA analysts was increased to 15
when the Order was renewed T s

239 When it granted the government’s application, the FISA Court noted that in
conventional pen register and trap and trace surveillances a court first reviews the
application before a particular e-mail account can be targeted. The FISA Court stressed the
importance of the NSA Office of General Counsel’s obligation to ensure that the legal

adequacy for such queries was met. {F87//8H/N¥F—




monitored by the NSA's Inspector General and General Counsel. The
government also proposed that in each renewal application the NSA would
report to the FISA Court on queries that were made during the prior period
and the application of the reasonable articulable suspicion standard for
determining that queried addresses were terrorist-related. TS/} SHNEY

The application and supporting documents explained how the NSA
intended to use the collected meta data. The NSA sought to use the meta

application, the N that through external intelligence gathering
and internal analysis it would meet the proposed querying standard on
average less than once a day. The NSA further estimated that these queries
woulld generate approximately 400 tips to the FBI and CIA per year.24! Of
these tips to the FBI and CIA, the NSA projected that 25 percent would
include U.S. person information, amounting to leads including information
on about “four to five U.S. persons each month.” {ES/1SH-AF)

4.

Application {TS//SL//NF}-

On— Judge Kollar-Kotelly wrote Baker to inform him

that she was considering the application and was in the process of
preparing an Qpillion'-and order in response to it. She wrote that before the
opinion and Order could be completed, however, she required written
résponses to two questions:

Judge Kollar-Kotelly Raises Questions about PR/TT

(1) Apart from the First Amendment proviso in the statute (S0
U.S.C. § 1842(a)(1), (c)(2)), what are the general First
Amendment implications of collecting and retaining this
large volume of information that is derived, in part, from the
communications of U.S. persons?

(2) For how long would the information collected under this

authority continue to be of operational value to the
counter-terrorism investigation(s) for which it would be

collected? {FS/4/SLLNE)

Baker responded in a letter to the FISA Court on
Concerning the first question, Baker’s letter asserted that the proposed

240 These analytic tools are discussed in Chapter Three. (U)

241 The NSA arrived at this estimate based on the assumption that each query could
be expected to generatglle-mail addresses “one level out,” anHaddresses “two levels
out.” The overall number of direct and indirect contacts with the initial seed address would
be significantly reduced using “analytical tradecraft.” TS LA SN}




collection activity was consistent with the First Amendment and that he
could find no reported decisions holding that the use of pen register and
trap and trace devices violated the First Amendment. PSASHHANE)

In his létter, Baker argued that although the meta data collection
would include entirely innocent communications, a good ~faith mves’ugahon
does not violate the First Amendment simply because it is “broald] in
scope™ (quoting Laird v, Tatum, 408 U.8. 1, 10 (1972)). He also wrote that
the use. of the collected meta data would be “narrowly constramed” because
the querying standard for the meta 2 “reasonable
articulable suspicion” of a nexus ¢ - , (TSYSHHD)

Regarding Judge Kollar-Kotelly’s second question concerning how
long the collected meta data would continue to be of operatmnal value,
Baker wrote that, based on the analytic judgment of the No o SHCH
information woéuld continue to be relevant tof il . forat
least 18 months. Baker also advised that the NSA be, ved the e-mail meta
data would continue to retain operational value beyond 18 months, but that
it should be stored “off-line” and be accessible to queries only by a
‘spec1ally—cleared administrator, Baker proposed that 3 years after the -
18-month timeframe, or 4% years after it is first collected, the meta data

cotild be destroyed.242 (FS/+SH-NE)

5. FISA Court Order (U)

In response to the application and follow-up questions, on July 14,
2004, Judge Kollar-Kotelly signed a Pen Register and Trap and Trace
Oplmon and Order based on her findings that the proposed collection of

e-mail meta data and the government’s proposed controls over and
dissemination of this information satisfied the requirements of FISA.

The Order granted the government’s application in all key respects. It
approved for a period of 90 days the collectlon Wltl'nn the United States of
e-mail meta dataf @ - , .| The Order
also required the government to comply w1th certam add1t1onal restrictions
and procedures either adapted from or not originally proposed in the

application. {FS//HCS//SLL/NE)

In the Order, the Court found that the information to be collected was
“dialing, routing, addressing, or signaling information” that did not include

242 0 the FISA Court issued an order authorizing the NSA to
maintain bulk ‘meta data on-line for 4% years after which time it must be destroyed.
According to the NSA Office of General Counsel, the NSA still follows this retention

procedure, FSAHECS/HSH/NE-




the contents of any communpication. The Court stressed that it was on'l'y
authorizing collection of the céategories of information delineated in the
application, but acknowledged that addltlonal information * could be
gleaned” from that meta dataj ’ - . -
| The Court found that the means by wh thel || Elcategories
of meta data were to be collected met the FISA dﬁflIllthl’l of a “pen register,”
and that the means for collecting th category of meta data satisfied the
FISA definition of a “trap and trace device.” See 18 U S.C. § 3127(3) & (4),

as incorperated in FISA at 50 U.S.C. § 1841(2). TR #3

The Court further found that the government satisfied FISA’s
requlremcnt that the apphcatlon certify that the information likely to be
obtained is relevant to an ongoing investigation to protect against
international terrorism. The Court concluded that, “under the
¢ircumstances of this case, the applicable relevance standard does not
requ1re a statlstlcal “4ight fit’ between the volume of proposed collection and

: ller proportion of information that will be directly relevant to

| FBI investigations.”243 {FSHESHSHHNE-

The Court also agreed with the government’s position that the privacy
interest at stake in the collection of e-mail meta data did not rise.to the
“stature protected by the Fourth Amendment,” and that the nature of the
intrusion was mitigated by the restrictions on accessing. and disseminating
the 1nformat10n, only a small percentage of which would be seen: by any
persomn. :

In sum, the Court concluded that the use of pen register and trap and
trace devices to collect e-mail meta data would not violate the First
Amendment, stating that

the bulk collection proposed in this case is analogous to
suspicionless searches or seizures that have been upheld under
the Fourth Amendment in that the Government’s need is
compelling and immediate, the intrusion on individual privacy
interests is limited, and bulk collection appears to be a_
reasonably effective means of detecting and monitoringf

243 The Court cautioned that its ruling with regard to the breadth of the meta data
collection should not be corstrued as precedent for similar collections of the full content of
communications under the electronic surveillance provisions of FISA. The Court noted
important differences in the two types of collection, including the fact that overbroad
electronic surveillance requires a showing of probable cause to believe the target is an agent
of a foreign power, while the bulk meta data c‘ollectlon under FISA’s pen register and trap
and trace device provisions merely requires a_ L the overbroad collection is.
justified as necessary to discover unknowr{Z T . persons. The Court also
contrasted the high pr1vacy interests at stake w1th respect to content communications with
the absence of a privacy interest in meta data. {FS/SHNF—




However, the Court also was concerned that “the extremely broad
nature of this collection carries with it a heightened risk that collected
information could be subject to various forms of misuse, potentially
involving abridgement of First Amendment rights of innocent persons.” The
Court noted that under 50 U,S.C. § 1842(c)(2), pen register and trap and
trace information about the communications of a .S, person cannot be
targeted for collection unless it is relevarnt to an investigation that is not
solely based upon the First Amendment, Therefore, the Court ordered that
the NSA modify its criterion for querying the archived data by inserting the
following underlined language, as shown below:

prudent persons act, there are facts giving rise to a reasonable
articulable suspicion thata p articiilar known e-mail address is.
associated withp - =
er, that anf

solely on the
st Amendment to

basisof ac tha cted by th
the Constitution. {FS/HESHSH-AF-

Regarding the storage, accessing, and disseminating of the e-mail
meta data obtained by the NSA, the Court ordered that the NSA must store
the information in a manner that ensures it is not commingled with other
data, and must “generate a log of auditing information for each occasion
when the information is accessed, to include the . . . retrieval request.” The
Court further ordered that the e-mail meta data all be accessed only
through queries using the contact chainingfh . as
described by the NSA in the government’s application. {FS+HHESH/SH/7/NF)

The Court noted the “distinctive legal considerations” involved in
implementing the authority the Court was vesting in the NSA. Specifically,
the Court observed that conventional pen register and trap and trace
surveillance required judicial review before any particular e-mail account
could be targeted. However, by granting the government’s application, the
Court noted that the 's decision to target an e-mail address (sometimes
referred to as a “see ") would be made without judicial review.
Therefore, the Court ordéred that the NSA's Office of General Counsel would
be responsible for training analysts to comply with querying standards and




‘ , P
Kollar—Kotelly s inguiry regarding T the collected data the
Court ordered that the e-mail meta data shall be available for 18 months for
querying. The Court further ordered that after the 18-month period, the
data must be transferred to an “off-line” tape system from which it could
still be accessed for querying upon approval of the NSA officials authorized
to approve queries, and that such meta data must be destreyed 4%, years
after initially collected. {F :

The Court’s Order was set to expire after 90 days. The Court required
that any application to renew or reinstate the authorlty granted in the Order
must include: a report discussing queries made since the prior applrcauon
and. ihe NSA s apphcatmn of the rc‘u131te legal 8 ndard to those queries;

- ~.oposed to be added to the
r; any c‘hanges to rth,e-de'scr’i'ption of the

means of ccllectmn
of the pen register and

Finally, the Court issued separate orders to
assist the NSA with the installation and use of the pen reglster and trap and
trace devices and to maintain the secrecy of the NSA’s act ’
called “secondary orders,”
The NSA was directed to compensate: the carriers for all

assistance prov1ded in connection with the PR/TT Order.
_\L"[‘C\ / /U(“Ql JST//NE)

T

Baker and other witnesses told us that obtaining the Order was seen
by the Department as a great success, and that there was general
agreement that the government had secured all the authorl it sought to
conduct the bulk e- -mail meta data collecti - "‘

= ... : = "Comey told us thaL
‘obtammg the Order from the FISA Court also prov1ded an “air of legitimacy”
to the program.?% {FSHSTEW/18H/OC/NF—

244 Comey and others informally referred to the PR/TT Order as “the mother of all
pen registers.” {TS/HSH-ANF—




We discuss below the President’s directive and the OLC memorandum

that was drafted to analyze its legality. (TS ASTLW /ST /QC/NE)

1. The President’s August ©, 2004, Memorandum to the
Secretary of Defense —(—?—S++SHH}F)—

On August 9, 2004, the same day a routine Presidential Authorization
was issued to continue Stellar Wind, the Pres1dent sent a separate
memorandur’n to t . erdinethe 1las of the e-mail

Augu ; 9 2004 Presuientlal Authonzatmn
Avthorizations), the NSA was authorized tof

party tothe commumcatmn belonged to
(2) the purpose of the search was to produce forelgn 1ntelh-ence 1nformauon

245 The President’s Memorandum provided that the authority to canduct such
searches was to terminate on September 23, 2004, In the September 17, 2004, Presidential
Authorlzatlon this authority was extended until November 18, 2004.




‘Jack Goldsmith resigned as Assistant Attorney General for the Office
of Legal Counsel on July 30, 2004, Goldsmith was replaced by Daniel
Levin, who served as the Acting Assistant Attorney General for OLC until
February 2005. (U)

t the request of Comey and Ashcroft, Levin began

b1, b3,
h7E

246 Thel |

: e-mail meta data fas since been placed on tape and is being held
by the NSA Office ¢

seneral Counsel pursuant to a preservation order.

‘ 247 The final version of the OLC memorandum was signed by Levin on February 4,
| 2005. Levin told the OIG that a “policy decision” was made to limit application of the
memorandum to the specific purposeffil = - = s
However, Levin stated that, based on his analysis of the issue, he believed thatf




_ Thus, the President asserted extrajudicial authority to order the
further use of e-mail meta data collected under Stellar Wind for the limited

purpose-described in his Auguist 9 memorandum. The FISA Court was
notified of this action, although the government did not seek its permission.

)
¢. Non-Compliance with PR/TT Order {FS{/SH-/NF}

As with other orders issued under FISA, the PR/TT Order was
renewed every 90 days. During the early renewals, two major instances of
Hon-compliance were brought te-the RISA Court’s attentiori. As described
below, these violations of the Order resulted primarily from the NSA senior
officials’ failure to adequately communicate the technical requiréments of
the Order to the NSA operators tasked with implementing them, and from

miscommunications among the FISA Court, the Justice Department, and
the NSA concerning certain legal issues. {F877/8H/7/NF)

1.  Filtering Violations {TS//SH//N¥F}
. OIPR filed a Notice of Compliance Incidents with

the FISA Court. In the Notice, Baker stated that the com liance incidents
cited in the Notice “raise compliance issues with about:w& the

collection authorized by the Court.”2# The Notice included asan
attachment a letter from NSA Gernieral Counsel Robert Deitz to Baker

03)(1) b?(3) . - ould be queried for any purpose. Levin told
us that, other than Addington, no one else was pushing to broaden the memorandum’s
application_ (_TQ ’/ l/ Q7T "X/I/ l, ST ’/ ,/f\("ll 1\;[}1‘_)__

248 Subsequent filings indicate tha .{b) of overall collections under the Order

were affected by the violations. (FSHSH/3H

249 QOne tipper that was based on this unauthorized collection was disseminated as
a lead to the FBI but was subsequently retracted, {ESFSHNFY




Bake1 told us. that Jtde Rollar {oteﬂy was not nappy about the
' i 1ed an Order Regarding

. Comphance Order)

were attested to by its Director and, at the Government s mVJtatlon adopted
as provisions of the orders of this Court.” The Court found that the
violations “resulted from deliberate actions by NSA personnel,” as
dlstmgtushed frorn technical failures. The Court stated it was also troubled
ation of the violations, which extended from July 14 through
- and that the Court was reluctant to issue a renewal of

t same. day, the Court issued an Order to address}| »
1o Reauijred Information for Authorities Involvmg

- requmng that ani aiihcatmn

‘a sworn declaration by the Secretary of Defense attestm'g to the state- of
compliance with the PR/TT Order and a description of the procedures that

would be used to ensure comphance AFSHSHINF

A _ad moved to a
thr ough

contact cha_m g dabase using only properly obtalned meta data and
purged the unauthorized meta data from the system. {FS/A/SLLNE)

A declaration by NSA Director Hayden accompanying the
government’s motion stated a total ofjgg)e- -mail addresses were tipped as
leads to the FBI and CIA during the violation period and that] of these
leads.-may have come from the unauthorized collection. Hayden wrote that




this lead was purged from the FBI's and CIA’s databases on

The NSA Office of the Inspector General subsequently issued a report
on its investigation of the unauthorized collections. The NSA OIG report
stated that the filtering violations “probably led to actual unauthorized
collection, but we have not been able to determine the extent of such
_and we are not certain that we will be able to do g0.” The report

The report conclu - “th stemic management failures
within both (IS -
within the Signals Intelligence Directorate (SID}], and & complete lack of
program management with regard to collection.” The report stated that
while the training provided by the NSA Office of General Counsel was
“Vigorous,,Co‘nS’cie‘:nt’»ious, and compliant with the July 14 Order, it was
inadequate in scope.” FSEEWHHES 7S ]

>

Acéording to the report, the NSA removed as much of the tainted
collection from the PR/TT database as hossible. The NSA was unable to
segregate unauthotized collection from e Iso it rebuilt
that portion of the PR/TT database from (b)(1) (b)m _ (the day after
the violation was discovered), forward. Moreover, according to the NSA OIG
report, analytical personriel were restricted from accessing the unauthorized
meta data.

2. FISA Court Renews PR/TT Order (TS//SU//UF)

The FISA Court’s PR/TT Order expired on )Of)l" ('b)r(k)') . On that
on. The Renewal

P 0B
d fully complied with the PR/TT Order
with respect to{QI0R ment did not seek
reauthorization for collection ' . duetoavariety of
operatiorial reasons which the app ation did not specify. {FS/AFSH-/E

date the government filed its first renewal applicati
_Application sought authorization to collect e-mail meta data o

T

and stated tha




Renewal Order nd the orlglnal Order Were similar in most respects
However, in the Renewal Order the. Court requlred the NSA to submit

,reports every 30 days concermnuuermes made smce the pnor report and
_describing any -anes made tol 7  land the_

Baker told us that during one of his “over31ght” visits to the NSA
following the FISA Court’s PR/TT Order, he was given a demonstration of
how the NSA analysts processed the e-mail meta data, including an
explanation of how e-mail meta data is collected and queried. Baker said he
was. infor: 18 among the pleces of data that mlght be used to meet the
reasonable ar - querying the e-mail meta datal@

251 Iny the initial PR/TT Order, the Court required such a report only upon the
government’s submission of a renewal application every 90 days. ~FS/+SH-NF-

252 As noted above, seed are e-mail addresse mbers for
which a reasenable artlcula.ble sus cion exists to believe the . ‘
to a terrorist entity. See & arc used to query the meta data database to reveal

links with other addresses or numbers. {FS/4/SLANEL
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D. Subsequent PR/TT Appl

As described above, the PR/TT Order was first renewed o

) and was renewed by subsequent orders of the FISA Court at
Ppro mat_ely 90—day inter'valsv.%‘* {TS//S1//NE)

. || {he FISA Court issued a Supplemental Order
requiring the governmert to enhance its reporting to the Court of the foreign
intelligence benefits realized under the PR/TT Orders. Writing for the FISA
Court; Judge Kollar-Kotelly stated that the authority granted under these
orders allowed the NSA “to collect vast amounts of i’nforma;tiOna}bQut,eamajl
| communications[,]” but that “the Court is unable on the
1 d to ascertain the extent to which information so collected has
actually resulted in the foreign intelligence benefits originally anticipated.”
Supplemental Order at 1-2. The government responded with a motion
requesting that, in light of prior briefings it had given the FISA Court, it not
be required to fully comply with the Supplemental Order. Itis not clear
what if any specific action the FISA Court took in response to this motion,
althotigh based on the OIG’s review of the PR/TT docket the government

continued to submit regular reports to the FISA Court.

Rolue o

bl,
b3,
b7E

254 |n these renewals,l 11 @ 8 |were added and dropped fronf
| that were approved in the July 14, 2004, PR/TT Order. FS/+8H1¥F—




b3,
b7E
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il.  Telephony Meta Data Collection Under FISA {TS/SH-NF-
The second part of the Stellar Wind program brought under FISA
authority was the NSA’s bulk collection of telephony meta data (basket 2).
As described in Chapter Three, under this aspect of the Stellar Wind
program the SA obtained the call detail records of telephone calls
domestic and international B2l o
| As with W:inall meta /VcAlata,e lk o
b7E

niimber of each call, and the date, time, and duration ol each call. The cail
do niof includé the substantive content of any communication or the name, address, or

financial information of a subscriber or customer. (TS L4 SLLANE)

bl, b3,



nature of the telephony collection provided the NSA the ability to conduct
. i - contactchaininggl

The transition of bulk telephony meta data collection from
Presidential Authorization under the Stellar Wind program to FISA authority
relied on a provision in the FISA statute that authorized the FBI to seek an
order from the FISA Court compelling the. production of “any tangible
things” from any business, organization, or entity, provided the items-are for
an authorized investigation to protect against international terrorism or
clandestine intelligence activities. See 50 U.S.C. § 1861. Orders under this
provision commonly are referred to as “Section 2157 orders in reference to
Section 215 of the USA PATRIOT ACT, which amended the “business
records” provision in title V of FISA.258 The “tangible things” the goverriment
sought in the Section 215 application described in this section were the call
detail recordsf e . WusSEEA SLLLOCINE)

We describe below the circumstances that led to the government’s
decision to transition the bulk collection of telephony meta data from’
presidential authority to FISA Authority. We then summarize the
government's initial application and the related Court Order.

A. Decision to Seek Order Compelling Production of Call detail
records {FS//SL/NF—

The timing of the Department’s decision in May 2006 to seek a FISA
Court order for the bulk collection of telephony meta data was driven
primarily by external events. On December 16, 2005, The New York Times
published an article entitled, “Bush Lets U.S. Spy on Callers Without
Courts.” The article, which we discuss in more detail in Chapter Eight,
described in broad terms the content collection aspect of the Stellar Wind
program, stating that the NSA had “menitored the international telephone
calls of hundreds, perhaps thousands, of people inside the United States
without warrants over the past threg in_an c possible

ATAWA NI
LA OGN

I

258 The term “USA PATRIOT Act” is an acronym for the Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of
2001, Pub. L. No. 107-56, 115 Stat. 272 (2001). It is commonly referred to as “the Patriot
Act.” (U)

b1, b3,
b7E



On December 17, 2005, in response to the article, President Bush
publicly confirmed that he had authorized the NSA to intercept the
international communications of people with “known links” to al Qaeda and
related terrorist organizations (basket 1). On January 19, 2006, the Justice.
Department issued a document entitled “Legal Authorities Supporting the
Activities of the National Security Agency Described by the President” and
informally referred to as a “White Paper,” that addressed in an unclassified
form the legal basis for the collection activities that were described:in the
New York Times article and corifirmed by the President.

According to Steven Bradbury, the
analysis contained in the White Pape

Times article did not-
Today were asking ab
BradbuyEE e
Today story would at
published:2%9 (LSS

bl,
b3,
b7E
259 On May 11, 2006, USA Today published the results of its investigation. The
article, entitled “NSA Has Massive Database of American Phone Calls,” reported that the
NSA “had been secretly collecting the phone call records of tens of millions of Americans,
using data provided by AT&T, Verizon, and BellSouth.” The article stated that the program,
launiched shortly after the September 11 attacks, collected the records of hillions of
domestic calls in order to analyze calling patterns to detect terrorist activity, The article
reported that the records provided to the NSA did not include customer names, street
addresses, and other personal information, but noted that such information was readily
available by cross-checking the telephone numbers against other databases.
bl,
b3,

b7E




B. Summary of Department’s Application and Related FISA
Court Oxder {S/NF}—

As noted previously, applications to the FISA Court that seek an order
compelling the production of “tangible things” are commonly referred to as
“Section 215” applications, in reference to Section 215 of the USA PATRIOT
ACT. Section 215 authorizes the FBI to request a FISA Court order

requiring the production of any tangible things (including
books, records, papers, documents, and other items) for an
investigation to obtain foreign intelligence information not
concernirig a United States person or to protect against
international terrorism or clandestine intelligence activities,
provided that such investigation of a United States person is riot
conducted solely upon the basis-of activities protected by the
first amendment to the Constitution. (U)

50 U.S.C..§ 1861(a)(1).26! Section 215 does not require that the items
sought pertain to the subject of an investigation; the government need only
demonstrate that the items are relevant to an authorized investigation.262
(0)

On May 23, 2006, the FBI filed with the FISA Court a Section 215
application seeking authority to collect telephony meta data to assist the ;
' inding and identifying known and unknown members or agents ol

, , lin support of thel . related FBI
investigations then pending and other Intelligence Community operations. b1, b3,
The application requested an order compelling v to b7E
produce (for the duration of the 90-day order) call detail records relating to
all telephone communications maintained by the carriers. The application
described call detail records as routing information that included the

261 “Upited States person” is defined in FISA as a citizen, legal permanent resident,
or unincorporated association in which a “substantial number” of members are citizens or
legal permanent residents, and corporations incorporated in the United States as long as
such associations or corporations are not themselves “foreign powers.” 50 U.S.C.

§ 1801(i}{2005). (U)

262 Pricr to the enactment of Section 215, the FISA statute’s “business records”
provisions were limited to obtaining information about a specific person or entity under
irivestigation. Also, information could be obtained only from ¢ommon carriers, public
accommodation facilities, physical storage facilities, and vehicle rental facilities. (U)




originating and terminating telephone number of each call, and the date,
time, and duration of each call. The application stated that telephony meta
data did not include the substantive content of any communication or the
name, address, or financidl information of a subscriber or customer.
According to the application, the majority of the telephony meta data
provided to the NSA was expected to involve communications that were (1)
betiween the United States and abroad, or (2) wholly within the United
States, including local telephone calls. EREEEEEEEE

The application acknowledged that th collection would include
records of communications of U.S. persons located within the United States
who were not the subject of any FBI investigation. However, relying on the
precedent established by the PR/TT Order, the application asserted that the
collecti needed for the NSA to perform analysis to find known

- | and to identify unknown operatives, some of whom may be
“in the United States or in communication with U.S. persons. The '
application stated that it was not possible to determ:ine in advance which
particular piece of meta data will identify a terrorist. The application stated
that obtaining such bulk data increases the NSA's ability, through
contact-chaining | to detect and identify members -o]f-
- , - other words, according to the application,
meta data analysis is possible only if the NSA “has collected and archived a
broad set of metadata that contains within it the subset of communications
that can later be identified as terrorist-related.”265 {FS//SH-F—

064
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265 The FISA Court had stated in its July 2004 PR/TT Order that the FISA statute’s

“relevance” requirement is a relatively low standard and that in evaluating whether bulk
meta data is “relevant” to an investigation intod “deference
should be given to the fully considered judgment of the executive branch in assessing and
responding to national security threats and in determining the potential significance of
intélligence-related information.” The government cited this precedent in the Section 215
application, stating, “[j tion of e-mail meta data was relevant to FBI
investigations intof |so is the bulk collection of telephony

metadata described h




coneiderations of" every'dayv life on which reasonable and "p’ru'derlt perfspn's-
act there are facts,glvmg r1se to a reasonable articulable suspicion that the

regarded as assoc1ated w1th . .
solely on the basis of activities that are protected by the First Amendment to

the Constitution.” {FS/SH/NF-

Accordmg to the application, the NSA estimated that only a tiny
fraction (1 in 4 million, or 0.000025 percent) of the call detail records
.mcluded in the database were expected to be analyzed The results of any

The application also-proposed restrictions on access to, and the
processing and dissemination of, the data collected that were essentially
identical to those included in the PR/TT Order. These included the
requirement that queries be approved by one of seven NSA officials or
managers and that the NSA’s Office of the General Counsel would review
and approve proposed queries of telephone numbers reasonably believed to

be used by U.S. persons.267 {FS/+SH-NF}

of meta data, such as controls on the dissemination of any U.S. person information, the
creation of a capability to audit NSA analysts with access to the meta data, the destruction
of collected meta data after a period of 5 years (the destruction period for e-mail meta data
! was 4% years), and a review by the NSA's Inspector General and General Counsel
t conducted within 45 days of implementing the FISA Court order that assessed the
A {Cont’d.)




‘215 Orders did not require the NSA to modlfy 1ts use of the telephony meta

On May 24, 2006, the FISA Court approved the Section 215

apphcatlon The Court's Order stated that there were réasonable grounds to
believe that the telephony meta data records. sought were relevant to
authorized investigations being conducted by the FBI to protect against

international terrorism. The Order incorporated each of the procedures
proposed in the government’s application relating to access to and use of
the meta data. These procedures included a requirement that any

application to-renew or reinstate the authorlty for the bulk collection

contain:a report descrlbmg {1) the queries made since the Order was

granted; (2) the manner in which the procedures relating to access and use
of the meta data were applied; and (3) any proposed changes in the way in

which the call detail records would be received from the communications
cartiers. The Order also requires the Justice Department to review, at least
every 90 days, a sample of the NSA’s justifications for querying the call

detail records. {FS/HASTLNE).

Through March 2009, the FISA Court renewed the authorities granted
in the: May 24 Order at apprommately 90-day 111tervals W1th some

bl,
b3,
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data from an analytical perspective. However, as discussed below, the FISA
Court drastically changed the authority contained in its March 2009 Section
715 Order following the government’s disclosure of incidents involving the
NSA’s failure to comply with the terms of the Court’s prior orders.

adequacy of the management controls for the processing and dissemination of U.S. person
information. -{FS/SH-ANF

268 Ag noted above, the Court granted an identical motion at the same time in

_connection with the bulk collection of e-mail meta data. ~AFSHSHF-




€. Non-Compliance with Section 215 Orders {TS//SHHNF

On January 9, 2009, representatives from the Departments National
Security Division attcnded a briefing at the NSA concerning the telephony
meta data collection. During the course of this briefing, and as confirmed
by the NSA in the days that followed, the Department came to understand
that the NSA was querying the telephony meta data in a manner that was
riot authorized by the FISA Court’s Section 215 Orders. Specifically, the
NSA was.on a daily basis automatically querying the meta data with
thousands of telephone identifiers from an “alert list” that had not been
determiined to satisfy the reasonable articulable suspicion (RAS) standard
the Court requu'ed be met before the NSA was authorized to “access.the
archived data” for search or analysis purposes. 269 PGS/ ST/ NE)

The alert llst contamed telephone 1clent1f1ers that were. of 1nterest to

bl,
b3,
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nerated from RAS- ap'pro ;
conduct contact chainingf @

However, automated analys erierated by non-RAS approved
identifiers were not permitted; instead, the alerts were sent to analysts to-
determine whether chaining was warranted in

accordance with the RAS standard. (RS//SH-/NE)

On January 15, 2009, the Justice Department notlﬁed the FISA Court
that the NSA had been accessm thetelehon et ) non-RAS bl, b3,
approved 1dent1f1ers | . ' : ' ' ' b7E

0 On January 28,‘ e

269 The term “telephone identifier” used by the government means a telephone
number as well as other unique identifiers associated with a particular user or
telecommunications device for purposes of billing or routing communi cations.

—{FS7 7SN

270 Pollowing the Department’s notice to the Court, the NSA attempted to complete
a software fix to the alert process so that “hits” against the telephony meta data generated
by non-RAS-approved telephone identifiers were deleted and that only “hits” generated by
RAS-approved identifiers were sent to NSA analysts for further analysis. The NSA also
attempted to construct a new alert list consisting of only RAS-approved telephone
identifiers, However, the implementation of these modifications was unsuccessful and on
January 24, 2009, the NSA shut down the alert process completely, —(fPSf—/S-I-f-fN-F-}




TOP SECRET/ /STLW

‘Court issued an-order stating that it was “exceptionally concerried about
what appears to be a flagrant violation of its Order in this matter[.]* The
Court required the government to file a brief to “help the Court assess
whether the Orders in this docket should be modified or rescinded; whether
other remedial steps should be:directed; and whether the Court should take
action regarding persons responsible for any misrepresentations to the
Court of violation of its Orders, either through its coritémpt powers or by
referral to appropriate investigative offices.” The Court alsa required the
government to address several additional specific issues, including who
knew that the alert list being used to query the meta data included
identifiers that had not been determined to meet the reasonable and
articulable suspicion standard, how long the “Unauthorized querying” had
been conducted, and why none of the entities the Court directed to conduct
reviews of the meéta data collection program identified the problem earlier.271

On February 17, 2009, the government responded to the Court’s
Ordeér and acknowledged that the NSA’s previous descriptions to the Court
of the alert list process were inaccurate and that the Section 215 Order did
not ‘authorize the government to use the alert list in the manner that it did.
The government described for the Court in detail how the NSA developed
procedures in May 2006 to implement the Section 2 15 authority that
resulted in the NSA querying the telephony meta data with fion-RAS
approved telephone identifiers for over 2 years in violation of the Court’s
Orders, and how those procedures came to be described incorrectly to the
Court. According to the government, the situation resulted from the NSA’s
interpretation of the term “archived data” used in the Court’s Orders and
the NSA’s mistaken belief that the alert process under the Section 215
-authority operated the same as the alert process under the Pen
Register/Trap and Trace authority.2’2 The government told the Court that
“there was never a complete understanding among key personnel” who
reviewed the initial report to the Court describing the alert process about

271 The entities directed to conduct such reviews under the Section 215 Orders were
the NSA’s Inspector General, General Counsel, and Signals Intelligence Directorate
Oversight and Compliance Office. (U//EOHO)

372 The NSA understood the term “archived data” in the Court’s Order to refer to the
t}..

“archived,” repository of telephony meta data. For this reason, in the NSA's view, it was not
required to limit the alert list to RAS-approved identifiers. ATS /STy




hat certain terminology was intended to mean, and that “there was no
smgle person who had completé technical understanding of the BR FISA

system architecture.” {FS/+8H-F—

The government ar gued that the Section 215 Orders should not be
rescirided or modified “in light of the significant steps that the Government
has already taken to remedy the alert list compliance incident and its
effects, the sighificant oversight modifications the Government is.in the
process of implementing, and the value. of the telephony metadata collection
‘to the Government’s national security mission. 1278 Among the several
measures the government highlighted to the Court was the NSA Director’s
decision to.order “end-to-end system engineering-and process reviews
(technical and operational) of NSA’s handling of [telephony] metadata,” Less
than two weeks after the government filed the response summarized above,
the government informed the Court that the NSA had identified additional
compliance incidents during these reviews.27* {FS//SH/NE}-

In Orders dated March 2 and 5, 2009, the FISA Court addressed the
compliance incidents reported by the government and imposed drastic
changes to the Section 215 authorities prev1ously granted. The Court first
addressed the NSA’s interpretation of the term “archived ‘data.” The Court
said the interpretation “strains credulity” and observed that an
mterpretatlon that turns on whether the meta data being accessed has been
“grchived” in a particular database at the timie of the access would “render
compliance with the RAS requirerment merely optional.” (RS ST/NE)-

data for a report, the identifier was either already the subject of a FISA: Court order or had )
been reviewed by the NSA’s Office of General Counsel to ensure the RAS determination was
not based solely on a U.S. person’s First Amendment-protected activities, TS LLSLANE}-

274 The additional compliance incidents involved the NSA’s handling of the
telephony meta data in an unauthorized manner. The first incident involved the NSA’s use
of an analytical tool to query (usually automatically) the meta data with non-RAS approved
telephone identifiers. The tool determined if a record of a telephone identifier was present
in NSA databases and, if so, provided analysts with information about the calling activity
associated with that identifier, The second incident involved three analysts who conducted
chaining-analyses in the telephony meta data using 14 non- RAS approved identifiers.
According to the government’s riotice to the Court, the analysts conducted queries of
non-FISA authorized telephony meta data and were unaware their queries also ran against
the FISA-authorized meta data. The government stated that none of the queries used an
identifier associated with a U.S. person or telephone identifier and none of the queries.

resulted in intelligence reporting. {FS{/SH-NF—




The Court next addressed the misrepresentations the governiment
made to the Court from August 2006 to December 2008 in reports that
ihaccurately described the alert list process. The Court recounted the
specific misrepresentations and summarized the government’s explanation
for their oceurrence: The Court then concluded,

Regarc_lich of what factors contributed to making these
misrepresentations, the Court finds that the government’s
failure toensure-that responsible officials adequately
understood the NSA's alert list process, and to accurately report
its implementation to the Court, has prevented, for more than
two years., both the government and the FISC from taking steps
to remedy daily violations of the minimization procedures set
forth in FISC orders and designed to protect_can
detail records pertaining to telephone communications-of U.S.
persons located within the United States who are not the
subject of any FBI investigations and whose call detail
information could not otherwise have been legally captured in

The Court also addressed the additional non-compliance incidents
that were: identified during the initial review ordered by the NSA Director,
observing that the incidents occurred despite the NSA implementing
measures specifically intended to prevent their occurrence. In view of the
record of compliance incidents the government had reported to date, the
Court stated, :

[I]t has finally come to light that the FISC’s authorizations of
this vast collection program have been premised on a flawed
depiction of how the NSA uses BR metadata. This
misperception by the FISC existed from the inception of its
atithorized collection in May 2006, buttressed by repeated
inaccurate statements made in the government’s submissions,
and despite a government-devised and Court-mandated
oversight regime. The minimization procedures proposed by the
government in each successive application and approved and
adopted as binding by the orders of the FISC have been so
frequently and systemically violated that it can fairly be said
that this critical element of the overall BR regime has never
functioned effectively. — :

Despite the Court’s concerns with the telephony meta data program,
and its lack of confidence “that the government is doing its utmost to ensure
that those responsible for implementation fully comply with the Court’s
orders,” it authorized the government to continue collecting telephony meta
data under the Section 215 Orders. The Court explained that in light of the




government s repeated representations that the collection of the telephony
meta data is vital to national security, taken together with the Court’s prior
determiination that the collection pr operly administered conforms with the
FISA statute, “it would not be prudent” to order the government to cease the

bulk collection. {FS/FSH-NF}

However, believing that “more is needed to protect the privacy of U.S.
person information acqulred and retained” pursuant to the Section 215
Orders, the Court prohibited the government from accessing the meta data
collected “until such time as the government is able to restore the Court’s
confidence that the govemrnent can and will comply with previously
approved procedures for accessing such data. ”275 The government may, on
a case-by-case basis, request authority from the Court to query the meta
data to obtain foreign intelligence.276 Such & request must specify the
telephone identifier to be used and the factual basis for the NSA’s RAS
determination. (FS//SH-/NH-

The Court ordered that upon cornpletlon of the NSA’s end to- end
descrlbes the results of revrews dlscusses thc Steps taken to rcmedy
non-complianice incidents, and proposés minimization and oversight
procedures to employ should the Court.authorize resumption of regular
access to the telephony meta data. The government’s réport also must
inchide an affidavit from the FBI Director and any other government
natiorial security official deemed appropriate describing the value of the

telephony meta data to U.S. national security. {FS5//SH/NF—

Additionally, the Court ordered the government to implement
oversight mechanisms proposed in the government’s response to the
compliance incidents. These mechanisins generally require the Justice
Department’s National Security Division to assume a more prominent role in
the NSA’s administration of the bulk collection program. For example, the
NSA’s Office of General Counsel must now consult with the National

275 The Court also stated, “Given the Executive Branch's responsibility for and
expertise in determining how best to protect our national security, and in light of the scale
of this bulk collection program, the Court must rely heavily on the government to monitor
this program to ensure that it continues to be justified, in the view of those responsible for
our national security, and that it is being implemented in a manner that protects the
privacy interests of U.S. persons|.]”—{F8//58t//MF}

276 The Court authorized the government to query the meta data without Court
approval to protect against an imminent threat to-human life, with netice to the Court
within the next business day of the query being conducted, The-Court also authorized the
government to access the meta data to ensure “data integrity” and to develop and test
technological measures designed to enable to the NSA to comply with previously approved

procedures for accessing the meta data. —FSH-SH-HH-




Securlty Division on all 31gn1ﬂcant legal opinions. that relate to the
initerpretation, scope, or implemeéntation of past, cur rent, and future Section
215 01 ders related to the telephony bulk meta data collection.

On May 29, 2009, the Court authorized the government to continue
collecting telephony meta data under the Section 215 Orders for 43 days
'subject t0 the same limitations:set out in its orders of March 2 and 5, 2009.

III. Content Collection under FISA {TS//SHNF})-

The third and last part of the Stellar Wind program brought under
FISA authorlty was conitent collection (basket 1). The effort to accomplish
this transition was legally and operationally complex, and our discussion in
this section does not address each statutory element or the full chronology
of. the governrnent s applications and related FISA Court: orders. Rather, we
Oe ’he c1rcumstanccs SUrroundlng the government’s decxslon to

“Court's: response to the govemment’s content: colIectlon proposals and the
rs it issued. In this section, we describe one FISA Court judge’s
16_] jection of the government’s legal approach to conterit collection; a decision
that hastened the enactment of legislation that significantly amended the
FISA statute and provided the government: survel]lance authorltles broader
than those authorized under Stellar Wind. -

A. Decision to Seek Content Order {FS//SLA/NF}-

The Department first began work on bringing Stellar Wind’s content
collection activity (basket 1) under FISA in March 2005, shortly after Alberto
Gonzales became Attorney General, Gonzales told us that he initiated
discussions about making this change with OLC Principal Deputy Assistant
Attorney General Bradbury. Gonzales said that he had questions about how
the NSA was conducting the collection in terms of audits and checks being
performed, and he wanted to ensure that the agency was running the
program properly. Gonzales told us that placing content collection under
FISA authority would also eliminate the constitutional debate about the
activity and would reassure people that the President was actlng accordmg
to the Constitution and the law. Gonzales said that, in his view, it is better
to conduct activities such as content collection without a direct order from
the President when possible. Gonzales added that in 2001 nobody thought
it was poss1ble to bring Stellar Wind under FISA authority. ‘




When Gonzales became Attorney General in early 2005, however, he
also kriew there had been a leak to The New York Times about the NSA’s
content collection activity under Stellar Wind and that the paper was
actively investigating the story. In November 2004, Gonzales (then the
White House Counsel), together with Deputy Attorney General Comey and
his Chief of Staff, had met with New York Times reporters to discuss the

potential article. 277 ~(£S 1 STEWS1-SHOE€/NF-

In response to Gonzales’s request, Bradbury, working with attorneys
in OLC and the Office of Intelligence and Policy Review {(OIPR) as well as
with NSA personnel, devised a legal theory, summarized below, for bringing
under FISA the Stellar Wind program’s content collection activities while
preserving the “speed and agility” many Intelligence Commumty officials
cited as the chief advantage of the NSA program. In June 2005, Bradbury,
together with Associate Deputy Attorney General Patrick Philbin, presented
the legal theory to White House officials David Addington, Harriet Miers, and
Daniel Levin and received their approval to continue work on a draft FISA

application.278 (FS/HSTEW/H-SHAOCNF—

Bradbury told the OIG that he also spoke to the Director of National
Intelligence and to NSA officials about bringing Stellar Wind’s: content
collection under FISA. According to Bradbury, the Director of National
Iritelligence responded positively to the proposal, but the NSA was skeptical
as to whether a FISA approach would be feasible, in view of the substantial
administrative requirements under the FISA Court’s PR/TT Order. The NSA
also believed that the FISA Court would be reluctant to grant the NSA the
opera’tional flexibility it would insist on in any content application, resulting
if1 less surveillance coverage of telephone numbers and e-mail addresses

used by persons outside the United States. {FS/H-STEWHSHAOC/NF—

As discussed in detail in Chapter Eight of this report, in December
2005 The New York Times published its series of articles on the content
collection portion of the Stellar Wind program, resulting in considerable
controversy and public criticism of the NSA program. Through the spring of
2006, the Department continued work on the content application. In May
2006, at the first of the FISA Court’s semiannual meetings that year, the
Department provided the Court a draft of the application for content
collection to obtain feedback on the government’s unconventional approach
to the FISA statute. None of FISA Court judges indicated whether the

277 The New York Times held the article until December 2005, when it published a
series of articles on the content collection portion of Stellar Wind. {TS/ASHANE)-

278 After serving as Acting Assistant Attorney General for OLC from June 2004 to
February 2005, Levin joined the National Security Council, where he remained until
approximately November 2005, (U)




application would be granted if filed, but some 1dent1f1ed concerns with
certairi.aspects of the proposal. (F87 '

At this time, Congress dand the Administration were also discussing
how to modernize the FISA statute to authorize the. type of electronic
surveﬂlance that the content application sought. Work on the. application
was temporarily suspended as the Department focused its attention on
working with Congress to craft this legislation. However, this suspension of
worlk on the content application was brief. Bradbury said he concluded by
the fall of 2006, as Congress was headmg for recess; that there would be no
legislative reform of the FISA statute in the foreseeable future that would
‘address content collection as it was being conducted under Stellar Wind. ‘As
a result, the Department pressed forward with the draft content application

to the FISA Court. (FSHSTEWSHAOCNF—
B. Summary of Department’s. December 13, 2006, Content

Applncatlon +ESHSHHNF—

In November 2006, at the second of the Court’s semiannual meetings,
the Department presernted an updated draft of the apphcatlon that
1ncorporated feedback received from members of the Court during the
previous semiannual meeting. On December 13, 2006, the Department
formally filed the content application with the Court. (IS

‘The government’s December 13 application sought authority to,
mterce pt. the content of tele homc and electromc commun tions. of

bl, b3,
b7E

“application stated:

fl

Commumty to be able qulckly and efficiently to acqulre
communications to or from individuals reasonably believed to

279 The content application included the following caveat:

By filing this application, the United States does not in any way suggest that
the President lacks constitutional or statutory authority to conduct the
electromc survéillance detailed herein without Court authorization.




be members or agents of 'the.,sﬁe-‘fél“eigll POWETS..

Accordmg to the apphcatlon, the goal ‘was to estabhsh an early

bl, b3,
b7E

'1nd1v1duals w1t ) : : system” SOught to:
replace the conventlonal practlce under FISA of filing individual applications
each time the government had- probable cause to believe thata partlcular
phone number or e-mail address, referred to by the NSA as a “selector,” was
‘bemg used or about to be used by members or agents of a foreign power.

In the place of this individualized process, the application proposed
that the FISA Court establish broad parameters for the iriterception of
communications ~ spemﬁcally,ﬁthat-can be targeted and the
locations where the surveillance can bé conducted —and that NSA officials,
rather than FISA Court Judges determine within these parameters the

par i ular selectors Whose commumca S the NSA would mterce pt_f

| albeit w th FISA Court

v and supervis

The legal arguments underlying the governmerit’s approach are
complex and involve substantial communications termlnology They also
require lengthy disciission of the FISA statute and prev1ous FISA Coutt
decisions. Rather than describe at length these issues, in this section we
detail the two main components of the government’s approach to content
collection in the FISA application that are critical for understanding orne
judge’s-approval of the application and another judge’s later rejection of

essentially the same application. (ES/1SH-NE)-

First, the government proposed an interpretation of the term “facility”
in the FISA statute that was broader than how the term was ordinarily, but

280 The Department’s application provided an example to illustrate the risks
associated with the existing requirement that FISA Court approval or Attorney General
emergency authorization be.obtained each time. the overnment secks totarpet a artlcular
tele phone number or e-mail address <

. . : , ‘ : rding- to the appl1cat10n,valuable
“intelligence: cou]d be lost in the {ime 1‘: would take to receive FISA Court authorization or
Attorney Géneral emergency authorization to target the new address. S AT NEY




riot always, applied.?81 Section 1805(a)(3)(B) of FISA provides that the Court
may order electronic surveillance only upon finding that there is probable
cause to believe that “each of the facilities or places at which the electronic
surveillance is directed is being used, or is about to be used, by” a group
involved in international terrorism. The term “facilities” generally was
interpreted to refer to individual telephone numbers or e-mail addresses at

which surveillance is “directed.”—{FS+SH1¥F-

~ Thegovernment proposed in its content application that the term
“Pacilities” be interpreted broadly ’ |

commuricate telephonically or by e-mail ;283

Second, the government’s application requested that senior NSA
officials be authorized to make individualized findings of probable cause
about whether a particular telephone number or e-mail address was being
used by a member or agent of one of the application’s targets. Ordinarily, a
FISA Court judge makes this probable cause determination. {FS/+SHN -

To implement this transfer of authority, the government proposed that
NSA officials make the probable cause determinations as part of
requirements called “minimization procedures,” which are detailed rules

281 The governmerit’s-Memorandum of Law filed in support of the content
application described several instances where the FISA Court authorized surveillance of
faci ‘that was not limited to particular telephone numbers and e-mail addresses.

O LE AT

The governmént’s proposed interpretation of the term in the content application was far
broader than previously authorized by the Court. (ESFSHNTF)

bl,

b3,
b7E

. o e o o bl,
application iricluded a declaration from the NSA Director that addressed] ] by
bi}s‘e» of the international telephone system and - b7E

communications. (ES7FSH7HF




that govern how the government must handle communications that it
intercepts pertaining to U.S. persons. The FISA statute provides that each
FISA application must include, and the FISA Court must approve,
minimization procedures that the agency will follow with respect to
communications intercepted pursuant to a FISA Court order. '

Minimization procedures, in the FISA context, ordinarily govern the
handling of intercepted communications involving U.S. persons after the
acquisition has been appro‘ved by the FISA Court. In other ‘WOrdé,'iafF‘ISA
Court authorizes the agency to intercept the communications of particular
selectors, and the agency follows the minimization procedures with respect
to how it retains, uses, and disseminates any U.S. person information it
collects under the Court’s order. {FSA-SH/NF—

However, the government proposed as part of the content application
that the minimization procedures also encompass how the NSA acquires the
communications.?84 Specifically, the application proposed that the NSA
conld intercept the communications of specific selectors if agency officials
determined there was probable cause to believe that (1) the selector is being,
used by a member or agerit.of - ' |
B ond (2) the communication {
application referred to this as the “min

standard."285 (TS ST/ /NE)}—

Thus, the content application had a two-prong “minimization probable.
cause standard”: (1) probable cause to helieve a selector is being used by a
member or agent of a targeted group, and (2) probable cause, to believe the
communication intercepted is to or from a foreign country, |

b1, b3,
b7E

28¢ Bradbury told the OIG that this argument was based on the text of the FISA
statute, which states that minimization procedures apply to the “acquisition” of
communications in addition to their retention and dissemination. See 50 U.S.C.
§ 1801(h)(1). Indeed, the government’s Memorandum of Law filed in support of the content
application described several cases in which the FISA Court authorized the governinent to
conduct electronic surveillance that included minimization at the time of acquisition.
: ding-to the application, the cases involved survei broadly targeted El, b3,

285 The proposed “minimization probable cause standard” was in addition to the
standard minimization procedures that accompany every FISA application submitted by the
povernment and that have been long-approved by the FISA Court, ~FS{-ASHANE—




For the first prong — probable cause to believe a selector is being used
by a member or agent of a targeted group ~ NSA analysts would assess
‘sources of “reliable intelligence,” defined in the application as information
from a variety of domestic and foreign intelligence and law enforcement
activities. Under the terms of the application, positive findings of probable
cause would be recorded in a database and the assessment process would
be subject to periodic internal review by NSA officials, including the NSA
General Counsel and Inspector General. {FS/#8H-/2F)

"
b

bl,
b3,
b7E

bl,
b3,
b7E

Tiercepiea. 1a
accordarice with NSA’s standard tinimization procedures that apply to all of the agency’s
electronic surveillance activities, {TS//S0//NF) ‘

287 As it did with telephorie communications, the application acknowledged that the
manmer in which e-mail communications are routed would cause the NSA to collect some
e-mail comrmunications that in fact are between communicants wholly within the United

{Cont’d.)




Thus, viewing the government’s approach to both “facilities” and
“rmmmlzatmn procedures" together the Decembel 13 2006 content

bl, b3,
b7E
| _ Under the terms of the application, communications acquired by the
| NSA could be retained for 5 years, unless the Court approved retention for a
: bl,
b3,
| b7E

An additional aspect of the content application is important to
understand. The “early warning system” the government propeosed applied

>

both to “domestic selectors” and “foreign selectors.” Domestic selectors are
telephone numbers and e-mail addresses reasonably believed to be used by
individuals in the United States; foreign selectors are telephone numbers
and e-mail addresses reasonably believed to be used by individuals outside
the United States. Under Stellar Wind, the NSA intercepted the
communications of both categories of selectors, although the NSA tasked far

more foreign selectors than domestic selectors. {FS//STEW//SHAOCNFY

States, even though the NSA had probable cause to believe the communication was to-or
from a foreign country. The application stated that the NSA would handle any such
communications in accordance with its standard minimization procedures. (TS/fSH-/NF)




~ The government proposed in its content application that the domestic
selectors would be subject to more rigorous targeting approval and more
frequent reporting to the FISA Court than foreign selectors, but the
application sought to preserve NSA officials’ authority to make the probable
cause determinations as to each.?8% As we describe below, the first FISA.
Court judge to consider the content application, Judge Malcolm Howard,
was unwilling to extend this authority to domestic selectors. {FS77SH/NF)

C. Judge Howard Grants Application in Part{TS//SL//NF}

The Department’s December 13, 2006, content application was
assigned to Judge Howard, because he was the “duty” judge that week
responsible for considering new applications,28% Judge Howard advised the
Department orally that he would not authorize, on the terms proposed in

the application, the electronic surveillance of selectors to be used by

persons ini the United States (domestic selectors). He did not issue a written
opinion or order concerning this decision. The Department, in response to

‘Judge Howard’s oral advisement, filed a separate application requesting

authority to conduct electronic surveillance on domestic selectors. This

application, summarized below, was filed on January 9, 2007, and is

considered the first “domestic selectors application”; the December 13
application is considered the first “foreign selectors application.”

sted additional briefing

Departmenit on the subject of whether

and whether the surveillance authority sought in the go
_appli‘cationjwould in fact be “directed” not at these “facilities” but rather at
the particular telephone numbers and ‘e—'mail addresses the government

would task for collection. {FS/ASHNE-

In response, the Department filed a supplemental memorandum of
law on January 2, 2007, arguing that the government’s construction of the

288 Under the terms of the original content application, domestic selectors tasked by
the government would subsequently be reported to the Court for approval. The Court
either had to approve each domestic selector within 48 hours of receiving the government’s
report or, if the Court did not agree there was probable cause to believe the selector was
being used by a member or agent of a target of the application, provide the government 24
hours to submit additional information establishing probable cause. Foreign selectors
tasked by the government did not require subsequent approval by the Court, although the
Court could direct that the surveillance of any selector cease. N

289 The Department offered to submit the application to the FISA Presiding Judge,
Judge Kollar-Kotelly, but she said that it should be filed in the normal fashion, which
meant it would be assigned to the FISA duty judge that week. RSO}

bl,
b3,
b7E



emergency authorization coveringj

furthe1 explamed Why the tradltlonal approach to survelllance under FISA
Would not provide the speed and agility necessary for the “early warning

system” the application sought to create.290 {TS//SLAANE)

On January 10, 2007, Judge Howard approved the Department’s
content appllcatlon as to foreign selectors, endorsing the legal framework on
which the coritent application for foreign selectors was based, including the
broad construction of the term “facility” and the use of minimization
procedures to empower NSA officials to make targeting decisions.about
particular selectors. Judge Howard’s Order authorized the government to
conduct electromc surveﬂlance for a perlod of 90 days at the “fac:1ht1es

bl,
b3,
b7E

Judge Howard’s Order also required that an attorney from the Justice
Department’s National Security Division review the NSA’s justifications for
targeting particular foreign selectors. The Order required the government to
submiit reports to the FISA Court every 30 days hstmg new selectors tasked
during the previous 30 days and briefly summarizing the basis for the NSA’s
determination that the first prong of the minimization probable cause

'standa.r_dhas been met for each new selector.?292 The Order preserved thie

Court’s authority to direct that surveillance cease on any selectors for which

290 On this point, the memorandum cited the government’s limited resources as
preseriting a significant obstacle to filing'a separate FISA application for each selector it
wanted to place under surveillance. The government stated that it anticipated m1t1at1ng
collection or ‘new selectors each month, a figure that translates to filj
motion to amend a FISA order or seeking Attorney General emergency authority
times per day (or, alternatively, fili

bl,b3,
b7E

o one motion or seeking one Attorney General
a1 new selectors each day). The government
stated that if the government proceeded under any of these options, valuable intélligence

would be lost. F&/HSHNF-

291 As noted earlier, the Order compelled ‘ The Order
also required that with each request for reauthorization, the govemment prescnt a list of
current selectors previously reported to the Court that the government intended te continue bl,b3,b7E
tasking, identify any selectors reasonably beheved to be used by U.S, persons outside the
United States, and assgss the eff ection of comimunications that mentioned a
tasked e-mail address - | but that were not to or from that
selectot. H*

b1, b3, b7E




the Court found that the first prong of the standard has not been satisfied.
In addition, the Order required the NSA Inspector General, General Counsel,
and Signals Intelligence Directorate to periodically review the authorized
collection activities. These NSA offices were required to submit a report to
the Court 60 days after the collection was initiated under the Order that
would address the adequacy of management controls and whether U.,S.
person information was being handled properly. ~FS/-SH-NE})-

According to several Department and NSA officials, the effort to.

bl, b3,
b7E

As a result of the Order, the Department and NSA submitted to the
FISA Court for its review the factual basis for each selector supporting the
governirent’s determination that the “minimization probable cause bl
standard” had been satisfied, The Department accomplished this pursuant b3’

pproved by Judge Howard under which the Department filed b7iE
oreign selectors every(days for the duration of the

"90-day Order. {TS//SL-NF)

The probable cause explanation for each foreign selector filed with the
Court typically was described in several senternces. According to Bradbury,
he impressed upon the NSA that Judge Howard would review each
submission and inquire about how recently the NSA had acquired
comrnunications relating to a particular selector. According to Matthew
Olsen, the Deputy Assistant Attorney General in the Department’s National
Security Division who was responsible for overseeing intelligence matters,
Judge Howard did in some cases inquire about the government’s factual
basis for believing the minimization probable cause standard has been
met.2%% Bradbury also said he stressed that the Court would scrutinize the
NSA’s probable cause determinations more rigorously than the agency had
been doing itself and that the Court was more likely to approve a selector
where the surveillance was current than it would a selector that has

“remained dormant for months.”294 (FS/F+SHNF—

203 QOlsen was involved in the drafting and presentation to the FISA Court of the
cq:;tent application and the government’s implementation of the related FISA Court Orders.

294 However, Bradbury noted that the FISA Court’s “tendency to lock for recent
ing. whet he probable catise st i




Olsen told us thatl . eign selectors ultimately
were filed with the FISA Court under the terms of J udge Howard’s Order.
Olsen. said that the NSA strived to submit selectors that were deemed high
priority; that had a well-documented nexus to R foreign powers,
and that had recent communications activity. Attornieys from OIPR, who
under the terms of the Order were required to review the NSA’s justification
for each foreign selector that it tasked, worked with the NSA omn this
large-scale review process. According to Olsen, OIPR attorneys
“double-checked” the NSA’s probable cause determination for each selector,
but did not conduct independent probable cause inquiries. This review
identificd BB «c]octors that in OIPR's judgment required.
additional documentation before they could be submitted to the Court.?95
Olsen described the back-and-forth between OIPR and the NSA as
“constant,” and said the NSA was receptive to OIPR’s involvement, Olsen
stated that the NSA committed significant resources to the transition of

foréign selectors. {FS/SH/NFf

Both Bradbury and Olsen observed that the transition of content
collection of foreign selectors to FISA required:somie adjustment by the NSA
in its approach to establishing probable cause. For example, while an NSA
analyst might base a probable cause determination to seme extent on
intuition, similar to a “cop on the beat,” it wasa differerit proposition when
that probable cause determination had to be reviewed by several OIPR
attorneys trying to anticipate how the FISA Court might view the judgment,
Olsen stated that it was also “new” for the NSA to document the probable
cause to the level OIPR believed the FISA Court would require. According to
. Bradbury, the effort sought an equilibrium between “the necessary speed
and agility” and the “multiple layers of probable cause determination.”
Bradbury and Olsen both told the OIG that the NSA had concerns about
whether the FISA approach to content collection would work and the extent
to which a measure of effectiveness would be lost under FISA Court

supervision. (F8/75HNF
D. Domestic Selectors Application and Order—{FS//8H//NF)—

In contrast to foreign selectors, Judge Howard advised the Justice
Department that requests for surveillance of the international calls of
domestic selectors — telephone numbers or e-mail addresses reasonably
believed to be used by individuals in the United States — should be filed with

. 295 Olsen told the OIG that he believes the NSA de-tasked some of these foreign
selectors, {ES/SHAN—
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the Court in a separate application. Judge Howard also advised OIPR
officials that ary such application should take a more traditional approach
to FISA, meaning the “facilities” targeted by the application should be
particular telephone numbers and e-mail addresses and that the probable
cause determination for tasking a selector would reside with the FISA Court,
not with NSA officials pursuant to minimization procedures. {FS/4SH-/NE}-

On January 9, 2007, the Department filed the first domestic selectors
application. The application sought two things, First, the application
requested authority to intercept the international communications of
e specific domestic selectors.296 Second, the application b1 b3
‘sought, for purposes of future applications, approval to use a “streamlined b7,E ’
version” of the emergency authorization procedures available under FISA.
These emergenicy procedures authorize the use of electronic surveillance for
-aperiod of up to 72 hours without a Court order when the Attorney General
reasonably determined that an emergency situation exists. See 50 U.S.C.
§ 1805(f). The procedures required the Attorney General to inform the FISA
Court that the surveillance has been initiated and required the Department
to file with the Court an emergency application to continue the surveillance
not more that 72 hours after the surveillance was authorized. {F8/8H-NE}

The goal of the Department’s proposed streamlined emergency
application procedures, referred to in the January 9, 2007, application as a
“Verified Application,” was to ensure that the emergency surveillance
process be completed as swiftly as possible for qualifying domestic selectors.
The proposal allowed the Verified Application to incorporate by reference the
reasons or facts contained in the original domestic selectors application
necessary to satisfy some of the statutory requirements under FISA, instead
of reestablishing in each application for a new domestic selector that each of
the requirements of FISA were met. The only new substantive information
contained in a Verified Application would be the identity of the target, if
known, the telephone number the target was using or was about to use and
the factual basis sup ing probable cause to believe the target ish;
- - .= |andisusingorisabout
to use the identified telephone number. {FS//SH-NF}

Judge Howard granted the domestic selectors application on
January 10, 2007, for a period of 90 days. His Order also approved the

296 Unlike the December 13, 2006 _appli
did not seek authority totargetagentsoffp 2 22 0 |
mor did the application seek authority to conduct content surveillance of bl,
e-mail cormmunications, The declaration summarized for each of the domestic selectors, b3,
generally in two to three paragraphs, the facts that supported the government’s belief that __ b7E
t to be used by a known or unknown agent oif '
| located in the United States. (TS//SI//NF)




streamlined emergency authorization procedures proposed in the »
application for any additional domestic selectors whose communications the
government sought to intercept during the 90-day period for which

surveillance was authorized.?97 {FSHSH-AE}-

NSD Deputy Assistant Attorney General Olsen told the OIG that in
comparison with foreign selectors, the Department conducted a more
rigorous review of the initial domestic selectors submitted to the FISA Court
to ensure that probable cause was met. Olsen said a few domestic selector
packages “on [their] face” lacked sufficienit documentation and that these
deficiencies were apparent to OIPR attorneys reviewing the information
because the attorneys were looking at the information for the first time. He
said that the NSA analysts responsible for the selectors, in contrast, were
very familiar with the numbers and knowledgeable of details about the
users that might not have been evident to persons reviewing documentation

‘de novo. According to Olsen, for selector packages that were considered

deficient, the NSA either provided the Justice Department attorneys with
additional information or de-tasked the selector.?98 +{TS//SH-/NF}—

E. Last Stellar Wind Presidential Authorization Expires

On December 8, 2006, the President signed what would become the
final Presidential Authorization for the Stellar Wind program. The
December 8 Authorization was scheduled to expire on February 1, 2007.
However, Judge Howard’s January 10, 2007, Orders relating to foreign and
domestic selectors completed the transition of Stellar Wind'’s

297 On January 22, 2007, the Department filed, and Judge Howard approved, the
first Verified Application with the FISA Court using the streamlined procedures approved in

the Order. 1ESHSH-NR)—

298 Qlsen and OIPR Deputy Counsel Margaret Skelly-Nolen told the OIG that during
the application for and implementation of the domestic sélectors Order, it became apparent
that there were coordination problems between the FBI and the NSA. They noted that in
many instances a domestic selector the NSA sought to task was already targeted by an FBI
FISA order. According to Skelly-Nolen, in those cases problems can arise in providing
accurate, current, and consistent information to the FISA Court about such selectors. She
said the NSA’s practice has been to consult with the FBI analysts assigned to the NSA and
to request from them the most current information the FBI has about a particular
telephone number or user of that number. The FBI analysts at the NSA have access to FBI
databases to search for such information, although the most current information frequently
can only be obtained from the operational personnel at FBI Headquarters. Asa
consequence, according to Skelly-Nolen, the FISA Court has on some limited occasions.
been provided inconsistent information concerning domestic telephone numbers or the
users of those numbers. Olsen told the OIG that the domestic selectors Order has required
a higher level of coordination between the FBI and NSA and that the National Security
Division has worked to address this issue. {FS7/SH7NE—




Stellar Wind program officially expired.?9?

communications and meta data collection activities from Presidential

Authorization to FISA authority. Bradbury told the OIG that because it was
believed that Judge Howard’s Orders, particularly the foreign selectors

“Order, provided the NSA. sufficient flexibility to conduct content collection; it

was not necessary to renew the December 8, 2006, Presidential
Authorization. {FSf T

Therefore, on February 1, 2007, the Presidential Authorization for the

F. First Domestic and Foreign Selectors FISA Renewal

Applications T SHSHHNF-

Judge Howard’s January 10, 2007, Orders were set to expire after 90
days. During the week of March 20, 2007, the government filed renewal
applications to extend the authorities both as to domestic and foreign
selectors. These applications were filed with Judge Roger Vinson, the FISA

Court duty judge that week. {FSHFSHFRFI—

The domestic selectors application, filed March 22, 2007, was in all
material respects identical to the go’vernment’s original application, Judge
Vinson granted the application on April 5, 2007,300 4TS/ LS NE)

The foreign selectors application was filed on March 20, 2007. The
conterit and construction of the March 20 application was substantially
identical to the government’s original application, and advanced the same
broad construction of the term “facilities™ and the use of minimization
procedures to authorize NSA officials, instead of judges, to make probable
cause-determinations (subsequently reviewed by the FISA Court) about
particular selectors. {355

On March 29, 2007, Judge Vinson orally advised the Department that
he could not grant the foreign selectors application. His decision validated
some concerns within the Justice Department that Judge Howard’s original

299 Qn January 17, 2007, Attorney General Gonzales sent a letter to Senators Leahy
arid Specter, the Chairman and Ranking Member of the Senate Judiciary Committee,
informing them of Judge Howard’s Orders. Gonzales’s letter stated that as a result of the
January 10, 2007, FISA Court Orders, any electroni¢ surveillance that was occurririg under
the Terrorist Surveillance Program would now be conducted under FISA, and that “the
President determined not to reauthorize the Terrorist Surveillance Program when the

current authorization expires.” {FS{HSTHNE—

300 As noted previously, the domestic selectors QOrder presented special coordination
issues betweén the FBI and the NSA, and EEEE s e
foooeaos e e e § The Order was renewed for the final time infEEE ]

| 2nd has since expired. (FS//SHNG-




Order might not be a sustainable long-term strategy for intercepting the
commiunications of foreign selectors: J udge Vinson’s decision also
accelerated the Department’s efforts to obtain legislation-amending the FISA
statute to authorize the type of surveillance conducted under Stellar Wind
and that was approved by Judge Howard. TS/ /SLLINE

On April 3, 2007, Judge Vinson issued an Order:and Memorandum
Opinion explaining the reasoning for his conclusion that he could not grant
the foreign selectors application. However, Judge Vinson did not deny the
govérnment’s application. Instead, he enicouraged the Departrment to file a
motion with Judge Howard requesting a 60-day extension of the existing
January 10, 2007, foreign selectors:Order. In explaining why he was:
encouraging the Department of file the motion with Judge Howard, Judge
Vinson wrote, | |

I have concluded that an extension for this purpose. is
appropriate, in view of the following circumstances: that the
government has commendably devoted substantial resources to
bring the NSA’s surveillance program, which had been
conducted under the President’s assertion of non-FISA
authorities, within the purview of FISA; that a judge of this
Coutt previously authorized this surveillance in [the

January 10, 2007, foreign sélectors Ordet], on substantially the
same terms as the govérnment now proposes; that it-would be
impl tter for the government to terminate surveillance
off l phone numbers and e-mail addresses under b1, b3, b7E
FISA authotity, and to decide whether and how it. should
continue somie or all of the surveillance under non-FISA
authority; and, importantly, that within the-allotted time the
government may be able to submit an application that would
permit me to authorize at least part of the surveillance in a
mantier consistent with this order and opinion. {(FS/SHHNE—

Judge Vinson wrote that the Department’s foreign selectors renewal
application concerns an “extremely important issue” regarding who may
make probable cause findings that determine the individuals and the
communications that can be subjected to electronic surveillance under
FISA. In Judge Vinson’s view, the question was whether probable cause
determinations are required to be made by the FISA Court through
procedures established by statute, or whether the NSA may make such
determinations under an alternative mechanism cast as “minimization
procedures.” Judge Vinson concluded, based on past practice under FISA
and the congressional intent underlying the statuts, that probable cause
determinations must be made by the FISA Court. {FSfSH-NF—




_ In explaining his reasoning, Judge Vinson first rejected the
Departmerit’s broad construction of the term “facilities,” concluding that'the
“elect'r,qnic,surveill;ance” under the government’s application — the
acquisition of the content of communications — was directed at particular
telephone. numbers.and e-mail addresses _and not at broad, swaths of

government contended. Judge VInson disunguisned prior cases that the
government cited for its broad interpretation of “facilities,” observing;
“[t]ellingly, none of the cited cases stand for the proposition on which this.
application rests — that €lectronic surveillance is not ‘directed’ at particular

hon numb 1d e-mail addresses,

Judge Vinson wrote that his conclusion was also supported by the
government’s and the Court’s past practice, as well as the legislative history
of FISA, which, according to Judge Vinson, made clear that “Congress '
intended the pre-surveillance judicial warrant procedure,” and particularly
the judge’s probable cause findings, to provide an ‘external check’ on
executive branch decisions to conduct surveillance » He wrote that the
sovernment’s proposal that “the Court assess .
... & and moke a hichly abstract and genera
probable-cause findingf " removed from the
Court’s pre-surveillance purview the question o wheéther the
commurnications to be acquired will relate to the targeted foreign powers.30!
Judge Vinson rejected the government’s “minimization probable cause
standard,” stating that “[m]inimization does not provide a substitute for, or
a mechanism for overriding, the other requirements of FISA.” Judge Vinson
concluded that government’s proposed minimization procedures, by
authorizing the NSA to make probable cause decisions, conflicted with
specific provisions of FISA that govern electronic surveillance, such the

requirement that only the Attorney General can grant emergency approvals
to conduct surveillance (followed within 72 hours by an application to the

301 Stated another way, “[the application] represented that NSA will make the
required probable cause finding for each such facility before commencing surveillance.”
Judge Vision wrote, “[t/he application seeks, in effect, to delegate to the NSA the Court’s
responsibility to make such findings based on the totality of circumstances.’ Obviously,
this would be inconsistent with the statutory requirement and the congressional intent that
the Court make such findings prior to issuing the order (emphasis in original).”

LSS
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FISA Court), and that renewals for surveillance coverage must be based on
“new findings” of probable cause by a judge. Judge Vinson summarized his
position:

The clear purpose of these statutory provisions:is to ensure
that, as a general rule, surveillances are supported by judicial
determinations of probable cause before they commence; that
demsmns to initiate surveillance prior to judicial review in
emergency circumstances are made at politically accountable
levels; that judicial review of such emeérgency authorizations.
follows swiftly; and that decisions to continue surveillance
receive the same degree of scrutiny as decisions to initiate. The
law does not permit me, under the rubric of minimization, to
approve or authorize alternatlve procedures to relieve the
government of burdensome safeguards expressly imposed by

the statute. {FSF/SH/NF—

Judge Vinson wrote that he was mindful of the government’s
argument that the proposed minimization procedures were necessary to
provide or enhance the “speed and flexibility” with which the NSA responds
to threats, and that foreign intelligence information may be lost in the time
it takes to obtain Attorney General emergency authorizations. However, in
Judge Vinson’s view, FISA’s requiremerits reflected a balance struck by
Congress between prlvacy interests and the need to obtain foreign
intelligence information, and until Congress took legislative action on FISA
to respond to the government’s concerns, the Court must apply the statute’s
procedures.?92 He concluded that the government’s application sought to
strike a different balance for the surveillance of foreign telephone numbers
and e-mail addresses. Vinson rejected this position, stating, “provided that
the surveillance is'within FISA at all, the statute applies the same
requirements to surveillance of fac111t1es used overseas as it does to
surveillance of facilities used in the United States,”303 {F8/781//NFJ

302 Judge Vinson stated that he recognized that the government maintained the
President may have constitutional or statutory authority to conduct the surveillance
requested in the renewal application, Judge Vinson stated, “[n]othirng in this order and
opinion is intended to address the existence or scope of such authority, or this Court’s

jurisdiction over such matters.” {FS+#8H7NF—

303 Judge Vinson wrote in a footnote that the status of the proposed surveillance as
being within. the scope of FISA was “assumed, but not decided, for purposes of this.order
and opinion.” He continued, “I believe that there are jurisdictional issues regarding the
application of FISA to comthunications that-are between or among parties who are all
located outside the United States.” Judge Vinson suggested that “Congress should also
consider clarifying or modifying the scope of FISA and of this Court’s jurisdiction with
regard to such facilities . . . .” Bradbury told the OIG that Judge Vinsorn's suggestion was
an important spur to Congress’s willingness to consider FISA modernization legislation in

(Comt’d.)




: Attorney General Gonzales told us that his. reaction to Judge Vinson’s.
decision was one of “disappointment” and that the decision “confirmed our
concern about going to the [FISA Court].” Gonzales also said he believed the
decision was ‘_troubhng for purposes.of the national security ‘of ouir country.”

Bradbury told us the government considered several options after
Judge Vinson’s ruling, including appealing the decision to the FISA Court of
Review, However, he said the decision was made to attempt to work with
Judge Vinson to craft a revised. application and also.separately to renew the
Adrmmstratlon s efforts to obtain legislation to modernize FISA..

G. Revised Renewal Applica‘tmn for Foreign Selectors and
Order -

As suggested by Judge Vinson, in April 2007 the Justice Department.
obtained from Judge Howard an- extension of the. existing foreign selectors
Order until May 31, 2007, to prepare a revised foreign, selectors application.
In-the interim, the Department filed two reports with Judge Vinson
deSCrlbmg a new approach to foreign selectors that addressed the concerns
expressed in his Opinion, and that sought input from the Court about how
best to facilitate the submission.olan, apphcatwn that would seek authority
to direct surveillance al ' c selectors ‘

On May 24, 2007, the Department filed & revised renewal application
seeking to renew, with. modifications, the: authorities granted in Judge
Howard’s Jariuary 10, 2007, Order. However, the application did not
include the broad construction of “facilities” and instead sought authority to
conduct electronic suryeillance. of conventional facilities — telephone
numbers and “e-mail ‘ »304 The application
also did not include the * probable cause minimizati 'n standard”™ approve_d

the summer of 2007. In Section IV below, we summarize this legislation, the Protect
America Act, and its successor, the FISA Amendments Act of 2008. (F&H/SHNE)}—

304 Accordmg to the May 24, 2007, application, such uses incl de Int met 7 4
; Lhatare sent ta and fromataretede -mail ‘address, ... .

“The May 24 apphcatmn was the
‘touse. the: term e—ma11

directed;
However; accordmg to:the apphcanon, 16 O
authorizes, electronic survexllance using [the e~ma _ ] descript‘or
to identify this type of facility.” > '




by Judge Howard that had the effect of shifting from the FISA Court to the
NSA the probable cause determinations about particular sélectors.

However, the targets of the government’s revised applicatiorn remained
selectors (telephone number and e-mail facilities) reasonably believed to be
used-outmde the Umted States and for Wthh there is robable cause to

bl, b3,
b7E

Shecifically, the application requested authority to- direct surveillance
categories of foreign selectors:

o Foreign telephone number and e-mail selectors presently known
to the government, This category accounted for a portion of the
foreign selectors alreadsy under surveillance

a0s. The May 24 2007 apphcatmn explicitly stated that the government was not
seeking surveﬂlance authonty for any new facilities reasonably believed by the NSA to be
used by U.S. persons. ‘The: apphcatmn stated that sutveillance-of those facilities would be
initiated only through FISA’s emergengy authorlzahon pro isions and the str eamlmcd FISA
apphcahons approved :for domestxc selectors, TS

bl,
_ overnment s itted an appendix with the revised renewal application
that identified] | facilities and contained the factual basis for the NSA’s
belief that each of the facilities was being used by a person outside the United States and
for which there was probable cause to believe were being used or about to-be used by a
member or agent of one of the targeted foreign powers. The government had provided
Judge Vinson these facilities on a rolling basis during May 2007 for his consideration. The bl.b3
NSA discontinued the surveillance of facilities that were targeted under Judge Howard’s b7’E
Order, but that wére not included amerng the facilities submitted te Judge Vinson for

& roval The NSA told the OIG that the decision to discontinue surveﬂlance on these
“facﬂmes largely was a resource decision: and that
was the amount the NSA could timely process for filing with the Court. @S—,‘—/—SI—H—NF—)—




Foreign e-mail 'selectors (not telephone number selectors)
presently unknown to the government but that “refer to” or are
“about” known foreign e-mail selectors. This category of
surveillance, which the NSA had been conducting under Judge
Howard’s Order, includes situations where an already targeted
¢-mail facility is mentioned in the body of a message between
two third-party, non-targeted facilities.308 {FS/7SH/NF)

According to the application, th
surveillance would enable the NSA to 1 = T Tl D
discovered facilities “with the speed and agility necessary to obtain vital
intelligence and to detect and prevent terrorist attacks.” The application

The collection authorities requested in the renewal application that
pertained to currently unknown facilities would, according to the
application, address this limitation.30? {FS/SH/NE}-

‘ Judge Vinson granted the government’s revised renewal application
on May 31, 2007, His Order authorized, for a period of 90 days, each of the
categories of electronic surveillance described above, although the

308 The category presented an issue under FISA in that communications are being
acquired because they contain the targeted e-mail selector, and not because there was
probable cause to believe the e-mail accounts sending or receiving the communications are
used or about to be used by an international terrorist group. In such cases, the
surveillance is not “directed at” the targeted e-mail selector. The government argued that
such acquisition was still consistent with FISA because, “at the time of acquisition, the NSA

has probable cause to believe that the facilities at which the NSA is directing surveillance
are being used by the foreign power target.”

309 The government argued that the FISA Court’s authority to authorize subsequent
collection against new selectors unknown to the government at the time an application was
approved is rooted in section 1805(c)(3) of FISA. That provision imposes specific reporting
requirements on the government where the FISA Court approves an electronic surveillance
in circumstarices where the nature and location of each of the facilities at which
surveillance will be directed is unknown at the time of the application. FSASH-NFY




Order defined the precise circumstances under which the NSA could acquire

communications falling within the[lERllcategory of surveillan
Order also included reporting schedules with respect to thel :
Wcategcries of surveillance, for which the government was required to
‘submit newly discovered selectors to the Court. F8; 5T

310 The

Judge Vinson initially approved foreign selectors
under the terms of his May 31, 2007, Order (these selectors were submitted
with the government’s-May 24, 2007, application). Shortly after the Order
was issued, the FISA Court decided that the weekly reports filed by the
g‘o}v‘ernment‘notifying the Court of newly discovered selectors, as well as the
government's motions seeking approval to conduct surveillance on
additional selectors, could be filed for review with any member of the Court.
As the government received feedback from judges on the first reports and
motions that were filed, it observed that judges were applying a more
rigorous standard of review to the factual basis supg : urveillance
for each selector than Judge Vinson applied to th: selectors he
approved. The government consequently adjusted the amotnt of factual
information it provid B in subsequent reports and motions
and ultimately added
Vinsoen'’s Order. {557

According to Bradbury, the more rigorous: scrutiny applied by FISA
Court judges after Judge Vinson’s initial approval | foreign selectors
caused the NSA place only a fraction of the foreign selectors under coverage

than it wanted to. This concern, combined with the comparatively laborious
process for targeting foreign selectors under Judge Vinson’s Order,
accelerated the government’s efforts to obtain legislation that would amend
FISA to address the government’s sutveillance capabilities within the United
States directed at persons located outside the United States. The Protect
America Act, signed into law on August 5, 2007, accomplished this objective

e-mail messages containing a targeted e-matl accoun only when the NSA defermined,
based on the acquired communication and other intelligence ot publicly available
information, that there was probable cause to believe the e-mail facility was being used, or
was about to be used, by one of the targeted foreign powers. Judge Vinson agreed with the
government’s position that there was probable cause to believe that Internet
communications relating to a previously targeted e-mail facility were themselves being sent
or received by one of the targeted foreign powers and could be acquired. Judge Vinson
called this holding “novel,” but concluded that the decision was “consistent with the overall
statutory requirements; it requires the government to promptly report and provide
appropriate justification to the Court; and it supplies the Government with a necessary
degree of agility and flexibility in tracking the targeted foreign powers.” {F3//5H-/NF-
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- and effectively superseded Judge Vinson’s foreign selectors Order. The
government therefore did not-seek to renew the ‘Order when it expired on
- August 24, 2007, {BS/SH7N]

In the next s_ectiop, we Su’mmariz‘e the effect of the Pr-o_tect' America
Act and successor legislation, the FISA Amendments Act of 2008. (U)

IV. The Protect America Act and the FISA Amendments Act of
2008 (U)

~ In August 2007, the Protect America Act was enacted, amending FISA
to address the government’s ability to conduct electronic surveillance in the
United States of persons reasonably believed to be located outside the

United States. This legislation expired on February 1, 2008, but was

extended by Congress to February 16, 2008. In July 2008, the FISA
Amendments Act of 2008 was enacted, which, among other things, created
acomprehensive process under FISA for content collection directed at
foreign targets. These two laws modernized the FISA statute as it applied to
the acquisition in the United States of communications of persons
reasonably believed to be outside the United States. 10}

As discussed in Chapter Three, FISA was enacted in 1978 when most
international calls were carried by satellite. The interception of such calls
constituted «electronic surveillance” for purposes of FISA only if the
acquisition intentionally targeted a U.S. person in the United States, or if all
participants to the commiunication were located in the United States.. Thus,
government surveillance of satellite communications that targeted foreign
persons. outside the United States generally was not considered electronic
surveillance, and the government was not required to obtain a FISA Court
order authorizing the surveillance even if one of the parties to the
communication was in the United States. However, in the mid-1980s, fiber
optic technology began to replace satellites as the primary means for
trahsmitting interriational (and doriestic) telephone communications. This
change brought within FISA’s definition of “electronic surveillance” the
acquisition of telephone calls to or from a person in the United States if the
acquisition occurred in the United States, thereby triggering the
requirement that the government obtain FISA Court orders to conduct
suiveillance that it previously conducted outside of FISA. {FS/SH-/NFY

Under the Stellar Wind program, the NSA ¢ lected international
commuhicaion. = b1, b3,
by targeting facilities (telephone b7E
numbers and e-mail addresses) located outside the United States (foreign




selectors):31! As noted in Chapters Three and Four, the Administration
_contended that FISA, as supplemented by a subsequent legislative
enactment (the AUMF), did not preclude the surveillance activities under
Stellar Wind, or in the alternative represented an unconstitutional
infringement on the President’s Article I authority as Commander in Chief
to the extent it conflicted with these collection activities.

The Justice Department’s effort to transfer content collection from
presidential authority under Stellar Wind to FISA raised the issue of FISA’s
application to the acquisition in the United States of cominunications to or
from targeted foreign selectors. The Protect America Act and the FISA
Amendments Act, in slightly different ways, addressed this issue by treating
the communications of persons reasonably believed to be located outside
the United States differently from communications of persons located in the

United States.312 FS#STEW//SHHLOC/NID—
A. The Protect America Act (U)

The Protect America Act of 2007, Pub. L. No. 110-55, was a temporary
measure signed into law on August 5, 2007.313 The Protect America Act’s
chief objective was to exclude from the requirements of FISA the
interception ifi the United States of communications of persons located
outside the United States, the category of communications referred to abave
as “foreign selectors.” (U)

The Protect America Act amended FISA so that the interception of
foreign selector communications fell outside the statute’s definition of

«slectronic surveillance.” Under the original definition of “electronic
surveillance,” FISA generally applied to any communication to or from a
known United States person inside the United States if the communication
is acquired by targeting the known United States person.314 FISA also

31l The NSA also targeted under Stellar Wind a much smaller number of facilities

located inside the United States (domestic selectors). {PS/HSTEWHSHHOCANE)-

312 The two laws did not substantially affect the provisions of FISA relating to pen
register and trap and trace surveillance or to the production of “tangible things.” The
government continues to collect bull e-mail and telephone meta data under the PR/TT and
Section 215 Orders described in Sections I and II of this chapter. PSS

313 The Protect America Act was set to expire 180 days after its enactment, or on
February 1, 2008. However, Congress passed and on January 31, 2008, the President
signed a bill to extend the Protect America Act for 15 days while further discussions on new
legislation occurred. However, 1no agreement was reached on new legislation and the Act
expired on February 16, 2008. (U)

314 The original FISA definition of “electronic surveillance” included:

(Cont'd))




‘applie)d to the acquisition of other communications (such as

k I3

Gormmunications acquired by targeting persons outside the United States) if

the communication was a “wire communication” and the acquisition
occurred inside the United States. (U)

The Protect America Act amenided FISA by stating: “Nothing in the
definition of electronic surveillance , . . shall be construed to encompass.
surveillance directed at a person reasonably believed to be located outside

the United States.” The effect of this amendment was to exclide from the

requirements of FISA any communication acquired by targeting a foreign
selector, regardless of where the commumnication wasintercepted or whether
the communication traveled by wire. As a result, the Act eliminated the

need for Judge Vinson’s May 2007 foreign selectors Order, because the
collection of communications targeted under that Order no longer
constituted “electronic surveillance” under FISA and therefore no longer
required FISA Court orders.315 {F8/-SH-¥F}

(1) the dcquisition by an electronic, mechanical, or other surveillance device:
of the contents of any wire or radio communication sent.by or intended to be
received by a particular, known United States person who'is in the United
States, if the tontents are acquired by intentionally. targeting that United
States person, under circumstances-in which a persori has areasonable
expectation of privacy'and a warrant would be required for'law enforcement
purposes;

(2) the acquisition by an electronic, mechanical, or other surveillatice device
of the cantents of any wire communication to or from a person in the United
States, without the consent of:any party thereto; if such acquisition eccurs
in. the United States, but does:not include the acguisition of those
communications of computer trespassers that would be-permissible under
section 2511(20(i) of Title 18;

(3) the intentional acquisition by an electronic, mechanical, or other
surveillance device of the contents of any radio communication, under
citeumstances in which a person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes, and if both
the sender and all intended recipients are located within the United States;
or

(4) the installation or use of an electronic, mechanical, or other surveillance
device in the United States for monitoring to acquire information, other than
from a wire or radio communication, under circumstances in which a person
has a reasonable expectation of privacy and a warrant would be required for
law enforcement purposes.

50 U.S.C. § 1801{f). (U)




1In the place of individualized FISA Court orders, the Protect America
Act also inserted several provisions into the FISA statute to-govern the
acquisition of communications from persons “reasonably believed to be
outside the United States.” These provisions authorized the Attorney
General and the Director of National Intelligence to.acquire foreign
intelligence information concerning such persons for up to one year,
provided these officials certified that there are reasonable procedures in
place for the government to determine thata target is reasonably believed to
be outside the United States and that the acquisition of the foreign
intelligenice therefore is not “electronic surveillance” under the amended
definition of the term,316 The targeting procedures accompanying the
certification had to be submitted to the FISA Court for approval, based on
the clearly erroneous standard, within 120 days of the Protect America Act’s
enactment. However, the certification was not required to identify specific
facilities or places at which the acquisition of foreign intelligence
information would be directed.317 (U}

In addition, the Protect America Act authorized the Attorney Gerieral
and the Director of National Intelligence to direct a person
(telecommunications carriers) to provide the government with “all
information, facilities, and assistarnce necessary to accomplish the
acquisition in such a manner as will protect the secrecy of the
acquisition. . . .” Protect America Act, Sec. 2(€). The Protect America Act
also authorized the Attorney General and the Director of N ational

‘The Protect America Act addressed this issue by excluding all
“surveillance directed at persons reasonably believed to be outside the United States.

316 The Attorney General and the Director of National Intelligence also had to certify
that the acquisition involves the assistance ofa communications service provider; that a
“significant purpose” of the acquisition to obtain foreign intelligence information is for
foreign intelligence purposes; and the minimization procedures to be used with the
acquisition activity comport with 50.U.S:C. § 1801(h). Protect America Act, Sec: 2, codified
in FISA at 50 U.S.C. § 1805B(a)(1)-(5). (U)

317 The Protect America Act left unchanged the procedures for acquiring foreign
intelligence information by targeting foreign powers or agents of foreign power inside the
United States, as well as the procedures under Executive Order 12333 Sec. 2.5 to obtain
Attorney General approval before acquiring foreign intelligence information against a U.S.
person outside the United States, Thus, FISA orders issued prior to the enactment of the
Protect America Act, and FISA orders, including applications for renewals, sought after
enactment of the Protect America Act but not pursuant fo the Act’s amendments
(acquisition of foreign intelligence informatien from targets outside the United States) were
still subject to FISA as it existed prior to the Protect America Act, The Protect America Act
also provided, by means of an “opt-out” clause, that the government did not have to use the
new procedures for new applications and could instead file applications under the
provisions of FISA as it existed before the Protect America Act. See Protect America Act,
Sec, 6(b). (U)




Intelligence to seck the assistance of the FISA Court to compel compliance
with such directives, and implemented procedures for the
telecommunications carriers to challenge the legality of any such
directives.318 (U) ‘

The Protect America Act authorized the Attorney General and.the
‘Director of National Intelligence to issue orders without individualized FISA
Court approval for up to one yéar targeting persons reasonably believed to
be outside the Utiited States. These orders ‘r’.eme’i‘inqd*i_ri ¢ffect beyond the
expiration of the Protect America Act on February 16, 2008. 1))

On August 10, 2007, the Attorney General and the Director of
National Intelligence filed a certification with the FISA Court, as required
under the Protect America Act, relating to surveillance of persons.
reasonably believed to be outside the United States likels Jole ‘
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; Iforeign selectors under Judge Vinson’s Order

were “rolled over” to the new Protect America Act authority. A Deputy

Assistant Attorney General in the National Security Division familiar with b1

the transition of Stellar Wind to FISA Court authority told us that the b3,

goverriment also began to “build new selectors” under the Protect America b7:E

Act and worked toward restoring the universe of foreign selectors that were
first authorized for tasking under Judge Howard’s January 2007 Otder
when content collection under Stellar Wind initially had. migrated. to FISA
Court authority. {ES//SLLL

Although the Department viewed the Protect America Act as an
adequate temporary fix to those provisions of FISA seen as outdated
because of changes in telecommunications technology, Department officials
continued to press Congress for more permanent modernization legislation.
(U)

318 The Protect America Act also stated that any person providing assistance to the
government pursuant to a governmental directive would not be subject to any cause of
action for providing such assistance. However, the Protect America Act did net grant
retroactive legal immunity to any “person,” a term defined in FISA to include “any group,
entity, association, corporation, or foreign power.” 50 U.S.C. § 1801{m). On August 22,
2008, the FISA Court of Review upheld as constitutional the Protect America Act provision
authorizing the Director of National Intelligence and the Attorney General to direct a person
to assist the government in implementing the Act. See In Re: Directives [redacted text|
Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, No. 08-01. {U)




B. The FISA Amendments Act of 2008 (U)

On July 11, 2008, the President signed the Foreign Intelligence
Surveillance Act of 1978 Amendments Act of 2008 (FISA Amendments Act).
This legislation, composed of four titles, replaced the Protect America Act
with similar but more comprehensive surveillance authority. The provisions
~ of the FISA Amendments Act expire; with limited exceptions, on
Décember 31, 2012, (U)

A chief objective of the FISA Amendments Act was to change the rules
for intercepting the electronic communications of persons reasonably
believed to be outside the United States when the acquisition occurs i1 the
United States. As discussed above, the Protect America Act accomplished
this by amending FISA’s definition of “slectronic surveillance” to exclude this
activity from FISA requirements. The FISA Amendments Act took a different
approach. Instead of excluding the activity from the statute’s definition of
“electronic. surveillance,” the FISA Amendments Act created a new title in
FISA to govern how the government may conduct this electronic
surveillance. Under this approach, the FISA Amendments Act, unlike the
Protect America Act, distinguishes between the targeting of non-U.S, and
U.S. personsreasonably believed to be outside the United States.312 (U)

For non-U.S. persons, the new title created by the FISA Amendments
Act provides for surveillance authority similar to the Protect America Act.
Instead of requiring the government to obtain individualized orders from the
FISA Court to intercept c,ommunications of non-U.S. persons reasonably
believed to be outside the United States, the FISA Amendments Act
authorized the government to conduct any such interceptions for a period of
up to one year provided that it adopts, and the FISA Court approves, general
targeting procedures designed to ensure that the new authority is not used

319 The Senate Select Committee on Intelligence (SSCI) prepared a
section-by-section analysis of the FISA Amendments Act of 2008 explaining the significance
of the FISA Amendment Act’s approach. According to the SSCI report, the goal of the
Protect America Act in redefining the term “electronic surveillance” was to exclude the
surveillance of persons outside the United States from the individualized order
requirements of FISA. However, a consequence of the term’s redefinition was to broadly
exempt foreign surveillance activities both of non-U.S. and U.S. persons outside the United
States, The FISA Amendments Act of 2008, instead of adopting the Protect America Act’s
modified.definition of “electronic surveillance,” explicitly stated that the targeting of
non-U.8S. persons outside the United States shall be conducted under the new FISA
procedures, which does not require an -application for a FISA order. In this way, the FISA
Amendments Act accomplished the same goal as the Protect America Act without
exempting the targeting of U.S. persons outside the United States from FISA's
individualized order requirements. {U)




to direct surveillance-at persons within the United States or at U.S. persons
ouitside the United States.20 (U)

Tn contrast, to conduct U.S.-based surveillance of U.S; persons
reasonably believed to be located outside the United States, the FISA
Amendments Act requires the government to obtain individualized FISA
Court orders for 90-day periods based on a showing of probable cause to
‘believe that the U.S. person is outside the United States and is a foreign
power or an agent, officer, or employee of a foreign power. Such
‘surveillance previously was governed by Executive Order 12333, and
required only a certification from the Attorney General, not the FISA Court.
(V)

Compared to Stellar Wind, the FISA Amendments Act provides the
government broader authority to acquire in the United States, with Court
supetvision, the communications of non-U.S. persons reasonably believed to
be located outside the United States. Under Stellar Wind, the NSA was
authorized to collect communications where there was probable cause to
believe the communications originated or terminated outside the United
States and a party to the communications was al Qaeda or & group affiliated
with al Qaeda. Under the FISA Amendments Act, the NSA is authorized to

collect in the United States any communications of non-U.S. persons
reasonably believed to be located outside the United States; provided g
significant purpose of the acquisition pertains to foreign intelligence,

320 Like the Protéct America Act, in addition to these targeting procedures the
certification the government is required to file with the FISA Court must also contain
minimization procedures and state that a significant purpose of the acquisition that will be
conducted is to obtain foreign intelligence information. However, unlike the Protect
America Act the FISA Amendments Act does not limit the FISA Court’s review of the
targeting procedures to a “clearly erroneous” standard. On August 5, 2008; the
goverriment submitted to the FISA Court a certification pursuant to the FISA Amendments
Act. On September 5, 2008, the Court approved the certification and the use of the
targeting and minimization procedures the government submitted. {S//NF-

321 Qn the other hand, the FISA Amendments Act does not similarly broaden the
government’s authority to conduct surveillance of U.S, persons reasonably believed to be
located outside the United States, The Presidential Authorizations did not distinguish
between U.S. and non:U.S. persons, and the NSA was authorized under Stellar Wind to
intercept the communications of U.S, persons’ (domestic selectors) provided the
comrmunications originated or terminated outside the United States.




nder Stellar Wind, and the government described the issue
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V. OIG Analysis (U)

As discussed in this chapter, the government’s effort to transition
Stellar Wind from presidential authority to FISA, which began in March
2004, eventually resulted in all three baskets of collection being authorized
by FISA. While the legal theories supporting this transition were aggressive,
we believe that the Department could have and should have pursued
transition to FISA as a viable legal alternative earlier than it did, rather than
operate aspects of the Stellar Wind program solely under presidential
authority for several years. 4FS; L/ SHHO

In Chapters Three and Four we discussed John Yoo’s 2001 and 2002
memoranda concerning the legality of Stellar Wind and his contention that
FISA represented an unconstitutional infringement on the President’s
Commander-in-Chief authority under Article II of the Constitution to
conduct electronic surveillance during wartime. We recognize that Yoo’s
analysis was to some extent a response to the extraordinary circumstances
that confronted the federal government immediately after the September 11
terrorist attacks and its effort to take emergency steps to thwart what many
officials believed was an imminent second wave of attacks. Yet, even if one
agrees with Yoo’s Article IT analysis and supports the decision to enhance
outside the judicial or legislative process the NSA’s signals intelligence
collection capabilities, we believe there are strong countervailing
considerations that favored attermnpting to transition the program to FISA,
especially as Stellar Wind became less a temporary response to the
September 11 attacks and more a permanent surveillance tool.

Chief among these considerations was the Stellar Wind program’s.
substantial effect on privacy interests of U.S. persons. Under Stellar Wind,
the government engaged in an unprecedented collection of information
concerning U.S. persons. The President authorized the NSA to intercept,
without judicial approval or oversight, the content of international
communications involving many U.S. persons and the NSA collected large
amounts of non-content data about U.S. persons’ domestic and
international telephone calls and to a lesser extent e-mail communications
for possible analysis consistent with the extant Presidential Authorization.
We believe the FISA Court, as an Article III court and the judicial authority
charged by statute to oversee U.S.-based electronic surveillance and other
collection activities affecting U.S. persons for foreign intelligence purposes,
was the appropriate entity to monitor and approve such broad acquisitions




of‘U;S‘,ffpe;sop_ig’fo;matign conducted under Stellar Wind, 322

‘Second, as several Justice Department and NSA officials commented
the FISA statute offered a “firmer footing” for the NSA’s collection activities
under Stellar Wind, As discussed in Chapter Three and Four, the
aggressive assertion of Article T authorlty on which Stellar Wmd was based
largely reﬂected the legal reasoning of a single Justice Department attorney
working alone, without-adequate review or scrutiny of his analysis, As we
also concluded this led to a flawed legal analysis on which the program
rested for several years, This approach also led to a contentious dispute
between Department and White House officials in 2004 involving renewal of
aspects of the program. By contrast, the FISA statute provided an
alternative basis for Stellar Wind-like collection activities that we believe
should have been considered, and pursued, much earlier by the

Administration. —(iPSﬁSiFEJoLH—S{—/—yLQG%}

In this regard, the White House’s strlct control over the Justice
Departiment’s access to the program lessened the opportumty for lawyers
with relevant expertise to advise the Administration on the viability of
workmg within the FISA statute to achieve the same operational objectives
as the Stellar Wind program. Moreover, as the limited number of
Department read-ins persisted, meaningful consideration of FISA asan
alterna‘uve ta pres1dent1al authonty for the program was limited.323

322 For instance, under Stellar Wind the meta data querying standards did not
include restrictions on acquiring data that may have been based solely on the exercise.of
First Amendment rights. When these activities were placed under the FISA Court’s
supervision, the Court required that this intelligence-gathering activity adhere to the FISA.
standard that an e-mail address or telephone number cannot be targeted for acquisition

based solely on activities protected by the First Amendment. _(ﬂ;S,L/SfPWJ—ffSWGGfN‘F)




‘ We also found there were operational benefits to transitioning Stellar
Wind to FISA. The PR/TT and Section 215 Orders to collect e-mail and
: F . o % e 5 - [

bl,
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‘The transition of Stellar Wind to FISA authority, together with the
passage of the Protect America Act, allowed the N SA to begin the process to
close, or “de-compartment,” the Stellar Wind program. This change, which
was not completed until mid-2008, has allowed agents in FBI field offices
r access to information about the telephone numbers and e-mail
esses being provided as leads. As described in Chapter Thre b,
ip: plaint of agents who were assigned and b3,
eads was the lack of detail provided about the nature of the. b7E

international contacts and the foreign entity allegedly involved with
terrorism that was one of the communicants. These details often were not
provided because of the highly classified and compartmented nature of the
Stellar Wind program. Now that such information is gathered under FISA
authority and not compartmented as it was under Stellar Wind, it is
classified at a level that allows agents in FBI field offices to gain access to
additional-details upon request.32 P8/ ' Y/ NF

We recognize that Stellar Wind'’s transition to FISA resulted in the
imposition of new responsibilities and conditions on the exercise of these:
unprecedented collection authorities. In the PR/TT and Section 215 Orders,
the FISA Court imposed significant oversight measures that were not
required under Stellar Wind. To be sure, the government, particularly the
NSA, must devote substantial resources to ensure compliance with these
oversight measures. Yet, we believe that such requirements are
appropriate, given the massive amounts of data collected and the potential

impact on the privacy interests of U.S. persons. (LSALSTLW/SHOE/NF)

We also recognize that the transition of content collection from
presidential authority to statutory authority under FISA resulted in
significant diminution in authorized surveillance activity of the content of
communications. We described in this chapter how first under Judge
Howard’s Order, and then more significantly under Judge Vinson’s revised

324 Chapter Six of this report discusses FBI agents’ improved access to
program-derived information under FISA after the Stellar Wind program was closed.




forelgn selectors under Stellar Wm e b1, b3,
ion in December 2006, but placed _fore1gn selectors urider b7E
irice coverage under Judge Vinson’s May 2007 Order. National
Division officials told us that they: sticoessfully added
pproxime foreign selectors under the terms of the
Court’s Order 0€;

However, we believe that such broad surveillance and:collection
activities conducted in the United" States, particularly for a significant period
of time, should be conducted pur